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Preface

This handbook was motivated in part by our experience (and that of others) in
performing research and in teaching about networked and embedded control
systems (NECS) as well as in implementing such systems. Although NECS—
along with the technologies that enable them—have become ubiquitous, there
are few, if any, sources where a student, researcher, or developer can gain a
sufficiently broad view of the subject. Oftentimes, the needed information is
scattered in articles, websites, and specification sheets. Such difficulties are
perhaps to be expected, given the relative newness of the subject and the
diversity of its constitutive disciplines. From control theory and communica-
tions, to computer science and electronics, the variety of approaches, tools,
and language used by experts in each field often acts as a barrier to under-
standing how ideas fit within the broader context of networked and embedded
control.

With the above in mind, we have gathered a collection of articles that
provide at least an introduction to the important results, tools, software, and
technologies that shape the area of NECS. Our goal was to present the most
important knowledge about NECS in a book that would be useful to anyone
who wants to learn about any aspect of the subject. We hope that we have
succeeded and that every reader will find valuable information in the book.

We thank the authors of each of the chapters. They are all busy people and
we are extremely grateful to them for their outstanding work. We also thank
Tom Grasso, Editor, Computational Sciences and Engineering at Birkh&user
Boston, for all his help in developing the handbook, and Regina Gorenshteyn,
Assistant Editor, for guiding the editorial and production aspects of the vol-
ume. Lastly, we thank Torrey Adams whose copyediting greatly improved the
book.

We gratefully acknowledge the support of our wives, Maria K. Hristu and
Shirley Johannesen Levine, and our families.

College Park, MD Dimatrios Hristu-Varsakelis
April 2005 William S. Levine
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Fundamentals of Dynamical Systems

William S. Levine

Department of ECE, University of Maryland, College Park, MD, 20742, U.S.A.
wsl@eng.umd.edu

1 Introduction

For the purposes of control system design, analysis, test, and repair, the most
important part of the very broad subject known as system theory is the theory
of dynamical systems. It is difficult to give a precise and sufficiently general
definition of a dynamical system for reasons that will become evident from
the detailed discussion to follow. All systems that can be described by or-
dinary differential or difference equations with real coefficients (ODEs) are
indubitably dynamical systems. A very important example of a dynamical
system that cannot be described by a continuous-time ODE is a pure delay.
Most of this chapter will deal with different ways to describe and analyze
dynamical systems. We will precisely specify the subclass of such systems for
which each description is valid.

The idea of a system involves an approximation to reality. Specifically, a
system is a device that accepts an input signal and produces an output signal.
It is assumed to do this regardless of the energy or power in the input signal
and independent of any other system connected to it. Physical devices do not
normally behave this way. The response of a real system, as opposed to that
of its mathematical approximation, depends on both the input power and
whatever load the output is expected to drive.

Fortunately, the engineers who design real systems generally design them
to behave as closely to an abstract system as possible. For electronic devices
this amounts to creating subsystems with high input impedance and low out-
put impedance. Such devices require minimal power in their inputs and will
deliver the needed power to a broad range of loads without changing their
outputs. Where this is not the case it is usually possible to purchase buffer
circuits which will drive the load without altering the signal out of the original
device. Good examples of this are the circuits used to connect the transistor-
transistor logic (TTL) output of a typical microprocessor to a servomotor.

This means that, in both theory and practice, systems can be intercon-
nected without worrying about either the input or output power. It also means
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that a system can be completely described by the relation between its inputs
and outputs without regard to the ways in which it is interconnected.

2 Continuous-Time Systems

We will limit our attention in this section to systems that can be described
with sufficient accuracy by ordinary differential equations (ODEs). There are
two different ways to describe such systems, in state space form or as an ODE
relating the input and the output. In general the state space form is

a(t) = fla(t),u(?)) (1)
y(t) = g(z(t), u(?)), (2)

where Z(t) denotes the first derivative of the state n-vector z(t), u(t) is the
m-vector input signal, and y(¢) is the p-vector output signal; n,m, and p are
integers; f(-,-) is some nonlinear function, as is g(-,-). The state vector is
a complete set of initial conditions for the first-order vector ODE (1). One
could be more general and allow both f and g to depend explicitly on time,
but we will mostly ignore time-varying systems because of space limitations.
We omit precise conditions on f and g needed to insure that there exists a
unique solution to (1) for the same reason.

The state space form for a linear time-invariant (LTI) multi-input multi-
output (MIMO) system is easily written. It is

(t) = Az(t) + Bu(t) (3)
(t) = Cz(t) + Du(?), (4)

5-

<

where the vectors z, y, and u are column n-, p-, and m-vectors respectively
and all the matrices E, B, C, and D have the appropriate dimensions. The
solution of this exists and is unique for any initial condition z(0) = z, and
any input signal u(t), for all 0 < ¢ < ¢;.

It is worthwhile to be more precise about the meaning of “signal.”

Definition 1. 4 scalar continuous-time signal, denoted by {u(t)for allt, tg <
t <ts} is a measurable mapping from an interval of the real numbers into the
real numbers.

The requirement that the mapping be measurable is a mathematical techni-
cality that insures, among some more technical properties, that a signal can
be integrated. We will generally be more casual and denote a signal simply
by u(t). An n-vector-valued signal is just an n-vector of scalar signals. More
importantly, we assume that signals over the same time interval can be mul-
tiplied by a real scalar and added. That is, if u(t) and v(t) are both signals
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defined on the same interval ty <t < t¢ and o and 3 are real numbers, then
w(t) = au(t) + Pu(t) is also a signal defined on ty < ¢t < t;. Note that this
assumption is true in regard to real signals. Physical devices that will multiply
a signal by a real number (amplifiers) and add them (summers) exist. Because
of this, it is natural to think of a signal as an element (a vector) in a vector
space of signals.

The second ODE description (the first is the state space), in terms of only
y(t), u(t), and their derivatives, is difficult to write in a general form. Instead,
we show the general LTI single-input single-output (SISO) special case

zoj ai—=y(t) = Xoj biu(t), (5)

where a;,b; € R. Because (5) is unchanged by division by a nonzero real
number there is no loss of generality in assuming that ag = 1. Note that it is
impossible to have a real physical system for which the highest derivative on
the right-hand side n is greater than the highest derivative on the left-hand
side.

There are three common descriptions of systems that are only valid for
LTT systems, although there is an extension of the Fourier theory to nonlinear
systems through Volterra series [1]. We present the SISO versions for simplicity
and clarity. One is based on the Laplace transform, although the full power
of the theory is not really needed for systems describable by ODEs. There are
several versions of the Laplace transform. We use the bilateral or two-sided
Laplace transform, defined by

+o0o
Y(s) d:ef/ y(t)e *'dt, (6)

— 00

because it is somewhat more convenient and useful for system theory [2].
The unilateral or single-sided Laplace transform is more useful for solving
equations such as (5), but we are more interested in system theory than in
the explicit solution of ODEs.

We regard the ODE (5) as the fundamental object because for many sys-
tems a description of the input-output behavior in terms of an ODE can be
derived from the physics. Starting with (5) you need only that the Laplace
transform of y(t) = sY (s), where Y (s) denotes the Laplace transform of y(t)
and s is a complex number. Then, taking Laplace transforms of both sides of
(5) gives

Z a;is'Y (s) = Z bis'Ul(s). (7)
0 0
Dividing both sides of (7) by U(s) and by Y a;s* one obtains

Y(s) >0 bis' et
U(s)  >gaist

H(s). (8)
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Notice that H(s), the transfer function of the system, completely describes
the relation between the input U(s) and the output Y (s) of the system. It
should be obvious that it is easy to go back and forth between H(s) and the
ODE in (5) by simply changing s to % and vice versa.

In fact, the Laplace transform makes it possible to write transfer functions
for LTT systems that cannot be precisely described by ODEs. The most im-
portant example in control engineering is the system that acts as a pure delay.
The transfer function for that LTT system is

H(S) = e_ST7 (9)

where T is the time duration of the delay. However, the pure delay can be
approximated to sufficient accuracy by an ODE using the Padé approximation
(see “Control Issues in Systems with Loop Delays” by Mirkin and Palmor in
this handbook).

Another common description of LTI systems is based on the Fourier trans-
form. The great advantage of the Fourier transform is that, for a large class
of real systems, it can be measured directly from the physical system. No
mathematics is needed. To prove that this is so, start with either the ODE (5)
or the transfer function (8). Let the input u(t) =cos(wt) for all —co < t < c0.
Using either standard ODE techniques or Laplace transforms—the transient
portion of the response is ignored—the solution is found to be

y(t) = [H (jw)|cos(wt + ZH (jw)), (10)
where |H (jw)| denotes the magnitude of the complex number H (s = jw) and
ZH (jw) denotes its phase angle. H(jw) is known as the frequency response
of the system.

In the laboratory the input is zero prior to some starting time at which
the input u(t) =cos(wt) for tg <t < t; is applied. One then waits until the
initial transients die away and then measures the magnitude and phase of
the output cosinusoid. This is repeated for a collection of values of w and the
gaps in w are interpolated. Note that the presence in the output signal of any
distortion or frequency content other than the input frequency indicates that
the system is not linear.

One more way to describe an LTI system is based on the system’s impulse
response. Persisting in our view that the ODE is fundamental, we develop the
impulse response by first posing two questions. What is the inverse Fourier
transform of H(jw), where H (jw) is the transfer function of some LTT sys-
tem? Furthermore, what is the physical meaning of this inverse transform?
Note that the identical questions could be asked about the inverse Laplace
transform of H(s). The answer to the first question is simply a definition:

ht) ¥ F Y (H(jw)) & /_OO H(jw)e?™ dw /2. (11)

The answer to the second question is much more interesting. Think of the
question this way. What input u(t) will produce h(t) as defined in (11)? The
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answer is an input that is the inverse Fourier transform of U(jw) = 1 for all
w, —00 < w < 00. To see this, just write

Y (jw) = H(jw) x 1. (12)

The required signal is known as the unit impulse or Dirac delta function
and is denoted by d(¢). Its precise meaning and interpretation require consid-
erable mathematics and imagination [2, 3] although this discussion shows it
must be, in some sense, the inverse Fourier transform of 1. In any case, this
is why h(t) as defined in (11) is known as the impulse response. It is a com-
plete representation of the LTI system. Knowing the impulse response and
the input signal, the output is computed from what is called a convolution
integral,

y(t) = /_ "t = ryu(r)dr (13)

Notice that the integral has to be computed for each value of ¢, —oco < t < oo,
making the calculation of y(¢) by this means somewhat tedious.

The generalization of the Laplace and Fourier transforms and the impulse
response and convolution integral to LTT MIMO systems is easy. One simply
applies them term by term to the inputs and outputs. The impulse response
can also be used on LTT systems, such as the pure delay of duration T' (h(t) =
d(t — T)), that cannot be written as ODEs as well as time-varying linear
systems. The state space description also applies to time-varying systems.

For LTI systems that can be described by an ODE of the form (5), the
ODE, transfer function H (s), frequency response H (jw), and impulse response
h(t) descriptions are completely equivalent. Knowing any one, you can com-
pute any of the others. Given the state space description (3), it is possible
to compute any of the other descriptions. We illustrate by computing H(s).
Taking Laplace transforms of both sides of (3),

sX(s) = AX(s) + BU(s) (14)
(s —A)X(s) = BU(s) (15)
X(s) = (sL — A)"'BU(s) (16)
H(s)=C(sL - A)"'B+D. (17)

The opposite direction, computing an A, B, C, and D such that (17) holds
given H(s) or its equivalent, is slightly more complicated. Many choices of
A, B, C, and D will produce the same H(s). They need not have the same
number of states. The state space description is completely equivalent to the
other descriptions if and only if it is minimal. The concepts of controllability
and observability are needed to give the precise meaning of minimal. This will
be discussed at the end of Section 4.
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3 Discrete-Time Systems

There are exact analogs for discrete-time systems to each of the descriptions
of continuous-time systems. The standard notation ignores the actual time
completely and regards a discrete-time system as a mapping from an input
sequence ulk], ko < k < k; to an output y[k|, ko < k < ks, where k is an
integer. The discrete-time state space description is then

where x[k] is the state n-vector, u[k] is the m-vector input signal, and y[k] is
the p-vector output signal; n, m, and p are integers.
A precise definition of a discrete-time signal is the following.

Definition 2. A scalar discrete-time signal, denoted by {u[k] for all integers
k such that ko < k < ks} is a mapping from a set of consecutive integers into
the real numbers.

As for continuous-time signals, an n-vector signal is just an n-vector of scalar
signals. The same scalar multiplication and addition apply in discrete time as
in continuous time so discrete-time signals can also be viewed as vectors in a
vector space of signals.

The LTI MIMO version is obviously

xlk + 1] = Az[k] + Bu[k] (20)
ylk] = Cz[k] + Dulk]. (21)

The discrete-time analog of the ODE description fortuitously is known as
an ordinary difference equation (ODE) or in statistics as an autoregressive
moving average (ARMA) model. It has the form, in the SISO case,

n

D ay(t—i) =Y bult—i), (22)

0

where a;, b; € R.

There is a close analog and relative of the Laplace transform that ap-
plies to discrete-time systems. It is known as the Z-transform. As with the
Laplace transform, we choose to work with the two-sided version which is, by
definition,

X(2)E S amlzm (23)
m=—0o0
with z a complex number and z[m], —oco < m < 0.
Similarly, there is a discrete-time Fourier transform. It is defined by the
pair of equations
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X (e7*) def f x[kle~Iwk (24)
k=—o0
xz[k] = X (7)Y el *dw /2. (25)

Notice that X (/) is periodic in w of period 2. It is not possible to measure
the discrete-time Fourier transform. It is possible to compute it very efficiently.
Suppose you have a discrete-time signal that has finite duration—obviously
something we could have measured as the output of a physical system:

(26)

if0<k<kr—1;
CUEE S A
0  otherwise.

It is then possible [2,3] to define a discrete Fourier transform of z[k] consisting
of exactly k; real numbers which we denote by X;[m] (the subscript f for
Fourier):

Z w[k]e=ImE/kik, (27)
k=0

1

Xglm] = l?f

Applying the transforms to the ODE produces

_ Dbz
H(z) = Z?:o a2t (28)

> igbre 7™

Do ape Ik
Lastly, the pulse response is the discrete-time analog of the impulse re-

sponse of continuous-time systems. There are no real difficulties. The pulse

response h[k] is just the output of an LTT system when the input is the discrete-
time unit pulse, defined as

5[k] 4<F {1 k=0

0 otherwise.

H(e™%) = (29)

The generalizations and equivalences of these different descriptions of
discrete-time systems are exactly the same as those for continuous-time sys-
tems, as described at the end of Section 2.

4 Properties of Systems

Two of the most important properties of systems are causality and stability.
Loosely speaking, a system is causal if its response is completely determined
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by its past and present inputs. The present output of a causal system does not
depend on its future inputs. A similarly loose description of stability would be
that small changes in the input or the initial conditions produce small changes
in the output. Making these precise is fairly easy for LTI systems.

Definition 3. A continuous-time LTI system is said to be causal if its impulse
response h(t) = 0 for all t < 0. A discrete-time LTI system is causal if its
pulse response hlk] =0 for all k < 0.

A more abstract and general definition of causality [4] begins by defining
a family of truncator systems, Pr, defined for all real T' by their action on an
arbitrary input signal as

priaty # {20 =T <3o>

Definition 4. A system, denoted by S, is causal if and only if PrS = PrSPr
for all T.

It is useful to distinguish two different forms of stability, although they
are equivalent for LTT systems. The definitions are given for continuous-time;
simply replace ¢ by k for the discrete-time versions.

Definition 5. A system is said to be stable if, with u(t) = 0 for all t > 0,
given any € > 0 there exists a 6 > 0 such that ||z(t)|| < € whenever ||zy|| < 9,

where ||z(t)|| denotes any norm of z(t), e.g., \/>_y x;%. The system is asymp-
totically stable if it is stable and ||z(t)|| — 0 ast — 0.

Definition 6. A system is said to be BIBO stable (BIBO stands for bounded-
input bounded-output) if |ly(t)|| < M < oo whenever ||u(t)| < B < oo, for
some real numbers M and B.

Notice that Definition 5 requires a state vector and depends crucially upon
it. There are many elaborations of these two relatively simple definitions of
stability. Many of these can be found in a textbook by H.K. Khalil [5].

There are several simple ways to determine if an LTI system is stable.
Given the impulse (pulse) response, the following theorem applies [4,6,7].

Theorem 1. A SISO continuous-time LTI system is BIBO stable if and only
if fjoooo [h(t)|dt < M < oo for some M.

Replace the integral by an infinite sum to obtain the SISO discrete-time
result. Replace the absolute value by a norm to generalize to the MIMO case.
Given either the ODE or the state space description of a system, causality
has to be imposed as an extra condition. Differential and difference equations
can generally be solved in either direction. For example, the ODE (5) could
be solved for y(0) from knowledge of a complete set of “initial” conditions at
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t; and u(t) for all 0 < ¢t < t;. Note that the backwards solution may not be
unique in the discrete-time case.

Given either H(z) or H(s) causality is related to stability in an interest-
ing way. A deeper understanding of the theory of transforms is needed here.
Consider the two-sided (Laplace)Z-transform of a signal y[k] (y(¢)) for all
—00 < k,t< 4o00. It should be apparent from (23) ((6)) that the infinite sum
(integral) may not converge for some values of z (s). For example, let the
pulse response of an LTT system be

9k k>
holk] = 0.9%, >0 .
0, otherwise.

Then, using (23)
+oo

He(z) =) (0.9/2)".

k=0
Computing the sum (using the fact that > p (a¥ =1/(1—a) if |a| < 1) gives

provided |z| > 0.9.

Now, let the pulse response be

—0.9%, k<0
H, k] = ’
aclk] {0 otherwise.

Then
z

z2—10.9’
Notice that two different pulse responses have the identical Z-transform if one
ignores the region of the complex plane in which the infinite sum converges.

The key idea, as illustrated by the example, is that the region of the
complex plane in which the Z-transform of a causal LTI system converges
is the entire region outside of some circle of finite radius. The corresponding
result for the Laplace transform is the region to the right of some vertical line
in the complex plane. The next obvious question is: How is the boundary of
that region determined?

To answer this question, we first assume for simplicity that H(z) has the
form of (28). We multiply numerator and denominator by z™ so we can work
directly with polynomials in z. The denominator polynomial of H(z) is then

H,.(z) = provided |z| < 0.9.

p(z) = Z a;z" " (31)

As an nth-order polynomial in the complex number z with real coefficients,
p(z) has exactly n roots, i.e., values of z for which p(z) = 0. Simply replace z
by s to obtain the corresponding continuous-time result.
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Definition 7. The poles of a SISO LTI system are the roots of its denomi-
nator polynomial.

Note that this definition applies equally well to discrete- and continuous-
time systems. For systems described by a transfer function of the form (28)
or (8), the impulse, or pulse, response can be computed by first performing a
partial fraction expansion of H(z) or H (s). For simplicity, we present the result
for the case where by = 0 and all the roots of the denominator polynomial are
different—i.e., there are no repeated roots. Under these conditions,

%W_ZA/Z—M (32)

where p; denotes the ith pole of the system and A; is the corresponding
residue. Note that both A; and p; could be complex. If they are, then because
a; and b; are real, the system must also have a pole that is the complex
conjugate of p;, and the residue of this pole must be the complex conjugate
of A;. Taking the inverse Z-transform of (32) gives

H(z) =

0 otherwise.

n n (k-1
WK = 27 (H(2) = Y A~ i) = {Zf‘—l S )

Applying Theorem 1 to (33) is the basic step in proving the following theorem.

Theorem 2. A discrete-time (continuous-time) LTI system is asymptotically
and BIBO stable if and only if all its poles, p;, satisfy |p;] <1 (Re(p;) <0).

Similarly, the region of convergence of the Z-transform of a causal discrete-
time LTI system is the region outside a circle of radius equal to |p,,|, where
Pm is the pole with the largest absolute value. For Laplace transforms, it is
the region to the right of p,,, the pole with the largest Re(p.,).

The numerator polynomial of H(z) or H(s) usually also has roots.

Definition 8. The finite zeros of a SISO LTI system are the roots of its
numerator polynomial.

The reason for the adjective “finite” is rooted in the appropriate gener-
alization of the definitions of poles and zeros to MIMO LTI systems. It is
obvious from the definitions we have given that |H(z)| = oo at a pole and
that |H(z)| = 0 at a zero of the system. This can be used to give more inclusive
definitions of pole and zero. The one for a zero is particularly important.

Definition 9. A zero of a SISO LTI discrete-time system is a value of z such
that H(z) = 0. Similarly, a zero of a continuous-time SISO LTI system is a
value of s such that H(s) = 0.
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With this definition of a zero, a system with n poles and m finite zeros can
be shown to have exactly n — m zeros at co. The zeros of a system are par-
ticularly important in feedback control because the zeros are invariant under
feedback. That is, feedback cannot move a zero. Cancelling a zero or a pole
is possible, as will be shown in the following section. However, understanding
the ramifications of pole/zero cancellation requires at least two more concepts,
controllability and observability.

Definition 10. A time-invariant system is completely controllable if, given
any initial condition x(0) = x4 and any final condition x(T) = x;, there exists
a bounded piecewise continuous control u(t), 0 <t < T for some finite T that
makes z(T) = z.

Definition 11. A time-invariant system is observable if, given both y(t) and
u(t) for all 0 <t < T for some finite T, it is possible to uniquely determine
z(0).

In both definitions it is assumed that the system is known. In particular,
for LTI systems, A, B, C, and D are known. There are also simple tests for
controllability and observability for LTT systems.

Theorem 3. An LTI system is controllable if and only if the n X nm matriz
C= [EAiBAQE Anflﬁ] has rank n.

Theorem 4. An LTI system is observable if and only if the pn X n matrix

C
CA
2
o= CA (34)

@n—l
has rank n.

As usual, there are many elaborations of the concepts of controllability
and observability, providing precise extensions of these ideas to time-varying
systems and further clarifying their meaning. Good sources for these more
advanced ideas are the books by Kailath and Rugh [6,7].

As mentioned earlier, given H(s) or its equivalent, the problem of finding
A, B, C, and D such that

H(s)=C(s(I) - A)'B+D (35)
has some subtleties. It is known in control theory as the realization problem
and is covered in great detail in Kailath [6]. The SISO case is considerably
simpler than the MIMO case. For brevity, we denote a state space model by
its four matrices, viz. {4, b, ¢, d}.
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Definition 12. A realization of a SISO transfer function H(s) is minimal if
it has the smallest number of state variables among all realizations of H(s).

Theorem 5. A realization, {A,b,c,d}, of H(s) is minimal if and only if
{4, b} is controllable and {c, A} is observable.

All minimal realizations are equivalent, in the following sense.

Theorem 6. Any two minimal realizations are related by a unique n X n in-
vertible matriz of real numbers (i.e., a similarity transformation).

The idea behind this theorem is that two n-dimensional state vectors are
related by a similarity transformation. Specifically, if z; and z, are two n-
vectors, then there exists an invertible matrix P such that x, = Px;. Define

z5(t) Lef Pz, (t). Differentiating both sides and making the obvious substitu-
tion gives
iy (1) = Piy (1) = P(Az; () + bu(l)). (36)

Because P is invertible we can rewrite this as
iy (t) = PAP™ 'y (t) + Pbul(t). (37)

Applying this to the output equation shows that the following two realizations
are equivalent in the sense that they have the same state dimension and
produce the same transfer function:

{A,b,¢c,d} < {PAP™ ', Pb,cP™ ", d}. (38)

As will be demonstrated in the following section, it is possible to combine
an LTT system with a pole at, say pg, in series with an LTI system with a zero
at the same value, py. The resulting transfer function could, theoretically, be
reduced by cancelling the pole/zero pair, i.e., dividing out the common factor.
It is not a good idea to perform this cancellation. The following theorem
explains the difficulty.

Theorem 7. A controllable and observable state space realization of a SISO
transfer function H(s) exists if and only if H(s) has no common poles and
zeros, i.e., no possible pole/zero cancellations.

Thus, a SISO LTI system that has a pole zero cancellation must have at
least one internal pole, i.e., a pole that cannot be seen from the input/output
behavior of the system. If one attempts to cancel an unstable pole with a zero,
the resulting system will be unstable even though this instability may not be
evident from the linear input-output behavior. Generally, the instability will
be noticed because it will drive the system out of its linear region.

The idea of pole/zero cancellations is formalized in the following definition.

Definition 13. A SISO LTI system is irreducible if there are no pole/zero
cancellations in its transfer function.
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In the SISO case, any minimal realization of an irreducible LTI system is
completely equivalent to any other description of the system. Furthermore,
the poles of the system are exactly equal to the eigenvalues of the A from any
minimal realization. This allows us to write the following theorem linking all
of the properties we have described.

Theorem 8. The following statements are equivalent for causal irreducible
SISO LTI systems:

The system is BIBO stable
The system’s minimal realizations are controllable, observable, and asymp-
totically stable

o If the system is discrete-time, all its poles are inside the unit circle (have
real part < 0 if continuous time).

The MIMO generalizations of all of these results, including the definition
and interpretation of zeros, and the meaning of irreducibility are vastly more
complicated. See Kailath [6] for the details. There is a remarkable generaliza-
tion of the idea of the zeros of a transfer function to nonlinear systems. An
introduction can be found in an article by Isidori and Byrnes [8].

5 Interconnecting Systems

We will describe six ways to interconnect LTI systems in this section. The first
three are exactly the same for discrete-time and continuous-time systems. The
last three involve the interconnection of continuous-time and discrete-time
systems. First, we consider the series connection of two LTI systems as shown
in Fig. 1. The result is the transfer function

H(s) = Hi(s)Hs(s). (39)

U(S) —_’ H1(S) —’ Hg(s) > Y(S)

H(s)

Fig. 1. The series interconnection of LTI systems

A proof is easy:
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Y (s) = Ha(s)Y1(s) = Ha(s)H1(s)U(s). (40)

As mentioned in the previous section, the series connection of an LTI system
with a zero at py with an LTI system with a pole at the same value py results
in their apparent cancellation in the transfer function, which is completely
determined by the input-output behavior of the combined system. Cancella-
tion of stable, well-behaved poles in this way is a common practice in control
system design.

Two LTI systems connected in parallel are shown in Fig. 2. Notice that
the figure introduces a new system, known variously as a summer, adder, or
comparator. It is completely described by its operation. Its output Y'(s) is the
sum of its two inputs Uy (s) + Uz(s). Thus,

Y (s) =Yi(s)+Ya(s) = Hi(s)U(s)+ Ha(s)U(s) = (H1(s)+Haz(s))U(s). (41)

— | H() e

U(s)

—»|  Hy(s)

Fig. 2. The parallel interconnection of LTI systems

There is another way of combining subsystems, the feedback interconnec-
tion, illustrated in Fig. 3. Notice that the transfer function of the combined
system is
Y(s) _ Hi(s)

U(s) 1+ Hq(s)Ha(s)

This result can be derived by recognizing that E(s) = U(s) — Ha(s)Y (s) and
that Y (s) = H1(s)E(s), and doing some arithmetic.

Combining a discrete-time system in series with a continuous-time system
requires an appropriate interface. If the output of the continuous-time system
is input into the discrete-time system, then a sampler is needed. Conceptually
this is simple. If y(¢) denotes the output of the continuous-time system and
u[k] denotes the input to the discrete-time system, then the sampler makes

H(s) = (42)
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U(s) E(s) Y(s)

Ho(s) |€4——

Fig. 3. The feedback interconnection of LTI systems

ulk] = y(kT), (43)

where Ty is a fixed time interval known as the sampling interval and (43) holds
for all integer k in some set of consecutive integers. Note that we are assuming
the sampling interval is constant even though in many applications, especially
involving embedded and networked computers, the sampling interval is not
constant and can even fluctuate unpredictably. The theory is much simpler
when T is constant. In fact T is often constant, and small fluctuations in the
sampling interval can often be neglected. Note also that the series combination
of a sampler and an LTI system is actually time varying.

One naturally expects sampling to lose information. Remarkably, it is the-
oretically possible to sample a continuous-time signal and still be able to
reconstruct the original signal from its samples exactly, provided the sam-
pling interval T is short enough. The precise details can be found in “Basics
of Sampling and Quantization” by Santina and Stubberud in this handbook.

Combining a discrete-time system in series with a continuous-time system
in the opposite order requires that the interface convert a discrete-time signal
into a continuous-time one. Although there are several ways to do this, the
most common and simplest way is to hold the discrete value for the whole
sampling interval as shown below,

ult) =ylk]  forallt, KT, <t< (k+1)T,. (44)

The last of the six interconnections combines the previous two. It is the
feedback interconnection of a discrete-time system with a continuous-time
system. The problem is to characterize the combined system in a simple,
precise, and convenient way. An exact discrete-time version of the continuous-
time system can be obtained as follows. The solution to (3) starting from the
initial condition z(tg) = z, at t = t¢ is
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t
z(t) = eAl7l0) gy + / A7) Bu(r)dr (45)

to

y(t) = Cz(t) + Du(t), (46)

where

At et i (At)n. (47)

n!
0

Applying these results when the initial condition is x(kTs) = z[k] and the
input is u(t) = u[k] for kTs <t < (k+ 1)Ts where T is the sampling interval
gives
(k+1)Ts
£+ VL) = edafi] + [ AT pyiian. (1)
k(Ts)

Introducing the change of variables ¢ = 7 — kT in the integral, replacing
z((k + 1)Ts) by z[k + 1], and factoring out the constant Bu[k] gives

(T,
z[k + 1] = eATsg[k] + / A=) 4o Bulk). (49)
0
Define
Ay AT (50)
det [0
B, = / eAT:=9) 45 B (51)
0
c,=cC (52)
D, “D. (53)

Then, we have the discrete-time system in state space form

zlk + 1] = Agz[k] + Bqulk] (54)
ylk] = Cyz[k] + D ulk]. (55)

Taking the Z-transform gives
H(z) = Cy(] = Ay)"'By+ Dy (56)

Note that this basic approach will give a discrete-time system that is exactly
equivalent to the sampled and held continuous-time system at the output
sampling instants even if the sampling interval is not constant and is differ-
ent at the input and the output. Systems of this type are often referred to
as “sampled-data systems.” See “Control of Single-Input Single-Output Sys-
tems” by Hristu and Levine in this handbook for another way to obtain an
exact Z-transform for such a system.

There are many approximations to the exact result in (56) in the literature.
This is partly for historical reasons. Many continuous-time control systems
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were developed before cheap digital controllers became available. A quick and
easy way to convert them to digital controllers was by means of a simple
approximation to (56). Control and digital signal processing system designers
also often use these approximations. The most commonly used and most useful
of these is known variously as the trapezoidal method, Tustin’s method, or
the bilateral transformation. It is given by the following formula:

2 z—1
)l (57)

H(z) = H(s = (

where T is the sampling interval, H(s) is the continuous-time transfer func-
tion, and H(z) is its discrete-time equivalent. More details can be found in
many places, two of which are the chapter by Santina, Stubberud, and Hostet-
ter [9] and a book by Franklin, Powell, and Workman [10].

6 Conclusion

This chapter is a very brief introduction to a very large subject. To learn more,
it would be reasonable to begin with [2,3], which are undergraduate textbooks.
The books by Kailath [6], Rugh [7], and Antsaklis and Michel [4] are graduate
textbooks on linear systems. The book by Khalil [5] is a graduate text book
on nonlinear systems. The Control Handbook [11] contains approximately 80
articles, each of which is a good starting point for learning about some aspect
of dynamical systems and their control.
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1 Introduction

There is an extensive body of theory and practice devoted to the design of feed-
back controls for linear time-invariant systems. This chapter contains a brief
introduction to the subject with emphasis on the design of digital controllers
for continuous-time systems. Before we begin it is important to appreciate
the limitations of linearity and of feedback. There are situations where it is
best not to use feedback in the control of a system. Typically, this is true for
systems that do not undergo much perturbation and for which sensors are
either unavailable or too inaccurate. There are also limits to what feedback
can accomplish. One of the most important examples is the nonlinearity that
is present in virtually all systems due to the saturation of the actuator. Satu-
ration will limit the range of useful feedback gains even when instability does
not. It is important to keep this in mind when designing controllers for real
systems, which are only linear within a limited range of input amplitudes.

The method used to design a controller depends critically on the informa-
tion available to the designer. We will describe three distinct situations:

1. The system to be controlled is available for experiment but the designer
cannot obtain a mathematical model of the system.

2. The designer has an experimentally determined frequency response of the
system but does not have other modeling information.

3. The designer has a mathematical model of the system to be controlled.

The second case arises when the underlying physics of the system is poorly
understood or when a reasonable mathematical model would be much too
complicated to be useful. For example, a typical feedback amplifier might
contain 20 or more energy storage elements. A mathematical model for this
amplifier would be at least 20th order.

*This work was supported in part by NSF Grant ETA-008001.
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It will be easiest to understand the different design methods if we begin
with the third case, where there is an accurate mathematical model of the
plant (the system to be controlled). When such a model is available, the
feedback control of a single-input single-output (SISO) system begins with the
following picture. The plant shown in Fig. 1 typically operates in continuous

u(k) u(t) y(®)

k
ol e(k) Controller » D/A p| Plant >

A/D [«

y(k)
Fig. 1. A sampled-data feedback control system

time. It can be described by its transfer function:
Y(s) = Ge(s)U(s),

where U(s), Y (s) are the Laplace transforms of the input and output signals
respectively, and

-1, 4 -1

>0 bist O TIV (s —z)
Yoas G-

The coefficients a;, b; are real; the roots z;, p; of the numerator and denomina-

tor are the zeros and poles (respectively) of the transfer function. We assume
that these parameters are given and that they are constant.

G.(s) (1)

Note that (1) limits the class of systems to those that can be adequately
approximated by such a transfer function. For a discussion of controller design
when G.(s) includes a pure delay, described by e~*T see “Control Issues in
Systems with Loop Delays” by Mirkin and Palmor in this handbook. The out-
put in Fig. 1 is fed directly back to the summer (comparator). For simplicity
and clarity we restrict our discussion to unity feedback systems, as in Fig. 1.
It is fairly easy to account for dynamics or filtering associated with the sensor
if necessary.

The controller (in cascade with the plant) is to be designed so that the
closed-loop system meets a given set of specifications. The controller is as-
sumed to be linear (in a sense to be made precise shortly). Modern con-
trollers are often implemented in a digital computer. This requires the use
of analog-to-digital (A/D) and digital-to-analog (D/A) converters in order to
interface with the continuous-time plant. This makes the plant, as seen by the
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controller, a sampled-data system with input u(k) and output y(k). See the
chapter, in this handbook, entitled “Basics of Sampling and Quantization” by
Santina and Stubberud for a discussion of the effects of time discretization
and D/A and A/D conversion.

2 Description of Sampled-Data Systems

The D/A block shown in Fig. 1 converts the discrete-time signal u(k) produced
by the controller to a continuous-time piecewise constant signal via a “zero-
order hold” (ZOH). Let u(k) be the discrete-time input signal, arriving at the

D/A block at multiples of the sampling period T. In the time domain, the
ZOH can be modeled as a sum of shifted unit step functions:?

u(t) =Y u(k)[1(t = kT) — 1(t — (k+ 1)T)].
0

The Laplace transform of the last expression yields

U(s) = iu(k)efkTs <i B esTs> .

0

U(z)

If we think of u(k) as a continuous-time impulse train, u(k)d(¢t — kT), then
the ZOH has a transfer function

1 —s
GZOH(S):;(l—e .
From the point of view of the (discrete-time) controller, the transfer func-

tion of the sampled-data system is given by the z-transform of the ZOH/plant
system

_ efsT
G(s) = 1TGc(s)a
which is (by z = e*7T)
Ge) = 2 2(Gu(s)/s),

where Z{G.(s)/s} is computed by first calculating the inverse Laplace trans-
form of G.(s)/s to obtain a continuous-time signal, §(t), then sampling this
signal, and finally computing the Z-transform of this discrete-time signal.

If we let C'(z) denote the transfer function of the controller, then the
closed-loop transfer function is

3The unit step function 1(¢) equals zero for t < 0, one for t > 0.
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R(2) E(2) U(z) Y(2)
+ » Cl2 [—¥ G@ >

Fig. 2. A sampled-data feedback control system

Y(2) _ G(2)C(z)

0~ “¥) = T et

This is illustrated in Fig. 2.

An important point to remember about sampled-data systems is that the
real system evolves in continuous time, including the time between the sam-
pling instants. This inter-sample behavior must be accounted for in most
applications.

3 Control Specifications

The desired performance of the closed-loop system in Fig. 2 is usually de-
scribed by means of a collection of specifications. They can be organized into
four groups:

Stability
Steady-state error
Transient response
Robustness

These will be discussed in order below.

3.1 Stability

A system is bounded-input bounded-output (BIBO) stable if any bounded
input results in a bounded output. A system is internally stable if its state
decays to zero when the input is identically zero. If we limit ourselves to linear
time-invariant (LTI) systems, then all questions of stability can be settled
easily by examining the poles of the closed-loop system. In particular, the
closed-loop system is both BIBO and internally stable if and only if all of its
poles? are inside the unit circle. Mathematically, if the poles of the closed-
loop system are denoted by p;, i = 1,2,...,n then the system is BIBO and
internally stable if |p;| < 1 for all 4.

4This must include any poles that are cancelled by zeros.
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3.2 Steady-state error

In many situations the main objective of the closed-loop system is to track
a desired input signal closely. For example, a paper-making or metal-rolling
machine is expected to produce paper or metal of a specified thickness. Brief,
transient errors when the process starts, while undesirable, can often be ig-
nored. On the other hand, persistent tracking errors are a serious problem.
Typically, the specification will be that the steady-state error in response to
a unit step input must be exactly zero. It is surprisingly easy to meet this
requirement in most cases.
The difference between input and output is e(k), or in the z-domain,

R(2)

R EEEre)

We can examine the steady-state error by using the “final value theorem”

e(00) 2 lim e(k) = lim(1 — 2~ 1) E(2).

k—oo z—1

If the input is a unit step (Us(z) = z/(z — 1)), then the last equation yields

. 1
e(o0) = Iim -5 @)

Equation (2) indicates that the steady-state error will be zero provided that

lirrﬁ G(2)C(z) = o0,
which will be true if G(z)C(z) has one or more poles at z = 1.
More elaborate steady-state specifications exist, but the details can easily

be derived using this example as a model or by consulting the books by Dorf
and Bishop [5] or Franklin et al. [6].

3.3 Transient response

The transient response of the closed-loop system is important in many appli-
cations. A good example is the stability and control augmentation systems
(SCASs) now common in piloted aircraft and some automobiles. These are
systems that form an inner (usually multi-input multi-output (MIMO)) con-
trol loop that improves the handling qualities of the vehicle. The pilot or driver
is the key component in an outer control loop that provides command inputs
to the SCAS. The transient characteristics of the vehicle are crucial to the
pilot’s and driver’s handling of the vehicle and to the passenger’s perception
of the ride. If you doubt this, imagine riding in or driving a car with a large
rise time or large percent overshoot (defined below).
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The transient response of an LTI system depends on the input as well as
on the initial conditions. The standard specifications assume a unit step as
the test input, and the system starts from rest, with zero initial conditions.
The resulting step response is then characterized by several of its properties,
most notably its rise time, settling time, and percent overshoot. These are
displayed in Fig. 3 and defined below.

Step Response
T
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Fig. 3. The step response of an LTI system and its properties

e Rise time: Usually defined to be the time required for the step response to
go from 10% of its final value to 90% of its final value.

e Settling time: Usually defined to be the time at which the step response
last crosses the lines at £2% of its final value.

e Percent overshoot: Usually defined to be the ratio (peak amplitude minus
final value)/(final value) expressed as a percentage.

In each case there are variant definitions. For example, sometimes £1% or
+5% is used instead of £2% in the definition of settling time. The final value
is the steady-state value of the step response, 0.5 in Fig. 3.

3.4 Robustness

Because a system either is or is not stable, a nominally stable system may
become unstable as a result of arbitrarily small differences between the nom-
inal plant G(z) used for design and the real plant. Such differences might be
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due to inaccuracies in parameter values, variations in operating conditions,
or the deliberate omission of aspects of the nominal plant. For example, the
flexure modes of the body and wings of an aircraft are usually omitted from
the nominal plant model used for controller design. This underscores the im-
portance of knowing how “close” to instability the closed-loop system is. The
“distance to instability” is commonly quantified for SISO LTI systems in two
ways. One is the gain margin, namely the gain factor K that must be applied
to the forward path (replacing G(z)C(z) by KG(z)C(z) in Fig. 2) in order
for the system to become unstable. The other, known as the phase margin, is
the maximum amount of delay (or phase shift) e=7¢™ that can be introduced
in the forward path before the onset of instability.

Robustness, as a specification and property of a controlled system, has
received much attention in the research literature in recent years. This has
led to robustness tests for MIMO systems as well as a variety of tools for
designing robust control systems. See [8,15] for more details.

4 Analysis and Design Tools

4.1 The root locus

Consider making the controller in Fig. 2 simply a gain, i.e., C(z) = K.
plr(KGig()Z) trace a set of
curves (called the “root locus”) in the complex plane. When K = 0 the poles
of the “closed-loop system” are identical to the poles of the open-loop system,
G(z). Thus, each locus starts at one of the poles of G(z). As K — oo it is
possible to prove that the closed-loop poles go to the open-loop zeros, including
both the finite and infinite zeros, of G(z). Given a specific value for K, it is
easy to compute the resulting closed-loop pole locations. Today, one can easily
compute the entire root locus; for example, the MATLAB command rlocus
was used to produce Fig. 4. The root locus plot is obviously useful to the
designer who plans on using a controller C(z) = K. He or she simply chooses
a desirable set of pole locations, consistent with the loci, and determines
the corresponding value of K. MATLAB has a command, rlocfind, that
facilitates this. Alternatively, one can use the sisotool graphical user interface
(GUI) in MATLAB to perform the same task. The choice of pole location is
aided by the use of a grid that displays contours of constant natural frequency
and damping ratio. We will have more to say regarding the choice of pole
locations and the use of the root locus plot in Section 5.1.

By combining the controller and the plant and multiplying by K (the
effective plant is then C'(2)G(z)), the root locus can be used to determine the
gain margin. As will be explained later, the effect of various compensators
can also be analyzed and understood by appropriate use of the root locus.
Lastly, the idea of the root locus, the graphical display of the pole locations
as an implicit function of a single variable in the design, can be very useful in

As K varies from 0 to oo, the poles of G (z) =
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a variety of applications. Modern computers make it fairly easy to generate
such root loci.

4.2 The Bode, Nyquist, and Nichols plots

There are at least two situations where it is preferable to use the frequency
response of the plant rather than its transfer function G(z) for control system
design. First, when the plant is either stable or easily stabilized, it is often
possible to determine |G(e??T)| and /G (77, where T is the time interval
between samples, experimentally for a range of values of (2. This data is
sufficient for control design, completely eliminating the need for an analytical
expression for G(z). Second, a system with many poles and zeros can produce
a very complicated and confusing root locus. The frequency response plots of
such a system can make it easier for the designer to focus on the essentials of
the design. This second situation is exemplified by feedback amplifier design,
where a state space or transfer function model would be of high order, but
the frequency response is relatively simple.

The Nyquist plot of the imaginary part of G(e7’T) versus the real part
of G(e79T) provides a definitive test for stability of the closed-loop system.
It also gives the exact gain and phase margins unambiguously. However, it is
not particularly easy to use for design. In contrast, both the Bode plots and
Nichols chart are very useful for design but can be ambiguous with regard
to stability. There are two Bode plots. The Bode magnitude plot presents
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201og |G(e’**T)| on the vertical axis versus log 2 on the horizontal axis. The
Bode phase plot shows ZG(e7T) on the vertical axis and uses the same hori-
zontal axis as the magnitude plot. The Nichols chart displays 20 log |G/(e?*T))|
on the vertical axis versus ZG(e/’T) on the horizontal axis. An example of
both plots is shown in Fig. 5. Note that the lightly dotted curves on the Nichols
chart are contours of constant gain (in decibels) and phase (in degrees) of the
closed-loop system. Thus, any point on the Nichols plot for G(z) also identifies

G(2) G(2)
a value of 201log | (1+G(Z))| and of £ ac) for some value of (2.
Bode Diagram Nichols Chart
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Fig. 5. The Bode plots and Nichols chart for G(2) = s 557 7607~ 031:70.03

The use of logarithmic scaling for the magnitude offers an important conve-
nience: The effect of a series compensator C(z) on the logarithmic magnitude
is additive, as is its effect on the phase.

5 Classical Design of Control Systems

In reality, the design of a control system usually includes the choosing of sen-
sors, actuators, computer hardware and software, A/D and D/A converters,
buffers, and, possibly, other components of the system. In a modern digital
controller the code implementing the controller must also be written. In addi-
tion, most control systems include a considerable amount of protection against
emergencies, overloads, and other exceptional circumstances. Lastly, it is now
common to include some collection and storage of maintenance information as
well. Although control theory often provides useful guidance to the designer
in all of the above-mentioned aspects of the design, it only provides explicit
answers for the choice of C'(z) in Fig. 2. It is this aspect of control design that
is covered here.

5.1 Analytical model-based design

The theory of control design often begins with an explicitly known plant
G(z) and a set of specifications for the closed-loop system. The designer is
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expected to find a controller C(z) such that the closed-loop system satisfies
those specifications. In this case, a natural beginning is to plot the root locus
for G(z). If the root locus indicates that the specifications can be met by a
controller C(z) = K, then the theoretical design is done. However, it is not
a trivial matter to determine from the root locus if there is a value of K for
which the specifications are met. Notice that the example specifications in
Section 3 include both time domain and frequency domain requirements.

The designer typically needs to be able to visualize the closed-loop step
response from knowledge of the closed-loop pole and zero locations only. This
is easily done for second-order systems where there is a tight linkage between
the pole locations and transient response. Many SISO controlled systems can
be adequately approximated by a second-order system even though the actual
system is of higher order. For example, there are many systems in which an
electric motor controls an inertia. The mechanical time constants in such a
system are often several orders of magnitude slower than the electrical ones
and dominate the behavior. The electrical transients can be largely ignored
in the controller design.

A second-order system can be put in a standard form that only depends
on two parameters, the damping ratio ¢ and the natural frequency w,. The
continuous-time version is

wn?

52 4+ 2Cwps + wp?’

Gcl(s) = (3)

where G;(s) denotes the closed-loop transfer function. Notice that the poles
of G(s) are located at s = —(wy,, & jw,/1 — (2 = W, eI™EeosT ¢ For stable
systems with a pair of complex conjugate poles, 0 < ¢ < 1. The description
(3) is not used for systems with real poles. The system (3) has step response

e_Cwnt

v =1- s <sin(\/1 ~ ot + tan_l(\/lc_gﬂ))> @

The constants ¢ and w,, completely determine the step response. With a little
experience a designer can then picture the approximate step response in his
or her mind while looking at the pole locations. For a system with additional
poles and zeros the actual step response can be quite different from that in
(4), but designers need insight and a way to start. An initial design that is
very far from meeting the specifications can often be modified and adjusted
into a good design after several iterations.

It is possible to create a second-order discrete-time system whose step
response exactly matches that of (4). The first step is to choose a time interval
between outputs of the discrete-time system, say T. Then, if the continuous-
time system has a pole at p;, the corresponding discrete-time system must
have a corresponding pole at p;g = ePiTs. The poles of the continuous-time
system (3) are at p; = —Cw,, + jwp/1 — ¢2. Thus, the poles of the discrete-

time system are at p;q = e CwnTspEjwny/1-C*Ts Writing the p;q in polar form
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as R-e/? (the subscripts have been dropped because there is only one value)
gives
R = ¢ SwnTs (5)

0 = tw,\/1— C2T,. (6)

Solving explicitly for ¢ and w,, gives
In(R)
62 + (In(R))”

wn = £1/602 + (In(R))>. (8)

This defines two curves in the z-plane, a curve of constant ¢ and a curve of
constant w,. These curves can be plotted on the root locus plot—the MAT-
LAB command is zgrid. For a second-order system in the standard form (3),
both the transient response characteristics and the phase margin are directly
related to ¢ and wy,:

(=+

1.8
rise time = t, & — 9)
Wn
4.6
settling time = t; ~ o (10)

=T/

percent overshoot = P.O. = 100 —————. (11)
final value

The final value is the constant steady-state value reached after the transients
have died out (final value = limy_, o y(k)).

Clearly, if a designer can satisfy the specifications using only C(z) = K,
the best value of K can be chosen by plotting the root locus of G(z) and
looking at where the loci intersect the contours of constant ¢ and w,,. If this
is not sufficient, there are several standard components one can try to include
in C(z) in order to alter the root locus so that its branches pass through the
desired values of ¢ and w,. The best known of these are the lead and lag

compensators defined here for discrete-time systems.

Lead compensator:

£ -1
Ole(Z):(zzl7)7 0<p<z<1 (12)
(-1
Lag compensator:
(£ -1
Cla(z) =—, 0<z<p <L (13)
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Notice that the lead compensator has its zero to the right of its pole and the
lag compensator has its zero to the left of its pole.

The principle behind both compensators is the same. Consider the real
singularities (poles and zeros) of the open-loop system. Suppose that the
rightmost real singularity is a pole. This open-loop real pole will move to-
wards a real open-loop zero placed to its left when the loop is closed with a
positive gain K. If the open-loop system has a pole near z = 1, it is usually
possible to speed up the closed-loop transient response by adding a zero to its
left. For several reasons (the most important will be explained in Section 6
on limitations of control) one should never add just a zero. Thus, one must
add a real pole to the left of the added zero, thereby creating a lead compen-
sator. This lead compensator will generally improve the transient response.
The best value of the gain K can be determined using the root locus plot of
the combined plant and lead compensator.

The lag compensator is used to reduce the steady-state error. This is done
by adding a real pole near the point z = +1. Adding only a pole will badly
slow the closed-loop transient response. Adding a real zero to the left of the
pole at z = 1 will pull the closed-loop pole to the left for positive gain K,
thereby improving the transient response of the closed-loop system.

Another common compensator is the notch filter. It is used when the plant
has a pair of lightly damped open-loop poles. These poles can severely limit
the range of useful feedback gains, K, because their closed-loop counterparts
may become unstable for relatively small values of K. Adding a compensator
that has a pair of complex conjugate zeros close to these poles will pull the
closed-loop poles towards the zeros as K is increased. One must be careful
about the placement of the zeros. If they are placed wrongly, the root locus
from the undesirable poles to the added zeros will loop out into the unstable
region before returning inside the unit circle. If they are properly placed, this
will not happen. Again, one must also add a pair of poles, or the compensator
will cause other serious problems, as explained in Section 6.1.

The use of lead and lag compensators is illustrated in the following exam-
ple.

Design example

Consider a plant with G(s) = 600/(s + 1)(s + 6)(s + 40). This is sampled at
T = 0.0167s resulting in G(z) = 0.000386(z+3.095)(z+0.218) /(2 —0.983) (2 —
0.905)(z — 0.513). The root locus for this plant is shown on the left in Fig. 6
as a solid line. Closing the loop with a gain of K = 1 results in the closed-
loop step response shown at the right as a solid line. The rise time is 0.47,
the settling time is 1.35, and the steady-state value is 0.71. There are two
aspects of this design that one might want to improve. The step response is
rather slow. We would like to make the rise and settling times smaller. The
steady-state error in response to a unit step is rather large, 0.29. We would
like to make it smaller. Note that increasing the gain from 1 to a larger value
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would improve both of these aspects of the step response, but the cost would
be a more oscillatory response with a larger overshoot as well as a less robust
controller.

A lead compensator, Cleqq(z) = K(z — 0.905)/(z — 0.794), is added to
reduce the rise and settling times without compromising either robustness
or overshoot. The zero is placed directly on top of the middle pole of the
original plant. The pole is placed so that the largest value of u(k) in the step
response of the closed-loop system is less than 4. The resulting root locus
is shown as a dotted line in Fig. 6. Closing the loop with K = 4 results in
the dotted step response shown on the right. The new rise time is 0.267, the
settling time is 0.735, and the steady-state value is 0.821. Notice that the
lead compensator has improved every aspect of the closed-loop step response.
However, the steady-state error in response to a unit step input is still 0.179.

Finally, a lag compensator is added to further reduce the steady-state
error in response to a unit step. Adding the lag element makes the complete
controller Cleqdiag(z) = K(z —0.905)(z — 0.985)/(z — 0.794)(z — 0.999). The
pole of the lag compensator is placed close to z = 1. The zero is placed just
to the right of the pole of the original plant at z = 0.983. With these choices,
a reasonable gain pulls the added open-loop pole almost onto the added zero.
This gives a small steady-state error without significantly compromising the
transient response. The new root locus is shown as a dashed line in Fig. 6.
The closed-loop step response using this controller is shown dashed at the
right of the figure. The rise time is 0.284, the settling time is 0.668, and the
steady-state value is 0.986. Note that the steady-state error is now less than
0.02 and the other aspects of the response are nearly as good as they were
with only the lead compensator.

5.2 Frequency response-based design

There are two common reasons why one might base a control system design
only on the frequency response plots, i.e., on plots of |G(jw)| and LG(jw)
versus w. First, there are systems for which the frequency response can be
determined experimentally although an analytical expression for the transfer
function is unknown. Although one could estimate a transfer function from
this data, it is arguably better not to introduce additional modelling errors
by doing this. Second, some systems that are very high order have relatively
simple frequency responses. The best example of this is an electronic au-
dio amplifier, which may have approximately 20 energy storage elements. Its
transfer function would have denominator degree around 20. Its frequency re-
sponse plots would be fairly simple, especially since its purpose is to amplify
audio signals. In fact, this was the application that drove the work of Bode and
Nyquist on feedback. It is also somewhat easier to design a lag compensator
in the frequency domain.

One can use either the Bode plots or the Nichols chart of the open-loop
system as the basis for the design. Both the gain and phase margin can be
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Fig. 6. The root loci and step responses for the design example

read directly from these graphs, making them the most important criteria for
design in the frequency domain. There is a convenient relationship between
the phase margin and the damping ratio for second-order systems such as (3).

It is
(14)

¢ = (phase margin)/100.
The effect of a pure gain controller, C(s) = K, on the Bode magnitude plot is
simply a vertical shift by 20 log | K|. The effect on the Nichols chart is a vertical
shift by the same amount. Using (14) and the gain and phase margins, the
designer can choose a value of the gain K that meets the specifications as in
the continuous-time case. If the specifications cannot be satisfied by a pure
gain controller, then the various compensators can be tried.
The basic idea behind lead-lag compensation in the frequency domain is
that the closed-loop transient response is dominated by the open-loop fre-
quency response near the gain and phase crossover frequencies, defined to be
the frequencies at which the gain crosses 0 dB and the phase crosses —180°.
The steady-state behavior is determined by the low frequency characteristics
of the open-loop frequency response. Thus, the general idea is to add a lag
compensator whenever the closed-loop steady-state error is too large. The pole
and zero of the lag compensator are placed at low enough frequencies so that
they do not affect the open-loop frequency response near the crossover fre-
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quencies. On the other hand, the lead compensator is added in the vicinity of
the phase crossover frequency where it adds phase margin, thereby improving
the transient response as suggested by (14).

The notch filter is used to cancel a large peak in the open-loop frequency
response (a resonant peak). The reason it is called a notch filter is evident from
its Bode plot. The notch filter has a “notch” in the magnitude of its transfer
function. This notch is used to cancel the peak in the open-loop frequency
response. The exact placement of the notch is tricky. See [6] for the details.

The design example developed previously using the root locus is repeated
below in terms of frequency responses.

Design example revisited

The Bode and Nichols plots for the open-loop plant G(z) = 0.000386(z +
3.095)(2+0.218)/(2—0.983)(2—0.905)(z —0.513) (the same as in Section 5.1),
this time with an additional gain of 1.2, are shown in Fig. 7 as solid curves.
Closing the loop with unity gain results in a gain margin of 22 dB, a phase
margin of 83 degrees, a gain crossover frequency of 2.6 rad/s, and a phase
crossover frequency of 14.4 rad/s. Although the gain is slightly higher than it
was in our root locus-based design, the closed-loop step response is nearly the
same as before, so it is not reproduced here. There is slightly more overshoot
and the rise and settling times are slightly faster. We chose the higher gain to
emphasize the similarity among the three frequency responses.

The same lead compensator as in the root locus design example is added to
speed up the closed-loop response to a unit step. Because of the link between
phase margin and damping ratio, ¢ (see (14)) we know that increasing the
phase margin will speed up the step response. The Bode and Nichols plots
of G(2)Cleqd(2z) with a gain of K = 4, exactly as in the root locus case, are
shown dotted in Fig. 7. Note the slightly more positive phase angle in the
critical region near the gain and phase crossover frequencies. The resulting
gain margin is 19 dB; the phase margin is 78 degrees; the gain crossover is
at 4.25 rad/s; the phase crossover is at 20.4 rad/s. We already know that the
resulting closed-loop step response is considerably faster. If we did not know
the root locus, we would have placed the maximum phase lead of the lead
compensator close to the phase crossover of the original plant.

The same lag compensator as in Section 5.1 is added to reduce the
steady-state error in response to a unit step. The Bode and Nichols plots
of G(2)Cleadiag(#) with a gain of K = 4, exactly as in the root locus
case, are shown dashed in Fig. 7. The frequency response plots show that
the lag compensator greatly increases the DC gain of the open-loop system
(Cleadiag(2)G(2)) while making minimal changes to the frequency response
near the critical frequencies. The resulting gain margin is 18 dB; the phase
margin is 67 degrees; the gain crossover is at 4.31 rad/s; the phase crossover
is at 19.7 rad/s. The lag compensator is placed so that all of its effects occur
at lower frequencies than the critical ones.
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Fig. 7. The Bode and Nichols plots for the design example

5.3 PID control

There are many situations in which it would be inconvenient or impractical to
measure the frequency response of the plant and in which the transfer function
is either unknown or far too complicated to use for controller design. There
are many good examples in the process industries, such as paper-making ma-
chines. In many of these applications the specifications are not too demanding.
Again, the paper-making machine is illustrative: the transient response is not
very important, but tight steady-state control of the thickness is. This is the
paradigmatic use of PID control, although the method is also used for much
more demanding applications, including many for which a good plant model
is known.

The discrete-time (proportional + integral + derivative) (PID) controller
is derived from the original continuous-time version. A realistic, as opposed
to academic, version of the continuous-time PID controller is

S

e 15
1+8Tf ( )

1
Cprp(s) = Kp + ng + Kp
It is also common in practice to use (aR(s) —Y (s)) as the input to the deriva-
tive term (coefficient Kp) instead of (R(s)—Y (s)). Often, « is set to zero. The
continuous-time controller can be discretized in a variety of ways, each with
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its advantages and disadvantages; see [1]. The most commonly used method
is the backwards difference method, which is known to be well behaved. The
result can be written as

u(k) = up(k) + ur(k) + up (k). (16)
where
up(k) = Kp(r(k) — y(k)) (a7)
wr(k) = ur(k — 1) + KrT(r(k) — y(k)) (18)
un(k) = (14 2) wptk—1) = K2 L gm—yk—1)),  (19)
D T D T 1+ I Yy Yy )

where 7' is the sampling interval and 7% is a filtering coefficient.

One can purchase a PID controller as an essentially turnkey device. It
is connected to the plant and the 3-5 parameters of the controller are then
adjusted (tuned) to the particular plant. There is an extensive literature on
tuning PID controllers dating back at least to Ziegler and Nichols [1]. The basic
ideas are relatively simple if one sets the D-terms to zero. One straightforward
tuning method is to set the D- and I-terms to zero and gradually increase the
gain Kp just until the closed-loop step response becomes unstable. Reducing
the gain by 50%, for example, will produce a closed-loop system with a gain
margin of 6 dB. For a proportional controller this is regarded as a fairly good
choice of gain. If this is sufficient to meet the specifications, there is no more
to be done.

If the steady-state error is too large, an I-term must be added to the
controller. Doing so adds a pole at z = +1, thereby eliminating the steady-
state error in response to a unit step. It will also add a zero at —K;/Kp in the
continuous-time case. Some modest fine-tuning of the two gains will improve
the transient response without, of course, changing the steady-state error.
The well-known but overly aggressive Ziegler—Nichols rules suggest decreasing
Kp to 40% of the value of Kp that caused instability and then choosing
K; = Kp/(0.8T,), where T, is the period of the oscillation that resulted
when K p was chosen to make the closed-loop system unstable.

Tuning the D-term is notoriously difficult. Its basic role is to add a zero
and a pole to the controller. If chosen properly this zero and pole will act as
a lead compensator and speed up the closed-loop transient response. See [1]
for details.

If one has a good mathematical description of the plant, then either a root
locus plot, a Bode plot, or a Nichols chart of the open-loop system can be used
to choose the parameters of the PID controller (which is basically a lead-lag
controller with the lag pole at z = 1) to achieve a desired step response.

It is now possible to buy “self-tuning” PID controllers. They are available
from several manufacturers and they use a variety of tuning methods. The
details are often proprietary. Generally, an operator commands the controller
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to enter its tuning mode. The controller then tunes itself and switches to
operate mode and stays there until it is again commanded to tune itself.

5.4 Design by emulation

In the discussion above, we have described the basics of direct digital design,
meaning that the plant is first discretized (taking into account the effects of
sampling and ZOH) and a discrete-time controller is designed.

An alternative is to initially ignore the effects of D/A and A/D conver-
sion and design a continuous compensator C(s) for the continuous time plant
G(s). The continuous-time compensator is then discretized to obtain Cy(z).
This procedure, known as design by emulation, may be used when a working
continuous-time controller already exists or when the designer has very good
intuition for continuous-time control.

The conversion of a continuous-time controller to an approximately equiv-
alent discrete-time controller can be done in a variety of ways. Two simple
and useful methods require only that s in the continuous-time controller be
replaced by the appropriate formula involving z. They are:

e Backward rule: s= (ZT;)
2 (z—1)

e Tustin’s method: s = +# CESVE

A third method is only slightly more complicated.
e Matched pole-zero (MPZ) method:

Recall that the poles of a continuous-time transfer function C(s) are re-

lated to the poles of its z-transform Cy(z) = Z{C(s)}(z) by

z=e"
where T is the sampling period. One can then attempt to obtain a digital
version of C(s) by applying this relationship to its zeros as well as its poles (we
stress that this represents only an approximation—the zeros are not related by
z = e*T). The resulting discrete-time transfer function Cy(2) is then obtained
with a minimum of calculations.

If C(s) is strictly proper (the degree of its denominator is greater than
that of its numerator) it is sometimes desirable to further modify the resulting
C(z) by multiplying it repeatedly by (1+27!) (adding zeros at z = —1) until
the resulting transfer function has denominator degree equal to that of the
numerator, or equal to that of the numerator minus one (“modified matched
pole-zero method”). Doing so has the effect of “averaging” past and present
inputs. The MPZ method requires inputs of up to e(k+1) in order to produce
u(k 4+ 1). This may be undesirable in applications where the time to compute
u(k+1) is significant compared with the sampling period. The modified MPZ
method does not suffer from this drawback, as it requires only “past” inputs
to produce the current output.
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The approximations obtained via the methods described here are typi-
cally useful at frequencies below 1/4 of the sampling rate. Furthermore, be-
cause design by emulation ignores the effect of the ZOH, the performance
of the resulting controllers yields reasonable results at sampling rates that
are approximately 20 times or higher than the bandwidth of the continuous-
time plant. For lower sampling rates, it is important to analyze the resulting
closed-loop system in discrete time to ensure adequate performance.

5.5 Advanced methods of control

One method of control design is only slightly more involved than those dis-
cussed so far and lends itself very well to digital implementation. It is known
as the two-degrees-of-freedom (2DOF) method. The basic idea is to divide the
controller into two nearly independent components as shown in Fig. 8. The

—» Ci(2) Cib(2) > G(2)

Y

-

Fig. 8. A 2DOF controller

feedback component of the controller, Cf(2), is designed to deal primarily
with disturbances while the feedforward component C(z) deals mainly with
the response to a command signal R(z). Although C[(2) acts open loop, it
can be realized very accurately on the computer. Thus, there should be min-
imal uncertainty associated with its behavior. The feedback portion of the
controller, C¢y(2), is designed to minimize the effects of plant uncertainty and
to make the closed-loop system have a gain of one within the frequency range
of possible inputs.

There is a very large literature on controller design. There are state-space
methods for arbitrarily placing the poles of the closed-loop system assuming
only that the open-loop system is controllable and observable [3]. Because it
is not at all obvious where the closed-loop poles should be placed, there is also
a large literature on optimal control. For linear systems, the linear quadratic
regulator and the Hy and H,, methods are particularly important [15]. There
has also been much research and some applications in the field of nonlinear
control. Introductions to all of these topics can be found in [9].

6 Limitations on Control Systems

It is very important for the control system designer to be aware of several limi-
tations on the stability and performance of real control systems. These limita-
tions are due to inaccuracies in the plant model, inevitable disturbances that
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enter the system, actuator saturation, and fundamental unavoidable trade-offs

in the design. The first step in appreciating these limitations is to examine
the more realistic picture of a SISO control loop in Fig. 9, where G,,(z) is the

Do(2)

Saturation

M
|

T/Dm(z)

Fig. 9. A feedback control system with input, output, and measurement distur-
bances

nominal plant which is used in the design. The actual plant is G,e(2)Gr(2)
where Gpe(z) = (14+Ga(z)) denotes modelling errors. Generally, only bounds
are known for the multiplicative modelling error, Ga(z). In particular, in a
networked and embedded control system the phase of Ga(z) is known only
to lie within limits determined by the timing accuracy of the system. The
additional inputs are D;(z) representing input disturbances, D,(z) for output
disturbances, and D,,(z) for measurement noise. Note that we have omit-
ted any sensor dynamics in order to focus on the most essential aspects of
robustness and sensitivity.

LTT control systems are also limited by the fundamental Bode gain-phase
relation. The precise theorem can be found in [14]. A simple rule of thumb
based on Bode’s result is that each —20n dB/decade of reduction in the open-
loop gain implies ~ —90°n of phase shift, where n is a positive integer. This
link between gain and phase is easily seen in lead and lag compensators.
A lead compensator basically adds positive phase to improve the transient
performance of the closed-loop system. The price paid for this positive phase
is an undesirable increase in high frequency gain. A lag compensator is used
to add to the DC gain of the open-loop system, thus decreasing the steady-
state error of the closed-loop system. The price paid for this improvement is
an undesirable negative phase shift.

6.1 Sensitivity to disturbances

The effect of the disturbances on the performance of the control system can
be studied by writing the transfer functions from each disturbance to Y (z)
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and U(z). The effect of the disturbances on U(z) is particularly important
because of saturation. The transfer functions are written using the nominal
plant so they are nominal sensitivities.

R =% = TE e
l};i((zz)) =%0(2) = 17 g: ((5))0(2)
go((zz)) =%(2) = 17 Gnl(z)C’(z)
5,52) = —Galz)=—3 f fo?f)(czzz)
Pk = Sl = T3 GET (20)

Notice that Sy, (%) is also the transfer function from R(z) and D,(z) to U(z),
which explains why it is a bad idea to use a zero as a lead compensator without
also including a pole. Such a choice would result in C(z) = (2 — ), and this
would cause S,y (2) to amplify any high frequency components of R(z), D,(2),
and D, (z). This would result in actuator saturation on noise. Ultimately, the
placement of the pole in a lead compensator and hence, the amount of phase
lead possible is limited by the amplitude of the disturbances.

A fundamental limit on controller performance is easily derived from the
transfer functions above:

Ge(2) + So(z) =1, forall z€C. (21)

Another limitation follows from the fact that G.(z) is the transfer function
from both —D,,(z) and R(z) to Y (z). This makes it very desirable to keep
|C(2)] small at those frequencies at which R(z) is zero. A typical example
is in aircraft SCAS where pilot inputs and aircraft maneuvers are known
to be limited to relatively low frequencies, implying that any signal at high
frequency must be noise. Now consider the implications of (21) for a closed-
loop system having the property that |G (z)| is small at high frequency.
Such a system will pass output disturbances at those frequencies without
attenuation.

6.2 Robustness

It is important that the closed-loop system remain stable despite the differ-
ences between the nominal plant used for the controller design and the real
plant. There has been extensive research devoted to robust stability in recent
years. There are many results available; see [9,15]. The following is a simple
example from [8].
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Theorem 1. Consider a plant with nominal transfer function Gy (z) and ac-
tual transfer function Gp(2)(1 + Ga(z)). Assume that C(z) is a controller
that achieves internal stability for Gy (z). Assume also that G, (z)C(z) and
Gn(2)(1 4+ Ga(2))C(z) both have the same number of unstable poles. Then a
sufficient condition for stability of the true feedback loop obtained by applying
the controller C(z) to the actual plant is that

Gn(2)C(z)

TG ()C() |Ga(2)] < 1. (22)

Ga2)|Ga(z)] = \

The proof is a straightforward application of the Nyquist stability theorem.
Notice that the theorem holds regardless of the uncertainties in the phase.
Thus, it is valuable in ensuring that delays due to networking and computing
cannot compromise the stability of the real closed-loop system.

The use of the theorem can be understood by dividing the frequency re-
sponse of the nominal open-loop system and compensator, G, (z)C(z), into
three regions. In the low frequency region, it is normally true that |G(2)] is
small. Thus, the controller can have high gain and the nominal closed-loop
system can have a magnitude near one without compromising stability robust-
ness. At high frequencies, |Ga(z)| is usually large but |G, (z)C(z)| is small.
Again, stability robustness is not a problem because the nominal closed-loop
system has small magnitude. The critical region is the frequency range near
the gain and phase crossover frequencies. In this region, the bounds on |G A (2)|
are very important.

6.3 Trade-offs

The following theorem [14], due originally to Bode [4], proves that there is a
fundamental trade-off inherent in any attempt to reduce the sensitivity, S,(z),
of a closed-loop system.

Theorem 2. Consider a SISO LTI discrete-time open-loop system G, (z)C(z)

with its corresponding stable closed-loop system Go(z) = % and
sensitivity So(z) = m Then
/ In |So(e7)|dw = 2> (In|p;| — In |y + 1) (23)

%

where the p; are the unstable poles of the open-loop system and
v =lim, o Gn(2)C(2).

Notice that if the open-loop system is stable and strictly proper, then the
theorem implies that ffﬂ In |S,(e?¥)|dw = 0. Typically, one wants to design
the controller to keep the sensitivity small at low frequencies. The theorem
proves that the inevitable consequence is that the controller increases the
sensitivity at high frequencies.
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7 Beyond This Introduction

There are many good textbooks on classical control. Two popular examples
are [5] and [6]. A less typical and interesting alternative is the recent textbook
[8]. All three of these books have at least one chapter devoted to the basics
of digital control. Textbooks devoted to digital control are less common, but
there are some available. The best known is probably [7]. Other possibilities
are [2,12,13] An excellent book about PID control is the one by Astrém and
Hégglund [1]. Good references on the limitations of control are [10] and [11].
Bode’s book [4] is still interesting, although the emphasis is on vacuum tube
circuits.
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1 Introduction

The controller in an analog control system uses analog electronic, mechanical,
electromechanical, or hydraulic devices. In contrast, a digital control system
uses digital electronics hardware, usually in the form of a programmed dig-
ital computer, as the heart of the controller. Like analog controllers, digital
controllers normally have analog elements at their periphery to interface with
the (analog) plant; thus, it is the internal workings of the controller that dis-
tinguishes a digital control system from an analog control system. As a result
of using digital computers as control system controllers, the signals in the
system controller must be in the form of digital signals, and the control sys-
tem itself usually is treated mathematically as a discrete-time system. In this
chapter, the two operations, the sampling of continuous-time signals and the
reconstruction of a continuous-time signal from samples, are considered. The
sampling rate is an important parameter in the design of a digital control sys-
tem. The best sampling rate for a digital control system is the lowest rate that
meets all performance requirements. Selection of the sampling rate to meet
certain performance requirements is discussed. Because digital controllers are
implemented with finite word length registers and finite precision arithmetic,
their signals and coefficients can attain only discrete values. Therefore, further
analysis is needed to determine if the performance of the resulting digital con-
troller in the presence of signal and coefficient quantization is acceptable. In
the final section of the chapter, we discuss error sources that exist in the digi-
tal signal processing that takes place in digital controllers. These error sources
are generated by coefficient quantization, by quantization in analog-to-digital
conversion, and by arithmetic operations. Limit cycles and deadbands are also
discussed.
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1.1 Sampling and the sampling theorem

Sampling is the process of deriving a discrete-time sequence from a continuous-
time function. Usually, but not always, the samples are evenly spaced in time.
Reconstruction is the inverse of sampling; it is the formation of a continuous-
time function from a sequence of samples. Many different continuous-time
functions can have the same set of samples, so that, except in highly restricted
circumstances, a sampled function is not uniquely determined by its samples.
A signal g(t) and its Fourier transform G(w) are generally related by

Glw) = / T gte-itat (1)

— 00

1 > Jwt
g(t) = o /700 G(w)e’ dw. (2)
This relationship is similar to the (one-sided) Laplace transformation with
s = jw, except that the transform integral of (1) extends over all time rather
than from ¢ = 0~ to ¢t = oo and the region of convergence for the Laplace
transform might not include the line s = jw. The Fourier transform G(w) is
termed the spectrum of g(t).

If a signal g(¢) is uniformly sampled with sampling period (interval) T to
form the sequence

g(kT) = g(t = kT),

then the corresponding impulse train that extends from the time origin both

ways in time is
oo

gty = g(kT)5(t - kT), (3)

k=—o00
which is a continuous-time signal, equivalent to g(kT'), and has the Fourier
transform

G (w) = % Y Glw—nw,), (4)

n=-—oo

where
ws =27 fs =2n/T.

The proof of this result is well documented and can be found in [1]. The
function G*(w) in (4) is periodic in w, and each individual term in the series
has the same form as the original G(w), with the exception that the nth term
is centered at

w=n2r/T), n=...,-2,—-1,0,1,2,....

In general, then, if G(w) is not limited to a finite frequency range, these terms
overlap each other along the w-axis. One important situation in which samples
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of a continuous-time signal g(¢) are unique occurs when its Fourier transform
G(w) is bandlimited . A signal is bandlimited at (hertz) frequency fp if

Gw)=0 for |w|>27fp=uwg.

In this case, (2) can be rewritten

1 [«®

g(t) G(w)el“dw. (5)

2 J_up

If the sampling frequency f is more than twice the bandlimit frequency fp,
the individual terms in (4) do not overlap with G(w) and thus g(t) can be
determined from G*(w), which in turn, is determined from the samples g(k).
The smallest sampling frequency f for which the individual terms in (4) do
not overlap is exactly twice the bandlimit frequency fp. The frequency 2fp
is termed the Nyquist frequency for a bandlimited signal. If the sampling
frequency does not exceed the Nyquist frequency, the individual terms in (4)
overlap, a phenomenon called aliasing (or foldover). Note that the radian
sampling frequency is given by wg = 2wp and, therefore,
T=2r/ / L
= 4T /Wg =TT /WB = .
2fB
which relates the sampling period to the highest frequency fp in the signal.
The above results are summarized in the statement of the sampling theorem
as:
The uniform samples of a signal ¢(¢) that is bandlimited above
(hertz) frequency fp are unique if and only if the sampling frequency
is higher than 2fg. That is, in terms of the sampling period, aliasing will

not occur if 1
T< —. 6
575 (6)
It is apparent from the above discussion that the sampling period T in a
digital control system is an important design parameter which must be chosen

appropriately for a digital control system to function properly.

1.2 Analog-to-digital conversion

Digital control system analysis and design methods are usually presented as
if the controller signals are continuous-amplitude signals, that is, they can
take on a continuum of values. However, because digital controllers are im-
plemented with finite word length registers and finite precision arithmetic,
their signals and coefficients can attain only discrete values, that is, they are
quantized . A signal consisting of quantized samples is called a digital signal.
A device which samples a signal and then quantizes the samples is called
an analog-to-digital (A/D) converter. An A/D converter produces a binary
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representation, using a finite number of bits, of the sampled signal at each
sample time. Using a finite number of bits to represent a signal sample results
in quantization errors in the A/D process. For example, the maximum quan-
tization error in a 16-bit A/D conversion is 2716 = 0.0015%, which is very
low compared to typical errors in analog signals. This error, if taken to be
“noise,” gives a signal-to-noise ratio (SNR) of 20log;,(271¢) = 96.3 dB which
is much better than what is required of most control systems. The control
system designer must ensure that enough bits are used to give the control
system its desired accuracy. The effects of roundoff and truncation errors in
digital computation are discussed later in this chapter along with the impor-
tance of using adequate word lengths in fixed- or floating-point computations.
Although minimizing word length is not as important today as it was in the
past when digital hardware was very expensive, it is still an important design
consideration.

1.3 Reconstruction and digital-to-analog conversion

Reconstruction is the formation of a continuous-time function from a sequence
of samples. Many different continuous-time functions can have the same set
of samples, so a reconstruction is not unique. Reconstruction is performed
using digital-to-analog (D/A) converters. Electronic D/A converters typically
produce a step reconstruction from incoming signal samples by converting the
binary-coded digital input to a voltage, transferring the voltage to the output,
and holding the output voltage constant until the next sample is available.
The operation of holding each of the samples f(k) for a sampling interval T'
to form a step reconstruction is called sample and hold (S/H). The resultant
continuous-time function generated by the step reconstruction is denoted by
fO(t). The step reconstruction of a continuous-time signal from samples can
be represented as a two-step process: (a) converting the sequence f (k) to its
corresponding impulse train f*(t), where

o0

) =" fk)s(t — kT), (7)

0

and (b) integrating the impulse train which results in the step reconstruction
signal fY(t). This viewpoint neatly separates the two steps of reconstruction,
the conversion of the discrete sequence to a continuous-time waveform and
the details of the shaping of the reconstructed waveform. The continuous-time
transfer function that converts the impulse train with sampling interval T" to a
step reconstruction is termed a zero-order hold (ZOH). Each incoming impulse
in (7) to the ZOH produces a rectangular pulse of duration T'. Therefore, the
transfer function of the ZOH is given by

Lo(s) = 2(1— e=*T). (8)
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The accuracy of the reconstruction can be improved by employing a hold
of higher order than the ZOH. An nth-order hold produces a piecewise nth
degree polynomial that passes through the most recent n+ 1 input samples. It
can be shown that, as the order of the hold is increased, a well-behaved signal
is reconstructed with increased accuracy. Higher order holds do, however,
introduce significant time lags that can have a major negative effect on the
stability of any closed loop systems in which they are embedded.

1.4 Discrete-time equivalents of continuous-time systems

When a digital controller is designed to control a continuous-time plant it is
important to have a good understanding of the plant to be controlled as well
as the controller and its interfaces with the plant. There are two fundamen-
tal approaches to designing discrete-time control systems for continuous-time
plants. The first approach is to derive a discrete-time equivalent of the plant
and then directly design a discrete-time controller to control the discretized
plant. This approach to designing a digital controller directly parallels the
classical approach to analog controller design. The other approach to design-
ing discrete-time control systems for continuous-time plants is to first design a
continuous-time controller for the plant, and then to derive a digital controller
that closely approximates the behavior of the original analog controller. The
controller design can approximate the integrations of the continuous-time con-
troller with discrete-time operations or it can be made to have step (or other)
response samples that are equal to samples of the analog controller’s step
(or other) response. Usually, however, even for small sampling periods, the
discrete-time approximation does not perform as well as the continuous-time
controller from which it was derived. Discrete-time equivalents of continuous-
time systems are discussed in great detail in [2].

2 Sample-Rate Selection

It is apparent from the above discussion that the sampling rate is a critical
design parameter in the design of digital control systems. Usually, as the sam-
pling rate is increased, the performance of a digital control system improves;
however, computer costs also increase because less time is available to pro-
cess the controller equations, and thus higher performance computers must
be used. Additionally, for systems with A/D converters, higher sample rates
require faster A/D conversion speed which may also increase system costs.
Reducing the sample rate for the sake of reducing cost, on the other hand,
may degrade system performance or even cause instability. Aside from cost,
the selection of sampling rates for digital control systems depends on many
factors. Some of these factors include smoothness of the time response, effects
of disturbances and sensor noise, parameter variations, and quantization. Se-
lection of the sampling interval also depends on the reconstruction method
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used to recover the bandlimited signal from its samples [1]. Another statement
of the sampling theorem which is related to signal reconstruction states that
when a bandlimited continuous-time signal is sampled at a rate higher than
twice the bandlimit frequency, the samples can be used to reconstruct uniquely
the original continuous-time signal. In general, the best sampling rate which
can be chosen for a digital control system is the slowest rate that meets all
performance requirements. Although the sampling theorem is not directly ap-
plicable to most discrete-time control systems because typical input signals
(e.g., steps and ramps) are not bandlimited and because good reconstruction
requires long time delays, it does provide some guidance in selecting the sam-
ple rate and also in deciding how best to filter sensor signals before sampling
them.

Astrom and Wittenmark [3] suggest, by way of example, a criterion for
the selection of the sample rate that depends on the magnitude of the error
between the original signal and the reconstructed signal. The error decreases
as the sampling rate is increased considerably higher than the Nyquist rate.
Depending on the hold device used for reconstruction, the number of samples
required may be several hundreds per Nyquist sampling period.

2.1 Control system response and the sampling period

The main objective of many digital control system designs is to select a con-
troller so that the system-tracking output, as nearly as possible, tracks or
“follows” the tracking command input. Usually, the first figure of merit that
the designer selects is the closed loop bandwidth, f. (Hz), of the feedback
system because f. is related to the speed at which the feedback system can
track the command input. Also, the bandwidth f. is related to the amount
of attenuation the feedback system must provide in the face of plant distur-
bances. It is then appropriate to relate the sampling period to the bandwidth
fe as suggested by the sampling theorem because the bandwidth of the closed
loop system is related to the highest frequency of interest in the command
input. As a general rule, the sampling period should be chosen in the range
1 1

s07. < <5
Of course, other design requirements may require even higher sample rates,
but sampling rates less than 5 times f. are usually not desirable and should
be avoided if possible.

Another criterion for selecting the sampling period is based on the rise
time of the feedback system so as to provide smoothness in the time response.
It can be shown that the rise time (10% to 90%), T), of a first-order system
of the form

9)

is given by
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T, = 2.27.

The sampling period, in terms of the rise time, can be selected according to
0.095T, < T < 0.577;, (10)

which is derived from (9). Similarly, the rise time of the canonical second-order

system

2
Wn

$2 4+ 2¢wps + w2

is T, = (m — )/wq where wg = wp/1—(? and g = sin~? ( 1-— (2). For
a damping ratio ¢ = 0.707, the rise time is T, = 3.33/w,,. Based on (9), the
sampling period is given by

H(s) =

0.06T, < T < 0.47,. (11)

In digital control systems, a time delay of up to a full sample period is possible
before the digital controller can respond to the next input command; therefore,
Franklin et al. [4] suggest that the time delay be kept to about 10% of the
rise time, which suggests that the sampling period should satisfy

T <0.05/f,. (12)

Another criterion for selecting the sample period, which depends on the fre-
quency response of the continuous-time system, is given by Astrém and Wit-
tenmark [3]. The sampling rate is selected such that

0.15 < Twy < 0.5, (13)

where wg is the gain crossover frequency of the continuous-time system in
radians per second. A detailed discussion on sampling rate selection is found
in [5].

3 Quantization Effects

Digital controllers are implemented with finite word length registers and finite
precision arithmetic; therefore, their signals and coefficients can attain only
discrete values. Further analysis is thus needed to determine if the perfor-
mance of a resulting digital controller in the presence of signal and coefficient
quantization is acceptable [6]. In this section, three error sources that may
occur in the digital processing performed by digital controllers are discussed.
These error sources are (a) coefficient quantization, (b) quantization in A/D
conversion of signals, and (c) arithmetic operations on quantized signals and
coeflicients. Limit cycles and deadbands are also discussed very briefly. Before
discussing these errors, however, a brief review of fixed- and floating-point
number arithmetic is presented.
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3.1 Fixed-point and floating-point number representations

There are many choices of arithmetic that can be used to implement digi-
tal controllers. The two most popular ones are fixed-point and floating-point
binary arithmetic. Other non-standard arithmetic such as logarithmic and
residue representations [7] are also possibilities but are not discussed here.

Fized-Point Arithmetic

In general, an n-bit fixed-point binary number N can be expressed as

n—1 )
N = Z bj2j = bn,12n71 + bn,22n72 + e+ b121 + b020

j==m 14
+b 127+ b 9272+ b 2™ (14)

= (bnfl <oobpeb_1b_o--- bfm)Qv

where b; can be either a zero or a one. The bit b,_; is termed the most
significant bit (MSB) and b_,,is termed the least significant bit (LSB). The
integer portion of the number, b,b,_1 - - - by, is separated from the fractional
portion, b_1b_o - --b_,,, by the binary point or radix point. For example, the
binary number 1101.101 has the decimal value

1101.101 = 1(2%) + 1(2%) +0(2") +1(2°) + 1(27H) + 0(272) + 1(273) = 13.625

In fixed-point arithmetic, numbers are always normalized to be binary
fractions (i.e., less than one) of the form

bo ® biby - b,

where by is the sign bit. The (C + 1)-bit normalized number is stored in a
register with the sign bit separated from the C-bit number by a fictitious
binary point. The binary point is fictitious because it does not occupy any bit
location in the register. The word length, Cy, is defined as the number of bit
locations in the register to the right of the binary point.

There are three commonly used methods for representing signed numbers:
(a) signed-magnitude, (b) two’s complement, and (c¢) one’s complement. Con-
sider the (C' + 1)-bit binary fraction by @ biby - - - be where by is the sign bit.
In the signed-magnitude representation, the fractional number is positive if b
is zero and it is negative if by is one. For example, the decimal number 0.75
equals 0.11 in binary signed-magnitude representation, and -0.75 equals 1.11.
In a signed-magnitude representation, binary numbers can be converted to
decimal numbers using the relationship

C
N =(=1)"> p27". (15)

The two’s complement representation of a positive number is the same as
the signed-magnitude representation. A two’s complement representation of a
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negative number, however, is obtained by complementing (i.e., replacing every
1 with 0 and every 0 with 1) all the bits of the positive number and adding one
to the LSB of the complemented number. For example, the two’s complement
representation of the decimal number 0.75 is 0.11 and the two’s complement
representation of -0.75 is 1.01. A decimal number can be recovered from its
two’s complement representation using the relationship

C
N=—by+ > b27". (16)
=1

The one’s complement representation of fractional numbers is the same as
the two’s complement without the addition of one to the LSB. For example,
the one’s complement representation of 0.75 is 0.11 and the one’s complement
representation of -0.75 is 1.00. A decimal number can be recovered from its
one’s complement representation via the relationship

C
N=b (27— 1)+ bi2™" (17)
i=1

The two’s complement representation of binary numbers has several advan-
tages over the signed-magnitude and the one’s complement representations
[8], and therefore it is more popular. In general, the sum of two normalized C-
bit numbers using fixed-point arithmetic is a C-bit number while the product
of two C-bit numbers is a 2C-bit number. Hence, if the register word length
is fixed to C bits, a quantization error is introduced in multiplication but not
in addition.® The product is quantized either by rounding or by truncation.
For example, rounding the binary number 0.010101 to four bits after the bi-
nary point gives 0.0101 but rounding it to three bits yields 0.011. When a
number is truncated, all the bits to the right of its LSB are discarded. For
example, truncating the number 0.010101 to three bits after the binary point
gives 0.010.

Floating-Point Arithmetic

A major disadvantage of fixed-point arithmetic is the limited range of numbers
that can be represented with a given word length. Another type of arithmetic
which, for the same number of bits, has a much larger range of numbers is
floating-point arithmetic. In general, a floating-point number is expressed as

N =M. 2%, (18)

where M and E, both expressed in binary form, are termed the mantissa and
the exponent of the number, respectively. In a binary floating-point represen-
tation, numbers are always normalized by scaling M to be a fraction whose

3When normalized signed numbers are added and the result is larger than one,
then overflow occurs. Overflow does not occur in multiplication because the product
of two normalized numbers is always less than one.
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decimal value lies in the range 0.5 < M < 1. When storing a floating-point
number in a register, the register is divided into the mantissa and the ex-
ponent. Both the mantissa and the exponent have fictitious binary points to
separate the sign bits from the numbers. In floating-point arithmetic, negative
mantissas and negative exponents are coded the same way as in fixed-point
arithmetic using signed-magnitude, two’s complement, or one’s complement
representations. The product of two floating-point numbers is given by

(M, - 2B0)(My - 2P2) = (M) x My) - 2(F1+F2),

Thus, if the mantissa is limited to C bits, the product M; x Ms must be
rounded or truncated to C' bits. The sum of two floating-point numbers is
performed by shifting the bits of the mantissa of the smaller number to the
right and increasing its exponent until the two exponents are equal. The two
mantissas are then added and if necessary normalized to satisfy Equation (18).
It is possible that the shifted mantissa may exceed its limited range and thus
must be quantized. Hence, in floating-point arithmetic, quantization errors
are introduced in both addition and multiplication; therefore, roundoff or
truncation errors will be introduced in the mantissa M but not in the exponent
E. The reason is that the exponent, F, is always a positive or negative integer,
and integers have exact binary representations. Of course, if the number is too
large or too small, then overflow or underflow can occur.

3.2 Truncation and roundoff

Because of the finite word length of registers in digital computers, errors are al-
ways introduced when the numbers to be processed are quantized. These errors
depend on (a) the way the numbers are represented (fixed- or floating-point
arithmetic, signed-magnitude, two’s or one’s complement) and (b) how the
numbers are quantized. Consider the normalized binary number byeb1bs - - - be
where by is the sign bit and b1bs - - - be is the binary code of a fixed-point num-
ber or the mantissa of a floating-point number. Denoting the number before
quantization by x, the error introduced by quantization is given by

eq = Qlx] — =z,

where @ [z] is the quantized value of x. The range of quantization error de-
pends on the type of arithmetic and the type of quantization used. For fixed-
point arithmetic, it can be shown [9] that the error caused by truncating a
number to C bits is given by

—27C%<er <0, >0 (19)
0§6T<2_C,x<0

for the signed-magnitude and one’s complement representations. For a two’s

complement representation, the truncation error is given by
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—27%<er <0 (20)

for all . On the other hand, the error caused by rounding a number to C bits
is given by

Ser < —/— (21)

for signed-magnitude, one’s complement, and two’s complement representa-
tions. In fixed-point arithmetic, truncation or roundoff errors are independent
of the magnitude of the original unquantized numbers.

In floating-point arithmetic, roundoff and truncation errors depend on the
magnitude of the unquantized number and occur only in the mantissa. Thus,
if the mantissa is truncated to C' bits, the quantized number is

r = (1+ o),

where e is the relative error in z. In the case of truncation, it can be shown
that for signed-magnitude and one’s complement representations, the relative
error in the value of the floating-point word is

—227%<e <0, (22)

and for two’s complement truncation, the error is

—227¢ <e<0, x>0
0<e<22 ¢ z<0. (23)
On the other hand, the roundoff error in the mantissa is of the form
—27%<e<27© (24)

for all three types of representations. The three major sources of error caused
by finite word length are: (a) coefficient quantization, (b) quantization errors
in A/D converters, and (c) quantization errors in arithmetic operations. These
three error sources are now discussed along with their effects on the behavior
of digital controllers.

3.3 Coeflicient quantization

Usually, digital control system design methods result in controllers whose
coefficients have infinite precision; however, because the controllers are im-
plemented with finite word length registers, each of their coeflicients must
be quantized. For example, consider the digital controller described by the
transfer function

23 +1.58422% + 1.2769z + 0.5642
24+ 2.68923 + 3.377422 + 2.38232 + 0.6942’

H(z) = (25)
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which has poles located at z; = 0.999, zo = 0.697, 23 4 = 0.4965 %+ j0.8663 and
is stable. If the binary forms of the coefficients of this controller are truncated
to three bits to the right of the binary point, then the quantized controller
transfer function becomes

23 4+1.5224+1.252+0.5
24 4+ 2.62523 4 3.374922 + 2.37482 + 0.6249’

Hy(z) = (26)
which has two poles outside the unit circle and is, therefore, unstable. Another
example is quoted in reference [10] in which a stable fifth-order controller can
become unstable even if it is realized with 18-bit arithmetic.

In general, consider the digital controller described by the transfer function

m
Z bkz’k
k=0

n

1— 3 agz=*
k=1

H(z) = (27)

If the controller coefficients are quantized to C bits, then the quantized coef-
ficients are
ar=ay + 0

for fixed-point arithmetic or
dk:ak (1 + 5k)

for floating-point arithmetic where the quantization error d; is bounded in
absolute value by 2~¢. Similarly,

by, = b, + i

for fixed-point arithmetic or

~

br = br (14 ny)

for floating-point arithmetic. In terms of the quantized coefficients, the con-
troller transfer function becomes

Z Bszk
Hy(z) = —=5—. (28)
1-— Z apz~k
k=1

The most direct approach for analyzing the effects of coefficient quantiza-
tion on system performance is referred to as coefficient sensitivity analysis. In
this approach, the response of the quantized controller is compared with that
of the ideal controller before quantization. The differences in the responses
are called variations. For high order systems this is difficult to accomplish.
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To simplify the coefficient sensitivity problem, higher order controller transfer
functions can be decomposed, by factoring the numerator and the denom-
inator of the transfer function, into cascade first- or second-order transfer
functions. When all the poles and zeros of the controller transfer function are
real, the cascaded transfer functions can all be of first order. Complex con-
jugate pairs of poles and zeros are grouped into second-order subsystems to
avoid complex number arithmetic operations. Another way to simplify the co-
efficient sensitivity problem is to use a parallel form of the controller transfer
function. The parallel form is obtained by decomposing the controller trans-
fer function into first- or second-order subsystems using the method of partial
fraction expansions.

Using either the cascade or the parallel form of the controller transfer
function, each first-order subsystem has a transfer function of the form

and each second-order subsystem has a transfer function of the form

H(z) = AL+ A"+ 5 ?) (30)

11—z —agz—2

As a numerical example, consider again the controller transfer function given
by (25). Rewriting the transfer function in factored form yields

H) = | + 0.862 1 22 4+ 0.722z + 0.6545
- [240.999] [2+0.697] | 2%+ 0.993z +0.997 |

As in the previous example, if the binary representations of the coefficients of
each factor are truncated to three bits to the right of the binary point, then
the resulting quantized transfer function is

z+0.75 ] { 1 } {22 +0.6252 + 0.625}

H =
o(2) [z 10875 |z +0.625] |22+ 0.875z + 0.875

which is stable and can be realized by cascading first- and second-order subsys-
tems of the form given in (29) and (30). Note that this controller is significantly
different than the quantized controller given by (26).

3.4 Quantization in A/D conversion

The second source of error to be discussed is quantization in A/D conver-
sion. A/D conversion involves two steps: sampling and quantization. In the
quantization step, each sample of the sequence which has infinite precision is
replaced by a digital code word of finite precision that is rounded or trun-
cated to fit into a finite-length register. Rounding approximates the sample
by the nearest quantization level and truncation approximates the sample by
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the highest quantization level that is smaller than or equal to the sample
value. Let the word length of the A/D converter be C' bits and let the number
converted be of the form

Ty = b1271 + b2272 + -4 bc?ic,

where by, bs,--- ,bc is the binary code. The sign bit, however coded, will
always be present. The largest =, that can possibly be produced by the A/D
converter is

by =27 2T 2O S O (4]

=1-27¢

and the smallest non-zero x is 2-¢ . The dynamic range of the A /D converter
is defined to be the ratio of the largest value to the smallest value of z,, that

is,

DR=(1-279)/27¢ =2 1.
This implies that, to satisfy a requirement for a given DR , the number of

bits must satisfy
C >logy (DR+1). (31)

For roundoff, the error e is assumed to be a random variable with a probability
density function, f(z), that is uniformly distributed between —g/2 and ¢/2.
The expected value of e is

Ele] = /_Z xf(x)dx = q//2 xdx =0 (32)
—a/2

and the variance of e is
o) q/2
var(e) = Ele?] = / 22 f(x)dr = / (2% /q)dx = ¢*/12.
— 00 —q/2
In terms of the number of bits, C, the variance is

var(e) = 272¢ /12, (33)

For signed-magnitude and one’s complement truncation, the error is uni-
formly distributed between —g and q; therefore, in these two cases, the ex-
pected value of e is

Ele] = /OO xf(z)dr = /‘1 (x/2q)dx =0 (34)

— 00 —q

and the variance of e
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o0

2 f(x)dx = /q (z%/2q)dx =¢*/3.

—4q

var(e) = Ele?] = [

—o0
In terms of the number of bits, C,
var(e) = 272¢/3. (35)
Comparing (35) with (33) for roundoff, quantization gives
var(e) = ¢2/12 = 272C /12 = 272+ /3.

For two’s complement truncation, the error is uniformly distributed be-

tween —2~¢ and zero; therefore,
Ele] = —279/2 (36)
and
var(e) = 272¢ /12 = 272+ /3, (37)

As discussed previously, the quantization error e(k) can be viewed as an ad-
ditive stationary white noise process with mean and variance given by (32),
(33), (34), (35) or (36), (37) depending on whether the quantization is due to
roundoff or truncation and what type of arithmetic is used. Using superposi-
tion and assuming that z(k) and e(k) are uncorrelated, the output of a digital
controller can be decomposed into two parts, one due to the input x(k) alone
and the other due to e(k) alone.

3.5 SNR of an A/D converter

If the input sequence x(k) is modeled as a zero-mean Gaussian random se-
quence such that 30 = 1 (i.e., unity input level is a 30 event), then the variance
of the signal is

o? = (1/3)? = 1/9.
Defining the SNR of an A/D converter as

(SNR)4p = 10 - log,,(variance(unquantized signal) /variance(quantization error))
— 10 logy (var(a(k)) /var(e(k)))
then for roundoff noise, the SNR is
(SNR)ap =10+ log,, ((1/9)/ (2721 /3))

=10-log,(1/3) — 10 -log,, 27 2¢+Y = —4.77 + 6.02(C + 1)
(38)

or the minimum number of bits necessary for a given SNR is given by

C > 0.166(S/N)qp — 0.207
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For truncation noise, (C + 1) is replaced by C' in (38). Hence,
(SNR)yp = —4.77+ 6.02C (39)
or the minimum number of bits for a given SNR is given by
C > 0.166(SNR)4p + 0.792

(38) and (39) show that the SNR increases 6 dB for every additional bit
added to the register. As a simple design procedure, one may choose the
number of bits of the A/D converter to be greater than or equal to the larger

of the two values necessary for (a) the required dynamic range and (b) the
required SNR. That is,

C > max{log,o(DR +1),0.166(SNR)4p — 0.207} (40)
for roundoff noise, or
C > max{log;o(DR + 1),0.166(SNR)4p + 0.792} (41)

for truncation noise.

The quantization error of an A /D converter need not be a serious problem.
For example, in a 16-bit A/D converter, the maximum quantization error
is 2716 = 0.0015% which is quite low compared to typical errors in analog
sensors. This error, if taken to be “noise,” gives an SNR of 20 - log;,(2716) =
96.3 dB, which is much better than that of most high fidelity audio systems.
Thus, the designer must simply ensure that enough bits are used to give the
desired system accuracy.

3.6 Stochastic analysis of quantization errors in digital processing

One approach to analyzing roundoff and truncation errors that are generated
by the arithmetic operations in digital controllers is to derive deterministic
upper bounds on the maximum errors that can possibly result from roundoff
or truncation [4]. In general, however, these bounds are pessimistic because the
errors usually add up in the worst possible way. Another approach, used here,
for analyzing these errors is to assume that they are stochastic noise sequences,
develop stochastic models for these sequences, and then determine their effects
on system performance using stochastic systems methods. In the remainder of
this chapter, unless otherwise stated, the fixed- and floating-point errors are
modeled as stationary white noise random sequences with probability density
functions uniformly distributed over the range of quantization.

3.7 Fixed-point arithmetic

It was mentioned earlier that, in fixed-point arithmetic, quantization errors
occur in multiplication and not in addition. Consider a multiplier in which two
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C-bit numbers are multiplied and let x(k) denote the product. The product
x(k) has length 2C and is quantized to form a number of length C' which
is denoted by & (k). The output of this multiplication/quantization operation
can be written as the sum of the product z(k) and the quantization error e(k)
(the difference between x(k) and #(k)). The quantization error is modeled as
a stationary additive white noise sequence such that

Ele(k)] = pe
Ele(i)e(j)] = {Vgr(e) 42 iiijj

where . and var(e) are determined from appropriate choices taken from (32)—
(37). If the product from the multiplier/quantizer is the input to a system,
then using superposition, the output, y.(k), of a system due to the error e(k)
alone is given by the convolution sum

k

ye(k) = g(m)e(k —m),

m=0

where g(m) is the unit pulse response of the system and the error source, e(k),
is the input, and y. (k) is the system output generated by the error. Assuming
that the system is stable, it can easily be shown that as k approaches infinity,
the mean and the variance of the output are given by

o}

E[ye(k)] = pe Y _ g(m) (42)

m=0
and

var (ye (k) = var(e) 3 g?(m), (13)
m=0

respectively. Hence, the variance of the output equals the variance of the
quantization noise times the noise power gain, N PG, where

NPG = f: g*(m). (44)

m=0

Since digital controller transfer functions are usually realized using first- and
second-order subsystems in parallel or cascade forms, the noise power gains of
first- and second-order subsystems are now determined. The transfer function
of a first-order subsystem of the form in (29) can be rewritten as

k1

Hence
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9(0) = ko + k1
g(m) = ki, m=1,2,3,...
and
0o k'1
Z g(m) = ko + I .
m=0 — Qa1
Therefore, the mean of the output is
k1
Elye(k)] = pe { ko + 7 . (45)
— o

Similarly,
9%(0) = (ko + k1)?
g*(m) = k3™, m=1,2,3,...

therefore, the noise power gain is

]{72
NPG = k2 + 2kok; + —— (46)
1—oy
and
k2
var(ye(k)) = var(e) <k§ + 2koky + ] 1042) . (47)
-

The transfer function of a second-order subsystem of the form in (30) can be
written as
k1 ko

G(z) =k
(2) ot 1—ryz—1 + 1—roz—

17

therefore, the unit pulse response is

g(O) :k0+k1+k2
glm) = k" + kory’, m=1,2,3,...

and
= ky ko
=k, 4
mZ:jog(m e (48)
and L L
E ! 2 4
00 = s (o b 2+ ) (19)
Similarly,

9%(0) = (ko + k1 + ko)
g?(m) = (K3r3™ + 2ky kor vy + k3r3™), m=1,2,...
and the noise power gain is

K2 2k k2
1—7“% 1—riro 171"37

NPG = k2 + 2koky + 2k,ko +
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which is always a real number. The variance of the output due to the noise is

2 2
var(ye(k)) = var(e) (ki + 2koky + 2koko + G 21k k2 )

1—r?  1—rire  1—713
(51)

3.8 Quantization noise model of first-order subsystems

Consider a first-order subsystem preceded by an A/D converter as shown in
Fig. 1(a). All of the quantization noise sources including the A/D conversion
noise and the multiplication noises are in the model. Setting all the noise
sources equal to zero, the transfer function of the ideal subsystem is

Y(2) A1+ pz7t

T(z) = X(2) T 1l—az !

The effect of the A /D converter on the output can be determined by setting
all the signals but eg to zero. The transfer function Go(z) relates eg(k) to the
filter output yo(k) as

Yo(Z) = Go(Z)E()(Z),
where
k1

GQ(Z) = T(Z) =ko + m

Therefore, the mean of the output is given as, using (45),

].—Ckl

k
Elyo] = o (ko +— )
and the variance of the output is, using (47),
var(yo) = (NPG)gvar(eq)

= (k2 + 2koky + 721

11—«

§> var(eg).

The effect of quantization error in multiplication on the system output is
determined as follows. All signals except e, are set to zero, then

Yo(2) = Go(2)Eq(2) = T(2)Ey(2)

and

].—Ckl

Elya(9)] = tta (m b )

and
2

k
var(ya| = <k§ + 2koky + 1 _10[%) var(eg).

Assuming the multiplier errors e; and es are uncorrelated, then
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first multiplier second multiplier
A/D noise e1(k) noise noise
eo(k) lA e, (k) = ey (k) + ex(k) e3(k) = e3(k)
Input
x(k) R -
™ ) + "+ y(k)
v T
: Unit r,' i
o) —»_ 4 o D;]';‘Y [il LS es(k)
(a) Fixed-point quantization noise model of first-order subsystem
A/D noise noise noise
eo(k) eq(k) = e1(k) + ex(k) + e3(k) ep(k) = eq(k) + e5(k)
ey (k)
lA
Input l {_\r\
X(k) Pl &
» o + \4— y(k)
h 1
Unit
Delay
o ! B
ex(k) L é e4(k)
\‘ +:I'_ : : I‘. j-‘f
Unit
Delay
s
k) ﬂi es(k)
_-—.‘-1-"_ i = h--M:\ +I,I__

(b) Fixed-point quantization noise model of second-order subsystem

Fig. 1. Models of quantization noise
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var(e; + ez) = var(ep) + var(es).

Similarly, the second multiplier noise gain is calculated by setting all sources
but e3 to zero. The transfer function which relates e3 to the output is

Yi(2) = Gs(2)Bs(2),

where
GS(Z) =1.
Then
Elys] = Eles]
and

var(ys) = var(es).

Also, note that
(NPG)3 =1.

Assuming that the output noises yg, ¥4, and y3 are uncorrelated, then

var(yo + Ya + ys)
= (NPG)gvar(eg) + (NPG)q(var(er) + var(ez)) + (N PG)svar(es).

3.9 Quantization noise model of second-order subsystems

The previous analysis for first-order subsystems can be easily extended to
second-order subsystems. The quantization noise model for second-order sub-
systems is shown in Fig. 1(b). Setting all the noise sources to zero, the ideal
transfer function of the second-order subsystem, which relates X (z) to Y (z),

® Y(z) A+ Bzt 4 B2272)
2

T(z) = X(z)  1—aiz ! —agz

which is that given in (30); therefore (49) and (51) can be used to determine
statistics of the output noise. Assuming the output noises g, yq, and y, are
uncorrelated, then

var(yo + Yo + yo) = (NPG)gvar(eg) + (NPG),(var(er) + var(es) + var(es))
+(NPG),(var(eq) + var(es)),

where
(NPG)y = (NPG),

is determined from 7'(z) and

(NPG), = 1.



66 M.S. Santina and A.R. Stubberud
3.10 Floating-point arithmetic

The analysis of quantization errors in digital controllers that are implemented
in floating-point arithmetic is more complicated than for those implemented
in fixed-point arithmetic [11]. It was mentioned earlier that in floating-point
arithmetic, quantization errors occur only in the mantissa and, therefore,
roundoff and truncation errors are introduced in both addition and multipli-
cation. For example, let 1 and x2 be any two numbers before quantization.
Quantizing the sum and the product of these two numbers gives

(z1 +22)g = (z1 + 22)(1 + €5) (52)

(21 22)q = (71 - 22)(1 + €p), (53)

respectively, where the relative errors es and e, satisfy, depending on the num-
ber representation, (22)—(24). Each arithmetic operation introduces quantiza-
tion errors according to (52) and (53). Detailed examples of roundoff and
truncation errors accumulated in first- and second-order subsystems using
floating-point arithmetic are given in [12].

3.11 Limit cycle and deadband effects

When digital controllers are implemented with finite word length, limit cy-
cles (sustained oscillations) may appear at the controller output even in the
absence of any applied input. Basically, there are two different kinds of limit
cycles. One is due to roundoff in multiplication, termed the deadband effect,
and the other is due to register overflow. Limit cycles exist in fixed-point
digital controllers but can be ignored in floating-point controllers [11].

To illustrate the phenomenon of a limit cycle due to roundoff, consider the
first-order controller described by the difference equation

y(k) = ay(k — 1) + =(k), (54)
where
(k) =0.90(k) a=0.5, y(-1)=0.

If the controller equation is implemented with infinite word length registers,
then
y(k) = 0.9(0.5).

Note that as k approaches infinity the steady state value of the output, y(k),
approaches zero. However, assuming that the controller equation is imple-
mented with a word length of 3 bits, then

ya(k) = Q[0.5y,(k — 1)] + 0.758(k).

Using a decimal representation, the output can be calculated recursively as
follows:
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14(0) = Q[(0.5)(0)] + 0.75 = 0.75
yo(1) = Q[(0.5)(0.75)] = 0.375
y4(2) = Q[(0.5)(0.375)] = 0.25
y4(3) = Q[(0.5)(0.25)] = 0.125
yq(4) = Q[(0.5)(0.125)] = 0.125

yq(k).: Q[(0.5)(0.125)] = 0.125

Hence, as k approaches infinity the steady state value of y, (k) approaches
0.125 and not zero.
As another example, again consider the system described by (54) and let

z(k)=0, a=-05, y(-1)=0.75.

If the controller equation is implemented with infinite word length registers,
then the output
y(k) = 0.75(=0.5)"

approaches zero as k approaches infinity. Assuming that the controller equa-
tion is implemented with a 3-bit word length, then

yq(k) = Q[—0.5y,(k — 1)].

The output can be calculated recursively as follows:

44(0) = Q[(—0.5)(0.75)] = Q[—0.375] = —0.375
yq(1) = Q[(—0.5)(—0.375)] = 0.25
y4(2) = Q[(—0.5)(0.25)] = —0.125

yq(k).z Q[(—0.5)(0.125)] = —0.125

and oscillates between 0.125 and —0.125 indefinitely.

An interesting example of limit cycle due to register overflow is given in
[13]. Limit cycles due to roundoff and overflow are usually undesirable and
should not be permitted in a control system.
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3.12 Effect of sampling rate on quantization error

In some applications, quantization errors cannot be ignored and their effect on
the system output depends on the sampling period. As an example, consider
an analog controller described by

104

H(s) = Pt

(55)

Its discrete-time equivalent, using an impulse invariant approximation, is

104z 104 k1
—T = —T.-1 kO + T 1
z—e l1—e "z 1—a1z

H(z) =

where
ko = 0, kl = 104, ] = 67T

Assuming an A/D converter that uses roundoff and an infinite precision
controller, the variance of the controller output noise, y.(k), equals the vari-
ance of the roundoff noise times the noise power gain of the controller. For
a first-order controller, that variance is determined using (33) and (47), re-
sulting in the variance of the output noise being a function of both the word
length C' and the sampling time T and given by

B\ 272¢ 10f.272C
var(y.(k)) = (k% + 2koky 4+ —— )

1—a2) 12~ 12(1—e2T)

Apparently, if C' is fixed as the sampling period is decreased, the variance of
the output noise is increased. Note that when T' = 0, the discrete-time equiv-
alent is unstable. Note also that, if T" is fixed, increasing the word length C'
decreases the variance of the output noise. Other methods of forming discrete-
time equivalents of the analog controller can lead to better results than those
obtained in this example.

It is through computer simulation of the plant and the controller that the
best sample rates are achieved. It is good practice to investigate carefully the
behavior of the controlled system for various sample rates when the arith-
metic precision of the controller is reduced, when disturbances and noises are
injected into the system at likely points, and when the plant model is changed
in ways that might occur in practice.
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1 Introduction

The term “discrete-event system (DES)” was introduced in the early 1980s
to identify an increasingly important class of dynamic systems in terms of
their most critical feature: the fact that their behavior is governed by dis-
crete events occurring asynchronously over time and solely responsible for
generating state transitions. In between event occurrences, the state of such
systems is unaffected. Examples of such behavior abound in technological en-
vironments such as computer and communication networks, automated man-
ufacturing systems, air traffic control systems, Command, Control, Commu-
nication, Computers, and Intelligence (C*I) systems, advanced monitoring
and control systems in automobiles or large buildings, intelligent transporta-
tion systems, distributed software systems, and so forth. The operation of
such environments is largely regulated by human-made rules for initiating or
terminating activities and scheduling the use of resources through controlled
events, such as hitting a keyboard key, turning a piece of equipment “on,”or
sending a message packet. In addition, there are numerous uncontrolled ran-
domly occurring events, such as a spontaneous equipment failure or a packet
loss, which may or may not be observable through sensors. We should point
out that the acronym DEDS, for “discrete-event dynamic system,”is also com-
monly used to emphasize that it is the dynamics of such systems that render
them particularly interesting [1],[2].

The conceptual and practical challenges in the study of DES may be sum-
marized as follows:

1. The types of variables involved in the description of a DES are both con-
tinuous and discrete, sometimes purely symbolic, i.e., non-numeric (as in
describing the state of a piece of equipment as “on” or ”off”). This ren-
ders traditional mathematical models based on differential (or difference)
equations inadequate, and methods relying on the power of calculus are,
consequently, of limited use.
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2. Because of the asynchronous nature of events that cause state transitions
in DES, it is neither natural nor efficient to use time as a synchronizing
element driving the system dynamics. It is for this reason that DES are
often referred to as event-driven, to contrast them to classical time-driven
systems based on the laws of physics; in the latter, as time evolves state
variables such as position, velocity, temperature, pressure, current, volt-
age, etc., also continuously evolve. In order to capture event-driven state
dynamics, however, different mathematical models are necessary.

3. Uncertainties are inherent in the technological environments where DES
are encountered. Therefore, the mathematical models used for DES and
all associated methods for analysis and control must incorporate this el-
ement of uncertainty, sometimes by explicitly modeling nondeterministic
behavior and often through the inclusion of appropriate stochastic model
components.

4. Complexity is also inherent in DES of practical interest, usually mani-
festing itself in the form of combinatorially explosive state spaces. Purely
analytical methods for DES design, analysis, and control have proved to
be limited. A large part of the progress made in this field has relied on the
development of new paradigms characterized by a combination of mathe-
matical techniques and effective processing of experimental data.

2 Event-Driven and Time-Driven Systems

There are two features that characterize DES. First, they usually involve at
least some discrete quantities, typically measured by integer numbers (how
many parts are in an inventory, how many planes are in a runway, how many
telephone calls are active). Second, what drives these systems is a variety of
instantaneous “events” such as the pushing of a button, hitting a keyboard
key, or a traffic light turning green. In this section, we will explain how these
features amount to fundamental differences between dynamic systems mod-
eled through differential (or difference) equations and the class of DES.

Let us begin with the concept of “event.”We do not attempt to formally
define it, since it is a primitive concept with a good intuitive basis. We only
wish to emphasize that an event should be thought of as occurring instanta-
neously and causing transitions from one system state value to another. An
event may be identified with a specific action taken (e.g., pressing a button).
It may be viewed as a spontaneous occurrence dictated by nature (e.g., a ran-
dom computer failure) or it may be the result of several conditions which are
suddenly all met (e.g., the fluid level in a tank exceeds a given value). For the
purpose of developing a model for a DES, we will use the symbol e to denote
an event. When considering a system affected by different types of events, we
will assume that we can define an event set E whose elements are all these
events. Clearly, E is a discrete set.
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Let us next concentrate on the nature of the state space of a system. In
continuous-state systems the state generally changes as time changes. This
is particularly evident in discrete-time models: the “clock” is what drives a
typical sample path. With every “clock tick” the state is expected to change,
since continuous state variables continuously change with time. It is because
of this property that we refer to such systems as time-driven. In this case,
time is a natural independent variable which appears as the argument of all
input, state, and output functions involved in modeling a system.

In DES, at least some of the state variables are discrete and their values
change only at certain points in time through instantaneous transitions which
we associate with “events.” What is important is to specify the timing mech-
anism based on which events take place. Let us assume that there exists a
clock through which we will measure time, and consider two possibilities: ()
At every clock tick an event e is selected from the event set E (if no event
takes place, we can think of a “null event” as being a member of E, whose
property is that it causes no state change), and (i7) At various time instants
(not necessarily known in advance and not necessarily coinciding with clock
ticks), some event e “announces” that it is occurring. There is a fundamental
difference between (i) and (4i) above. In (%), state transitions are synchronized
by the clock: there is a clock tick, an event (or no event) is selected, the state
changes, and the process repeats. Thus, the clock alone is responsible for any
possible state transition. In (i ), every event e € E defines a distinct process
through which the time instants when e occurs are determined. State tran-
sitions are the result of combining these asynchronous concurrent event pro-
cesses. Moreover, these processes need not be independent of each other. The
distinction between (i) and (i) gives rise to the terms time-driven and event-
driven systems, respectively. Continuous-state systems are, by their nature,
time-driven. However, in discrete-state systems this depends on whether state
transitions are synchronized by a clock or occur asynchronously as in scheme
(ii) above. Clearly, event-driven systems are more complicated to model and
analyze, since there are several asynchronous event-timing mechanisms to be
specified as part of our understanding of the system.

In view of this discussion, let us now turn our attention to mathematical
models one can use for time-driven and event-driven systems. In the former
case, the field of systems and control has based much of its success on the use
of well-known differential-equation-based models, such as

x(t) = £(x(t),u(t), 1),  x(to) = x0 (1)
y(t) = g(x(t),u(t), 1), (2)

where (1) is a (vector) state equation with initial conditions specified, and (2)
is a (vector) output equation. As is common in system theory, x(t) denotes
the state of the system, y(t) is the output, and u(t) represents the input,
often associated with controllable variables used to manipulate the state so
as to attain a desired output. In these models, it is normally assumed that
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Fig. 1. Comparison of time-driven and event-driven sample paths

the state space is continuous and that the state transition mechanism is time-
driven. Common physical quantities such as position, velocity, acceleration,
temperature, pressure, flow, etc., fall in this category. Since we can naturally
define time derivatives for these continuous variables, differential equation
models like (1) can be used. The state generally changes as time changes and,
as a result, the time variable ¢ (or some integer k = 0,1,2, ... in discrete time)
is a natural independent variable for modeling such systems.

In contrast to a time-driven system, in a DES, where the state transition
mechanism is event-driven, time no longer serves the purpose of driving such a
system and may no longer be an appropriate independent variable. Comparing
state trajectories (sample paths) of time-driven and event-driven systems is
useful in understanding the differences between the two and setting the stage
for DES modeling frameworks. Thus, comparing typical sample paths from
each of these system classes, as in Fig. 1, we observe the following: (¢) For
the time-driven system shown, the state space X is the set of real numbers R,
and x(t) can take any value from this set. The function z(¢) is the solution of
a differential equation of the general form &(t) = f(x(t),u(t),t), where u(t) is
the input. (i¢) For the event-driven system, the state space is some discrete
set X = {s1, $2, 83, 54}. The sample path can only jump from one state to
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another whenever an event occurs. Note that an event may take place, but
not cause a state transition, as in the case of e4. There is no immediately
obvious analog to @(t) = f(x(t),u(t),t), i.e., no mechanism to specify how
events might interact over time or how their time of occurrence might be
determined. Thus, a large part of the early developments in the DES field
has been devoted to the specification of an appropriate mathematical model
containing the same expressive power as (1),(2) [2],[3],[4].

We should point out that discrete-event systems should not be confused
with discrete-time systems. The class of discrete time systems contains both
time-driven and event-driven systems.

3 Timed and Untimed Viewpoints of Discrete Event
Systems

Let us return to the DES sample path shown in Fig. 1. Instead of plotting
the piecewise constant function z(t) as shown, it is often convenient to simply
write the timed sequence of events

(e1,t1), (e2,t2), (e3,t3), (ea,ta), (e5,15), (3)

which contains the same information as the sample path depicted in Fig. 1.
The first event is e; and it occurs at time ¢ = ¢1; the second event is e; and it
occurs at time t = to, and so forth. When this notation is used, it is implicitly
assumed that the initial state of the system, sy in this case, is known and
that the system is “deterministic” in the sense that the next state after the
occurrence of an event is unique. Thus, from the sequence of events in (3), we
can recover the state of the system at any point in time and reconstruct the
DES sample path in Fig. 1.

Consider the set of all possible timed sequences of events that a given
system can ever execute. We call this set the timed language model of the
system. The word “language” comes from the fact that we can think of the
event E as an “alphabet” and of (finite) sequences of events as “words” [5].
We can further refine our model of the system if some statistical information
is available about the set of sample paths of the system. Let us assume that
probability distribution functions are available about the “lifetime” of each
event type e € F, that is, the elapsed time between successive occurrences
of this particular e. We call a stochastic timed language a timed language
together with associated probability distribution functions for the events. The
stochastic timed language is then a model of the system that lists all possible
sample paths together with relevant statistical information about them.

Stochastic timed language modeling is the most detailed in the sense that
it contains event information in the form of event occurrences and their or-
derings, information about the exact times at which the events occur (and
not only their relative ordering), and statistical information about successive
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occurrences of events. If we omit the statistical information, then the corre-
sponding timed language enumerates all the possible sample paths of the DES,
with timing information. Finally, if we delete the timing information from a
timed language we obtain an untimed language, or simply language, which
is the set of all possible orderings of events that could happen in the given
system. Deleting the timing information from a timed language means delet-
ing the time of occurrence of each event in each timed sequence in the timed
language. For example, the untimed sequence corresponding to the timed se-
quence of events in (3) is
{e1,e2,e3,€e4,€5}.

Untimed and timed languages represent different levels of abstraction at
which DESs are modeled and studied. The choice of the appropriate level
of abstraction clearly depends on the objectives of the analysis. In many in-
stances, we are interested in the “logical behavior” of the system, that is, in
ensuring that a precise ordering of events takes place which satisfies a given
set of specifications (e.g., first-come first-served in a job processing system).
Or we may be interested in finding if a particular state (or set of states) of
the system can be reached or not. In this context, the actual timing of events
is not required, and it is sufficient to model only the untimed behavior of the
system, that is, to consider the language model of the system. Supervisory con-
trol is the term established for describing the systematic means (i.e., enabling
or disabling events which are controllable) by which the logical behavior of a
DES is regulated to achieve a given specification [6],[2].

Next, we may become interested in event timing in order to answer ques-
tions such as: “How much time does the system spend at a particular state?”
or “How soon can a particular state be reached?” or “Can this sequence of
events be completed by a particular deadline?” These and related questions
are often crucial parts of the design specifications. More generally, event timing
is important in assessing the performance of a DES often measured through
quantities such as throughput or response time. In these instances, we need to
consider the timed language model of the system. The fact that different event
processes are concurrent and often interdependent in complex ways presents
great challenges both for modeling and analysis of timed DESs. Moreover,
since we cannot ignore the fact that DESs frequently operate in a stochastic
setting (e.g., the time when some equipment fails is unpredictable), an ad-
ditional level of complexity is introduced, necessitating the development of
probabilistic models and related analytical methodologies for design and per-
formance analysis based on stochastic timed language models. Sample path
analysis refers to the study of sample paths of DESs, focusing on the ex-
traction of information for the purpose of efficiently estimating performance
sensitivities of the system and, ultimately, achieving on-line control and opti-
mization [7],[2].

These different levels of abstraction are complementary, as they address
different issues about the behavior of a DES. Indeed, the literature on DESs is
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quite broad and varied as extensive research has been done on modeling, anal-
ysis, control, optimization, and simulation at all levels. Although the language-
based approach to discrete event modeling is attractive in presenting modeling
issues and discussing system-theoretic properties of DESs, it is by itself not
convenient to address verification, controller synthesis, or performance issues.
What is also needed is a convenient way of representing languages, timed
languages, and stochastic timed languages. If a language (or timed language
or stochastic timed language) is finite, we could always list all its elements,
that is, all the possible sample paths that the system can execute. Unfortu-
nately, this is rarely practical. Preferably, we would like to use discrete event
modeling formalisms that would allow us to represent languages in a manner
that highlights structural information about the system behavior and that is
convenient to manipulate when addressing analysis and controller synthesis
issues. In the next section, we provide a brief introduction to one of the major
modeling formalisms, based on automata, which also forms the foundation for
supervisory control and sample path analysis. We will use automata to illus-
trate the construction of models for a common class of DES and contrast it
to two other modeling frameworks.

4 Modeling Overview

The introduction to DESs in the previous sections has served to point out the
main characteristics of these systems. Two elements which have emerged as
essential in defining a DES are (1) a discrete state space, which we denote by
X, and (2) a discrete event set, which we denote by E. We can now build on
this basic understanding in order to develop some formal models for DESs.

4.1 Automata

We already mentioned that the term “language” refers to the set of all possible
event sequences that a given DES can execute. An automaton is a device that
is capable of representing a language according to well-defined rules. We shall
begin with the case of deterministic automata, and subsequently describe
extensions to this concept.

Definition 1. A deterministic automaton, denoted by G, is a six-tuple

G: (XaEva-vaO»Xm)?

where X is the set of states, E is the finite set of events associated with the
transitions in G, and f : X x E — X is the transition function; specifically,
f(z,e) = y means that there is a transition labeled by event e from state x
to state y and, in general, f is a partial function on its domain. I' : X — 2F
is the active event function (or feasible event function); I'(x) is the set of all
events e for which f(x,e) is defined and it is called the active event set (or
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feasible event set) of G’ at z. The notation 2 means the power set of E, i.e.,
the set of all subsets of E. Finally, xg is the initial state and X,, C X is the
set of marked states.

The words state machine and generator (which explains the notation G)
are also often used to describe the above object. Moreover, if X is a finite set
(which we do not require in the definition above), we call G a deterministic
finite-state automaton, often abbreviated as DFA. The automaton is said to
be deterministic because f is a function over X x E. In contrast, the transition
structure of a nondeterministic automaton is defined by means of a relation
over X x E x X or, equivalently, a function from X x E to 2%. Normally, the
word “automaton” refers to a “deterministic automaton.”

Regarding the inclusion of I' in the definition of G, one of the reasons
is so that we can distinguish between events e that are feasible at x but
cause no state transition, that is, f(z,e) = =z, and events e’ that are not
feasible at x, that is, f(z,¢e’) is undefined. Finally, regarding the set X,,, its
selection depends on the problem of interest; for instance, this set is chosen to
designate states which, when entered, indicate that the system has completed
some operation or task.

The automaton G operates as follows. It starts in the initial state xg and
upon the occurrence of an event e € I'(xg) C E it will make a transition to
state f(zg,e) € X. This process then continues based on the transitions for
which f is defined. Note that an event may occur without changing the state,
i.e., it is possible that f(z,e) = z. It is also possible that two distinct events
occur at a given state causing the exact same transition, i.e., for a,b € FE,
flz,a) = f(z,b) = y. What is interesting about the latter fact is that we
may not be able to distinguish between events a and b by simply observing a
transition from state x to state y.

For the sake of convenience, f is always extended from domain X x F
to domain X x E*, where E* is the set of all finite strings of elements of F,
including the empty string (denoted by €); the * operation is called the Kleene
closure. This is accomplished in the following recursive manner: f(z,¢) := z
and f(xz,se) := f(f(x,s),e) for s € E* and e € E. The automaton model
above is also referred to as a generalized semi-Markov scheme (abbreviated
as GSMS) in the literature of stochastic processes. A GSMS is viewed as the
basis for extending automata to incorporate an event timing structure and
ultimately leads to stochastic timed automata, discussed next.

Let us start by considering an automaton G as defined above with a few
minor changes: we allow for generally countable sets X and E, and we leave
out of the definition any consideration for marked states. Thus, we begin with
an automaton model (X, E, f, I, xg). As it stands, this model is based on the
premise that a given event sequence {ej, eq, ...} is provided, so that, starting
at state xg, we can generate a state sequence {xo, f(zo, e1), f(f(zo,€1),€2),...}.
Note that if I'(zg) includes several events, the fact that e; € I'(xg) is the par-
ticular event that occurs first is part of the input information necessary to
operate the automaton. We extend our modeling setting to timed automata
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by incorporating a clock structure associated with the event set £ which now
becomes the input from which a specific event sequence can be deduced.

Definition 2. The clock structure (or timing structure) associated with
an event set E is a set V. = {v; : i € E} of clock (or lifetime) sequences

Vi:{’t}i71,’l)i’2,...}, iEE, ’1)7;7]@ ERJr, k:1,2,

We can then provide the following definition.
Definition 3. A timed automaton is a six-tuple

(X,E,f,F,Z‘O’V),

where V = {v; : i € E} is a clock structure and (X, E, f, I', zp) is an automa-
ton. The automaton generates a state sequence

2 = f(z,¢€) (4)
driven by an event sequence {ej, es,...} generated through

!/
- : 5
¢ = arg Z_Ienpag){yz} (5)

with the clock values y;, i € E, defined by

r Jyi—y*iti#e andie I'(z) ) ,
e {Ui7Ni+1 ifi=¢ ori¢l'(x) i€z, (6)

where the interevent time y* is defined as

y iénpl(r}c){y} (7)

and the event scores N;, i € E, are defined by

, N;+1ifi=¢ andi ¢ I'(z _ ,
Ni = {Ni otherwise Fr i€ I'(a). (8)
In addition, initial conditions are: y; = v; 1 and N; = 1 for all ¢ € I'(z). If
1 ¢ I'(xg), then y; is undefined and N; = 0.

Comparing (4) to the state equation (1) for time-driven systems, we see
that the former can be viewed as the event-driven analog of the latter. How-
ever, the simplicity of (4) is deceptive: unless an event sequence is given (as in
the case of Definition 1), determining the triggering event ¢’ which is required
to obtain the next state 2’ involves the combination of (5)—(8). Therefore,
the analog of (1) as a “canonical” state equation for a DES requires all the
equations (5)—(8).

In Definition 3, the clock structure V is assumed to be fully specified
in a deterministic sense. Let us now assume that the clock sequences v;,
i € E, are specified only as stochastic sequences. This means that we no
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longer have at our disposal real numbers {v; 1, v;2,...} for each event i, but
rather a distribution function, denoted by Fj, which describes the random
clock sequence {V; 1} = {Vi1,Vio,...}.

Definition 4. The stochastic clock structure (or stochastic timing struc-
ture) associated with an event set E is a set of distribution functions F' =
{F; : i € E} characterizing the stochastic clock sequences

{‘/i,k}:{‘/i,h‘/iﬂ;'-'}a Z€E7 %,k€R+7 k:1727

Most of the DES analysis based on stochastic clock structures assumes
that each clock sequence consists of random variables which are independent
and identically distributed (iid) and that all clock sequences are mutually
independent. Thus, each {V; ;} is completely characterized by a distribution
function F;(t) = P[V; < t]. There are, however, several ways in which a clock
structure can be extended to include situations where elements of a sequence
{Vi.k} are correlated or two clock sequences are dependent on each other.

We can extend the definition of a timed automaton by viewing the state,
event, and all event scores and clock values as random variables denoted re-
spectively by X, E, N;, and Y;, i € £, where we use £ to denote the event set
and distinguish it from some event E which takes values i € £. Similarly, we
use X to denote the state space and distinguish it from some state X which
takes values z € X

Definition 5. A stochastic timed automaton is a six-tuple

(ngvpapvp()»F)a

where X is a countable state space; € is a countable event set; I'(z) is the active
event set (or feasible event set); p(z'; x,¢e') is a state transition probability
defined for all z,2’ € X, €’ € £ and such that p(z’; z,e’) = 0 for all ¢/ ¢
I'(x); po is the probability mass function P[Xy = z|, € X, of the initial
state Xo; and F is a stochastic clock structure. The automaton generates a
stochastic state sequence { X, X1, ...} through a transition mechanism (based
on observations X =z, E' = ¢'):

X' = a2’ with probability p(a’; z,e’) 9)
and it is driven by a stochastic event sequence {E1, Es, ...} generated through

B = argien}%(){ﬁ} (10)

with the stochastic clock values Y;, i € £, defined by

, [Yi-Y*ifi#£E andie I(X) . ,
Yi_{VuviH ifi=F ori¢ ['(X) i€ I'(X7), (11)

by

where the interevent time Y™* is defined as
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Y* = min {V; 12
SR, (12

and the event scores N;, i € £, are defined by

K2

{NH—lifi:E’ and 7 ¢ I'(X) i e r(xX') (13)

N; otherwise

and {V; 1} ~ F; (the notation ~ denotes “with distribution”). In addition,
initial conditions are: Xog ~ po(x), Vi = Vi1 and N; = 1 if i € I'(Xy). If
i ¢ I'(Xp), then Y; is undefined and N; = 0.

A simple interpretation of this elaborate definition is as follows. Given
that the system is at some state X, the next event E’ is the one with the
smallest clock value among all feasible events i € I'(X). The corresponding
clock value, Y*, is the interevent time between the occurrence of E and E’,
and it provides the amount by which the time, T, moves forward:

T =T+Y*

Clock values for all events that remain active in state X’ are decremented by
Y™, except for the triggering event E’ and all newly activated events, which
are assigned a new lifetime V; n,41. Event scores are incremented whenever
a new lifetime is assigned to them. It is important to note that the “system
clock” T is fully controlled by the occurrence of events, which cause it to move
forward; if no event occurs, the system remains at the last state observed.

It is conceivable for two events to occur at the same time, in which case
we need a priority scheme in order to overcome a possible ambiguity in the
selection of the triggering event in (10). This is usually accomplished through
a priority scheme over all events in £. In practice, it is common to expect that
every F; in the clock structure is absolutely continuous over [0, c0) (so that its
density function exists) and has a finite mean. This implies that two events
can occur at exactly the same time only with probability 0.

A stochastic process {X ()} with state space X which is generated by a
stochastic timed automaton (X, &, I, p,po, F') is referred to as a generalized
semi-Markov process (GSMP). This process is used as the basis of much of
the sample path analysis methods for DESs (for details see [2],[8], [9]).

4.2 Petri nets

An alternative modeling formalism for the DES is provided by Petri nets ,
originating in the work of C. A. Petri in the early 1960s. Like an automaton, a
Petri net is a device that manipulates events according to certain rules. One of
its features is that it includes explicit conditions under which an event can be
enabled. This representation is conveniently described graphically, at least for
small systems, resulting in Petri net graphs. Petri net graphs are intuitive and
capture a lot of structural information about the system. An automaton can
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always be represented as a Petri net; on the other hand, not all Petri nets can
be represented as finite-state automata. Another motivation for considering
Petri net models of a DES is the body of analysis techniques that have been
developed for studying them [10],[11].

The process of defining a Petri net involves two steps. First, we define
the Petri net graph, also called the Petri net structure. Then we adjoin to
this graph an initial state, a set of marked states, and a transition labeling
function, resulting in the complete Petri net model, its associated dynamics,
and the languages that it generates and marks.

Petri net graph. A Petri net is a bipartite graph with two types of nodes,
places and transitions, and arcs connecting them. Events are associated with
transition nodes. In order for a transition to occur, several conditions may
have to be satisfied. Information related to these conditions is contained in
place nodes. Some such places are viewed as the “input” to a transition;
they are associated with the conditions required for this transition to occur.
Other places are viewed as the output of a transition; they are associated with
conditions that are affected by the occurrence of this transition. The precise
definition of a Petri net graph is as follows.

Definition 6. A Petri net graph is a weighted bipartite graph (P, T, A, w)
where P is the finite set of places (one type of node in the graph), 7" is the finite
set of transitions (the other type of node in the graph), A C (P xT)U(T x P)
is the set of arcs from places to transitions and from transitions to places in
the graph, and w: A — {1,2,3,...} is the weight function on the arcs.

We assume that (P,T, A,w) has no isolated places or transitions. When
drawing Petri net graphs, we need to differentiate between the two types of
nodes, places and transitions. The convention is to use circles to represent
places and bars to represent transitions. Let the set of places be represented
by P = {p1,p2,...,pn}, and the set of transitions be represented by T =
{t1,t2,...,tm}. A typical arc is of the form (p;,t;) or (¢;,p;), and the weight
related to an arc is a positive integer. In describing a Petri net graph, it is
convenient to use I(t;) to represent the set of input places to transition ¢;.
Similarly, O(t;) represents the set of output places from transition ¢;. Thus,
we have

I(tj) = {pi cP: (pi,tj) (S A}, O(tj) ES {pi cP: (tj,pi) S A} .

Similar notation can be used to describe input and output transitions for a
given place p;: I(p;) and O(p;). An example of a Petri net graph for a simple
DES is shown in Fig. 2 and discussed later in this section.

Petri net dynamics. Tokens are assigned to places in a Petri net graph in
order to indicate the fact that the condition described by that place is satisfied.
The way in which tokens are assigned to a Petri net graph defines a marking.
Formally, a marking = of a Petri net graph (P, T, A,w) is a function z : P —
N ={0,1,2,...}. Marking = defines row vector x = [z(p1), z(p2), ..., z(pn)],
where n is the number of places in the Petri net. The ith entry of this vector
indicates the (non-negative integer) number of tokens in place p;, z(p;) € N.
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In Petri net graphs, a token is indicated by a dark dot positioned in the
appropriate place.

The state of a Petri net is defined to be its marking row vector x =
[2(p1), 2(p2), - .., 2(pn)]. Note that the number of tokens assigned to a place is
an arbitrary non-negative integer, not necessarily bounded. It follows that the
number of states we can have is, in general, infinite. Thus, the state space X of
a Petri net with n places is defined by all n-dimensional vectors whose entries
are non-negative integers, i.e., X = N". While the term “marking” is more
common than “state” in the Petri net literature, the term state is consistent
with the role of state in system dynamics. Moreover, the term state avoids
the potential confusion between marking in Petri net graphs and marking in
the sense of marked states in automata. The state transition mechanism of a
Petri net is captured by the structure of its graph and by “moving” tokens
from one place to another. A transition ¢; € T in a Petri net is said to be
enabled if

x(pi) > w(p;,t;) forall p; € I(t;) .

In words, transition ¢; in the Petri net is enabled when the number of tokens
in p; is at least as large as the weight of the arc connecting p; to t;, for all
places p; that are input to transition ¢;.

When a transition is enabled, it can occur or fire (the term “firing” is
standard in the Petri net literature). The state transition function of a Petri
net is defined through the change in the state of the Petri net due to the firing
of an enabled transition. The state transition function, f : N* x T — N"  of
Petri net (P, T, A, w, ) is defined for transition t; € T if and only if

z(pi) > w(pi,t;) for all p; € I(t;) . (14)
If f(x,t;) is defined, then we set x' = f(x,t;) where

' (pi) = x(pi) — wpi t;) +w(ty,pi), i=1,...,n. (15)

Condition (14) ensures that the state transition function is defined only for
transitions that are enabled; an “enabled transition” is therefore equivalent
to a “feasible event” in an automaton. But whereas in automata the state
transition function was quite arbitrary, here the state transition function is
based on the structure of the Petri net. Thus, the next state defined by (15)
explicitly depends on the input and output places of a transition and on the
weights of the arcs connecting these places to the transition. According to (15),
if p; is an input place of ¢;, it loses as many tokens as the weight of the arc
from p; to ¢;; if it is an output place of ¢;, it gains as many tokens as the
weight of the arc from ¢; to p;. Clearly, it is possible that p; is both an input
and output place of ¢;, in which case (15) removes w(p;,t;) tokens from p;,
and then immediately places w(t;, p;) new tokens back in it.

In general, it is entirely possible that after several transition firings, the
resulting state is x = [0,...,0], or that the number of tokens in one or more
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Fig. 2. A Petri Net example

places grows arbitrarily large after an arbitrarily large number of transition
firings. The latter phenomenon is a key difference with automata, where finite-
state automata have only a finite number of states, by definition. In contrast,
a finite Petri net graph may result in a Petri net with an unbounded number
of states.

In order to illustrate the use of Petri nets in modeling DESs, let us consider
a simple queueing system, i.e., a system where “customers” indexed by i =
1,2,... arrive at times a; and are placed in a queueing area (the “queue”) to
await access to a “server” if that server is busy processing a prior customer
at that time. We begin by considering three events (transitions) driving the
system: a represents a customer arrival, s represents the start of customer
service, and c¢ represents service completion and departure from the system.
Thus, we define the transition set T = {a, s, c}. Transition a is spontaneous
and requires no conditions (input places). On the other hand, transition s
depends on two conditions: the presence of customers in the queue, and the
server being idle. We represent these conditions through two input places for
this transition, place @ (queue) and place I (idle server). Finally, transition
¢ requires that the server be busy, so we introduce an input place B (busy
server) for it. Thus, our place set is P = {Q, I, B}. The complete Petri net
graph for this system is shown in Fig. 2. On the left side, no tokens are
placed in @, indicating that the queue is empty, and a token is placed in I,
indicating that the server is idle. This defines the initial state xo = [0, 1, 0].
Since transition a is always enabled, we can generate several possible sample
paths. As an example, on the right side of Fig. 2 we show state [2, 0, 1] resulting
from the transition firing sequence {a,s,a,a,c, s,a}. This state corresponds
to two customers waiting in queue, while a third is in service (the first arrival
in the sequence has already departed after transition c).

Similar to timed automata, we can define timed Petri nets by introducing
a clock structure, except that now a clock sequence v; is associated with a
transition t;. A positive real number, v;j, assigned to t; has the following
meaning: when transition ¢; is enabled for the kth time, it does not fire im-
mediately, but incurs a firing delay given by v, »; during this delay, tokens are
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kept in the input places of ;. Not all transitions are required to have firing
delays. Some transitions may always fire as soon as they are enabled. Thus,
we partition T into subsets Ty and Tp, such that T = Ty UTp. Tj is the set of
transitions always incurring zero firing delay, and T is the set of transitions
that generally incur some firing delay. The latter are called timed transitions.

Definition 7. The clock structure (or timing structure) associated with a
set of timed transitions Tp C T of a marked Petri net (P, T, A, w,x) is a set
V ={v;:t; € Tp} of clock (or lifetime) sequences

V= {Uj,l,ng, .. .}, t; € Tp, Vjk € R+, k=1,2,...

Graphically, transitions with no firing delay are still represented by bars,
whereas timed transitions are represented by rectangles. The clock sequence
associated with a timed transition is normally written next to the rectangle.

Definition 8. A timed Petri net is a six-tuple

(P7 T7 A’ w7 1‘7 V)’

where (P,T, A, w,x) is a marked Petri net and V = {v; : t; € Tp} is a clock
structure.

4.3 Dioid algebras

Another modeling framework we will briefly describe in what follows is based
on developing an algebra using two operations: min{a,b} (or max{a,b}) for
any real numbers a and b, and addition (a+b). The motivation comes from the
observation that the operations “min” and “+” are the only ones required to
develop the timed automaton model in Definition 3. Similarly, the operations
“max” and “+” are the only ones used in developing the timed Petri net
models described in the previous section. The term “dioid” (meaning “two”)
refers to the fact that this algebra is based on two operations . The operations
are formally named addition and multiplication and denoted by & and ®
respectively. However, their actual meaning (in terms of regular algebra) is
different. For any two real numbers a and b, we define

Addition : a ® b = max{a, b} (16)
Multiplication : a®b=a+0b. (17)

This dioid algebra is also called a (max,+) algebra [12],[3]. The motivation
for pursuing this modeling approach goes beyond the observation that “max”
and “4” are the only operations of apparent importance in the study of DES.
If we consider a standard linear discrete-time system, its state equation is of
the form

x(k+ 1) = Ax(k) + Bu(k),

which involves (regular) multiplication (x) and addition (+). It turns out
that we can use a (max, +) algebra with DES, replacing the (4, x) algebra of
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conventional time-driven systems, and come up with a representation similar
to the one above, thus paralleling to a considerable extent the analysis of
classical time-driven linear systems.

We will illustrate the point above by considering a common class of DESs
encountered in resource contention management where a queueing model de-
scribes the process of tasks waiting to gain access to a particular resource
(e.g., packets waiting for transmission at a network switch). Such systems
have an event set £ = {a,d}, where a denotes an “arrival” event, and d de-
notes a “departure” event. A natural state variable is the number of tasks
in the queue, which we shall call the queue length. By convention, the queue
length at time ¢ is allowed to include a task in process at time ¢. Thus, the
state space is the set of non-negative integers, X = {0,1,2,...}. Let us define
ax to be the kth arrival time and di to be the kth departure time. The clock
structure for this model (see Definition 2) consists of v, = {v4.1, V4,2, ..} and
vg = {v4,1, V4,2, ..} It can then be shown that for k =1,2,...

ag = ag—1+Vak, ao=0 (18)
di = max{ak_1 + Vak, dk_1} + V4., do = 0. (19)
For simplicity, we assume that v, = Cq, vg1 = Cq for all k = 1,2, ..., where

C, and Cy are given constants. Note that C, represents a constant interarrival
time, and Cy represents a constant processing time. We will also assume that
C, > Cy4, which is reasonable to ensure stability of the queueing system. We
now rewrite the equations above as follows:

Ap+1 = Ak + Oa, a; = Ca
d = max{ak, dk—l} + Cy, do = 0.

Using the (max, +) algebra, these relationships can also be expressed as

ap+1 = (ar, ® Cy) & (dg—1 ® —L)
di, = (ar, @ Cy) @ (di—1 ® Cy),

where —L is any sufficiently small negative number so that max{ay +
Co,di—1 — L} = ai + C,. In matrix notation, we have

Q11 Co —L| |ax
= . 20
o) -laa] ) o
Defining
| Qk+1 o Ca —L
welie] a-lGel
we get
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which in fact looks like a standard linear system model, except that the ad-
dition and multiplication operations are in the (max,+) algebra. We should
emphasize, however, that while conceptually this offers an attractive represen-
tation of the queueing system’s event timing dynamics, from a computational
standpoint one still has to confront the complexity of performing the “max”
operation when numerical information is ultimately needed to analyze the
system or to design controllers for its proper operation.

5 Control and Optimization of Discrete Event Systems

The various control and optimization methodologies developed to date for
DESs depend on the modeling level appropriate for the problem of interest.

Logical behavior. Issues such as ordering events according to some spec-
ification or ensuring the reachability of a particular state are normally ad-
dressed through the use of automata (see Definition 1) and Petri nets (see
Definition 6). Supervisory control theory provides a systematic framework for
formulating and solving problems of this type. In its simplest form, a su-
pervisor is responsible for enabling or disabling a subset of events that are
controllable, so as to achieve a desired behavior. The supervisor’s actions
follow the occurrence of those events that are in fact observable (generally,
a subset of the event set of the DES). In this manner, a supervisor may be
viewed as a feedback controller. Similar to classical control theory, two central
concepts here are those of controllability and observability. The synthesis of
supervisors is a particularly challenging problem, largely due to the inherent
computational complexity resulting from the combinatorial growth of typical
state spaces of DESs. Some special classes of supervisor synthesis problems
and solution approaches for them are discussed in [6],[13], and a comprehen-
sive coverage of supervisory control can be found in [2].

Event timing. When timing issues are introduced, timed automata (see
Definition 3) and timed Petri nets (see Definition 8) are invoked for modeling
purposes. Supervisory control in this case becomes significantly more compli-
cated. An important class of problems, however, does not involve the ordering
of individual events, but rather the requirement that selected events occur
within a given “time window” or with some desired periodic characteristics.
Models based on the algebraic structure of timed Petri nets or the (max, +)
algebra provide convenient settings for formulating and solving such problems
[11],[3].

Performance analysis. As in classical control theory, one can define a
performance (or cost) function intended to measure how “close” one can get to
a desired behavior or simply as a convenient means for quantifying system be-
havior. This approach is particularly crucial in the study of stochastic DESs,
where the design of a system is often based on meeting specifications defined
through appropriate performance metrics, such as the expected response time
of tasks in a computer system or the throughput of a manufacturing process.
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Because of the complexity of DES dynamics, analytical expressions for such
performance metrics in terms of controllable variables are seldom available.
This has motivated the use of simulation and, more generally, the study of
DES sample paths; these have proven to contain a surprising wealth of infor-
mation for control purposes. The theory of perturbation analysis has provided
a systematic way of estimating performance sensitivities with respect to sys-
tem parameters for important classes of DES. What is noteworthy in this
approach is that these sensitivity estimates can be extracted from a single
sample path of a DES, resulting in a variety of efficient algorithms which can
often be implemented on line. Perturbation analysis and related approaches
are covered in [8],[9],[14],[2].

Simulation. Because of the aforementioned complexity of DES dynam-
ics, simulation becomes an essential part of DES performance analysis [15].
Discrete event simulation can be defined as a systematic way of generating
sample paths of a DES by means of the timed automaton in Definition 3
or its stochastic counterpart in Definition 5. In the latter case, a computer
pseudo-random number generator is responsible for the task of providing the
elements of the clock sequences in the model. It should also be clear that the
same process can be carried out using a Petri net model or one based on the
dioid algebra setting.

Optimization. Optimization problems can be formulated in the context
of both untimed and timed models of DESs. Moreover, such problems can
be formulated in both a deterministic and a stochastic setting. In the lat-
ter case, the ability to efficiently estimate performance sensitivities with re-
spect to controllable system parameters provides a powerful tool for stochastic
gradient-based optimization (when one can define derivatives) [16] or discrete
optimization methods (in the frequent cases where the controllable parame-
ters of interest are discrete, as in turning a piece of equipment “on” or “off” or
selecting the (integer) number of resources needed to execute certain tasks).

Hybrid systems. It is worth mentioning that the combination of time-
driven and event-driven dynamics gives rise to a hybrid system [17],[18]. Con-
trol and optimization methodologies for such systems are particularly chal-
lenging as they need to capture both aspects, often through appropriate de-
composition approaches.
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Summary. Hybrid systems arise when the continuous and the discrete meet. Com-
bine continuous and discrete inputs, outputs, states, or dynamics, and you have a
hybrid system. Particularly, hybrid systems arise from the use of finite-state logic to
govern continuous physical processes (as in embedded control systems) or from topo-
logical and network constraints interacting with continuous control (as in networked
control systems). This chapter provides an introduction to hybrid systems, building
them up first from the completely continuous side and then from the completely
discrete side. It should be accessible to control theorists and computer scientists
alike.

1 Hybrid Systems All Around Us

Hybrid systems arise in embedded control when digital controllers, computers,
and subsystems modeled as finite-state machines are coupled with controllers
and plants modeled by partial or ordinary differential equations or difference
equations. Thus, such systems arise whenever one mixes logical decision mak-
ing with the generation of continuous-valued control laws. These systems are
driven on our streets, used in our factories, and flown in our skies; see Fig. 1.

Adding to the complexity is the case where sensing, control, and actua-
tion are not hardwired but connected by a shared network medium; see Fig. 2.
Such networked control systems (NCSs) are an important class of hybrid con-
trol systems [40]. The hybrid nature inherent in embedded control is further
complicated by (i) the asynchronous or event-driven nature of data transmis-
sion, due to sampling schemes, varying transmission delay, and packet loss;
and (ii) the discrete implementation of the network and its protocols, involving
packets of data, queuing, routing, scheduling, etc.

So, hybrid systems arise in embedded and networked control. More specif-
ically, real-world examples of hybrid systems include systems with relays,
switches, and hysteresis [33,37]; computer disk drives [18]; transmissions, step-
per motors, and other motion controllers [14]; constrained robotic systems [4];
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Fig. 2. Typical networked control system setup and information flows [40]

automated highway systems (AHSs) [36]; flight control and management sys-
tems [27, 35]; multi-vehicle formations and coordination [32]; analog/digital
circuit codesign and verification [26]; and biological applications [17]. Next,
we examine some of these in more detail.

Systems with switches and relays: Physical systems with switches and relays
can naturally be modeled as hybrid systems. Sometimes, the dynamics may
be considered merely discontinuous, such as in a blown fuse. In many cases
of interest, however, the switching mechanism has some hysteresis, yielding a
discrete state on which the dynamics depends. This situation is depicted by
the multi-valued function H shown in Fig. 3(left). Suppose that the function
H models the hysteretic behavior of a thermostat. Then a thermostatically
controlled room may be modeled as follows:

z = f(z,H(x — x9),u), (1)

where z and zg denote actual and desired room temperature, respectively.
The function f denotes the dynamics of temperature, which depends on the
current temperature, whether the furnace is switched On or Off, and some
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auxiliary control signal u (e.g., the fuel burn rate). Note that this system is
not just a differential equation whose right-hand side is piecewise continuous.
There is “memory” in the system, which affects the value of the vector field.
Indeed, such a system naturally has a finite automaton associated with the
hysteresis function H, as pictured in Fig. 3(right). The notation ![condition]
denotes that the transition must be taken when “enabled.” That is, the event
of z attaining a value greater than or equal to A triggers the discrete or phase
transition of the underlying automaton from +1 to —1.

' fz>A]

A ‘

fz<-A]

-A

PR S —
R
=

-1

Fig. 3. (left) Hysteresis function, H, (right) finite automaton associated with H

Disk drive: Once a computer disk drive is up and spinning, it receives exter-
nal commands to find data. The action of the disk drive is modeled by the
differential (or difference equations) capturing the dynamic behavior of the
disk, spindle, disk arm, and motors. The drive receives symbolic inputs of
disk sectors and locations, it waits until the head is settled on the appropriate
cylinder, begins a read operation and then transmits symbolic outputs cor-
responding to the bytes read (see Fig. 4). Again, the edge labels ![condition]
denote transitions taken as soon as the condition is true; Read and Seek(Adr)
are symbolic commands issued from another element/process in the system.
While the logic governing this cycle of operation is simple, the vast majority
of logic inside a disk drive (not shown, see [18]) is for startup, shutdown, and
error handling.

I[ReadDone]
ReadWait Spindle-Ready
Seek(Adr)
On-Cylinder SeekWait
|[HeadSettled]

Fig. 4. Hybrid system associated with main disk drive functionality
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Hopping robot control: Constrained robotic systems are interesting examples
of hybrid systems. In particular, consider the hopping robots of Marc Raibert
[29]. The dynamics of these devices are governed by gravity, as well as the
forces generated by passive and active (pneumatic) springs. The dynamics
change abruptly at certain event times and fall into distinct phases: Flight,
Compression, Thrust, and Decompression; see Fig. 5(left). In fact, Raibert has
built controllers for these machines that embed a finite-state machine that
transitions according to these detected phases; see Fig. 5(right). There, the
variable h is the distance of the hopper’s base from the ground, and z is the
displacement of the spring from equilibrium; 7" is an auxiliary timer, and the
notation /action denotes that on transitioning, 7" is reset to zero; A denotes
logical “and.” Therefore, the transition from Flight to Compression occurs
when touchdown is detected; that from Decompression to Flight upon liftoff.
The switch from Compression to Thrust is controller initiated: when it detects
the bottom-most point of compression, it activates the pneumatic cylinders
to open for a fixed period of time, Tinrust, after which Decompression of the
pneumatic spring continues. Thus, finite automata and differential equations
naturally interact in such devices and their controllers.

Vehicle powertrains: An automobile transmission system takes the continuous
inputs of accelerator position and engine RPM and the discrete input of gear
position and translates them into the motion of the vehicle. Likewise, the
engine has discrete cylinders, which are fired at certain event times, as well
as the continuous variables of fuel/air mixture and temperature. Finally, the
whole powertrain is governed by a number of networked microprocessors to
achieve some overall goal. For example, they may be coordinated by a cruise
control system that accelerates and decelerates under different profiles. The
desired profile is chosen depending on sensor readings (e.g., continuous reading
of elevation, discrete coding of road condition, etc.). In such a case, we are to
design a control system with both continuous and discrete inputs and outputs,
whose internal components themselves are hybrid. This is typical in hybrid
control; see Fig. 6. There, I and O are discrete (i.e., countable) sets of symbols
and U and Y are continuums.

AHS: A more complicated example of a hybrid system arises in the control
structures for an automated highway system (AHS) [36]. The basic goal of one
such system is to increase highway throughput by means of a technique known
as platooning. A platoon is a group of between, say, one and twenty vehicles
traveling closely together in a highway lane at high speeds. To ensure safety—
and proper formation and dissolution of structured platoons from the “free
agents” of single vehicles—requires a bit of control effort! Protocols for basic
maneuvers such as Merge, Split, and ChangelLane have been proposed in terms
of finite-state machines. More conventional controllers govern the engines and
brakes of individual vehicles. Clearly, the system is hybrid, with each vehicle
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Fig. 5. Raibert’s hopping robot: (left) dynamic phases (reproduced from [4], p. 260,
Fig. 3, © Springer-Verlag), (right) finite-state controller with transitions specified
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Fig. 6. Block diagram of prototypical hybrid control system
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having a state determined by continuous variables (such as velocity, engine
RPM, and distance to car ahead) and the finite states of its protocol-enacting
state machines.

Flight control: Flight controllers are organized around the idea of modes. For
example, one might easily imagine different control schemes for Take-Off, As-
cend, Cruise, Descend, and Land. More complex is a whole flight vehicle man-
agement system, which coordinates flight in these different regimes, while also
planning flight paths considering air traffic, weather, fuel economy, and pas-
senger comfort [27].

Preview

Now that we have given a taste of the hybrid nature of real applications,
we turn to developing mathematical models that can capture their behavior.
Instead of proceeding directly to such hybrid models, we build them up, step
by step, from well-known models of completely continuous (viz., ODEs in
Section 2) and completely discrete (viz., finite automata in Section 3) systems.
Then, in Section 4, we present an overarching model of hybrid systems that
combines ODEs and automata. Throughout, we fix ideas using examples.

2 From Continuous Toward Hybrid

In this section, we review ordinary differential equations (ODEs) as a base
continuous model,' then show how to add various discrete phenomena to
them, as seen in the applications above.

2.1 Base continuous model: ODEs

In this chapter, the base continuous dynamical systems dealt with are defined
by the solutions of ODFEs:
o(t) = f(x(t)), (2)

where z(t) € X € R". The function f : X — R" is called a vector field on
R”. We assume existence and uniqueness of solutions.?

Actually, the system of ODEs in (2) is called autonomous or time invariant
because its vector field does not depend explicitly on time. If it did depend

!One can easily use difference equations instead. See [7].
2See [22] for conditions. A well-known sufficient condition is that f is Lipschitz
continuous. That is, there exists L > 0 (called the Lipschitz constant) such that

If(@) = fWIl < Lllz —yll,  forallz,yeX.
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explicitly on time, it would be nonautonomous or time varying, which one
might explicitly note using the following notation:

(t) = f(x(t),1). (3)

An ODE with inputs and outputs [25,31] is given by

#(t) = f(x(t), u(t)),
y(t) = h(z(t),u(t)), (4)

where z(t) e X CR™, u(t) e U CR™, ye€Y CRP, f: R" x R — R",
and h : R® x R™ — RP. The functions u(-) and y(-) are the inputs and
outputs, respectively. Whenever inputs are present, as in (4), we say that f(-)
is a controlled vector field.

Differential inclusions: A differential inclusion allows the derivative to belong
to a set and is written as

(t) € F(x(t)),

where F(x(t)) is a set of vectors in R™. It can be used to model nondetermin-
ism, including that arising from controls or disturbances. For example, the
controlled differential equation of (4) can be viewed as an inclusion by setting

F(‘T) = UuEUf(xﬂu)'

Ezample 1 (Innacurate Clock). A clock that has a time-varying rate between
0.9 and 1.1 can be modeled by & € [0.9,1.1]. Such an inclusion is called a
rectangular inclusion. o

2.2 Adding discrete phenomena

We have seen that hybrid systems are those that involve continuous states
and dynamics, as well as some discrete phenomena corresponding to discrete
states and dynamics. As described above, our focus in this chapter is on the
case where the continuous dynamics is given by a differential equation

x(t) = &),  t=0. (5)

Here, then, xz(t) is considered the continuous component of the hybrid state,
taking values in some subset R™. The vector field £(t) generally depends on
x(t) and the aforementioned discrete phenomena.

Hybrid control systems are those that involve continuous states, dynamics,
and controls, as well as discrete phenomena corresponding to discrete states,
dynamics, and controls. Here, £(t) in (5) is a controlled vector field which
generally depends on x(t), the continuous component u(t) of the control policy,
and the aforementioned discrete phenomena.

In this section, we identify the discrete phenomena alluded to above that
generally arise in hybrid systems. They are as follows:
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autonomous switching, where the vector field changes discontinuously;
autonomous jumps, where the state changes discontinuously;

controlled switching, where a control switches vector fields discontinuously;
controlled jumps, where a control changes a state discontinuously.

Next, we examine each of these discrete phenomena in turn, giving examples.

Autonomous switching

Autonomous switching is the phenomenon where the vector field £(-) changes
discontinuously when the continuous state x(-) hits certain “boundaries” [3,
28,33, 37]. The simplest example of this is when it changes depending on a
“clock” which may be modeled as a supplementary state variable [14]. Another
example of autonomous switching is the hysteresis function from Section 1.

Ezample 2 (Furnace). Consider the problem of controlling a household fur-
nace. The temperature dynamics may be quite complicated, depending on
outside temperature, humidity, luminosity; insulation and layout; whether in-
candescent lights are on, doors are closed, vents are open, people are present;
and many other factors. Thus, let’s just say that when the furnace is On, the
dynamics are given by %(t) = f1(z(t)), where z(t) is the temperature at time
t; likewise, when the furnace is Off, let’s say that the dynamics are given by
z(t) = fo(z(t)). The full system dynamics are that of a switched system:

where ¢(t) = 0 or 1 depending on whether the furnace is Off or On, respec-
tively. o

A particular class of hybrid systems of interest is switched linear systems:
x(t) ZAq(t).’L‘(t), ge{l,...,N},

where z(t) € R™ and each 4, € R"*". Such a system would be autonomous
if the switchings were a function of the state x(t). Sometimes the “switching
rules” might interact with the constituent dynamics to produce unexpected
results, as in the next example.

Ezample 8 (Unstable from Stable). Consider A; and As where

—0.1 1 —0.1 10
A= {—10 —0.1} = { -1 —0.1} '

Then & = A;x, is globally exponentially stable for ¢ = 1,2. But the switched
system using A; in the second and fourth quadrants and As in the first and
third quadrants is unstable. Fig. 7 plots ten seconds of trajectories for each
of A;, Az and the switched system starting from (1,0), (0,1), (107¢,1079),
respectively. In each plot, motion is clockwise. In the first two, the range shown
is [—3, 3] x [—3, 3]; in the last, it is [-2-10°,8 - 10°] x [-5-10%,3.5-10%]. ©
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Fig. 7. Trajectories for (left) Aiz, (center) Asz, and (right) a switched linear system

Autonomous jumps

An autonomous jump is the phenomenon where the continuous state x(-)
jumps discontinuously on hitting prescribed regions of the state space [4,5]. We
may also call these autonomous impulses. The simplest examples possessing
this phenomenon are those involving collisions.

Ezample 4 (Bouncing Ball). Consider the case of the vertical motion of a ball
of mass m under gravity with constant g. The dynamics are given by

T =,

U = —mg.

Further, upon hitting the ground (assuming downward velocity), we instantly
set v to —pv, where p € [0, 1] is the coefficient of restitution. We can encode
the jump in velocity as a rule by saying

If at time ¢, 2(¢) = 0 and v(¢) < 0, then v(tT) = —pov(t).

In this case, v(-) is piecewise continuous (from the right), with discontinuities
occurring when x = 0. This “rule” notation is quite general, but cumbersome.
We have found it more desirable to use the following equational notation:

vT(t) = —pu(t),  (x(t),0(t) €{(0,v) | v <0}

Here, we have used Sontag’s evocative discrete-time transition notation [31]
to denote the “successor” of x(t). o

A general system subject to autonomous impulses may be written as

) = f=(1), ()¢ A (6)
) = G2(1),  2(t) € A

The interpretation of these equations is that the dynamics evolves according
to the differential equation while z is in the complement of the autonomous
jump set A, but that the state is immediately reset according to the map G
upon z’s hitting the set A.
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Controlled switching

Controlled switching is the phenomenon where the vector field £(-) changes
abruptly in response to a control command, usually with an associated cost.
This can be interpreted as switching between different vector fields [38]. Con-
trolled switching arises, for instance, when one is allowed to pick among a
number of vector fields:

&= fy(x), geQ~{1,2,...,N}.

Here, the ¢ that is active at any given time is to be chosen by the controller.
If one were to make the choice an explicit function of state, then the result
would be a closed-loop system with autonomous switches.

Ezample 5 (Satellite Control). In satellite control, one encounters
é = TeffV,

where 6, 6 are the angular position and velocity, respectively, and v €
{-1,0,1}, depending on whether the reaction jets are full reverse, off, or
full on. o

Ezample 6 (Transmission). This example includes controlled switching and
continuous controls. Consider a simplified model of a manual transmission,
modified from one in [14]:

o = [—a(ze/v) +ul/(1 + ),

where 1 is the ground speed, xs is the engine RPM, u € [0, 1] is the throttle
position, and v € {1, 2,3, 4} is the gear shift position. The function a is positive
for a positive argument. o

Controlled jumps

A controlled jump is the phenomenon where the continuous state z(-) changes
discontinuously in response to a control command, usually with an associated
cost [6]. We also call these jumps controlled impulses.

Ezample 7 (Inventory Management). In a simple inventory management model
[6], there are a “discrete” set of restocking times 6 < 63 < --- and associated
order amounts a1, as,.... The equations governing the stock at any given

moment are
B(t) = —p(t) + Y 6t — 0;)a,

where 1 represents degradation/utilization and § is the Dirac delta. Note: If
one makes the stocking times and amounts an explicit function of x (or t),
then these controlled jumps become autonomous jumps. o
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Ezample 8 (Planetary Flybys). Exploration spacecraft typically use close en-
counters with moons and planets to gain energy and change course. At the
level of the entire solar system, these maneuvers are planned by considering
the flight path to be a sequence of parabolic curves, with resets of heading
and velocity occurring at the “point” of encounter. o

3 From Discrete to Hybrid

In this section, we review finite-state machines, or finite automata, as a base
discrete model. We then successively add timing and continuous dynamics,
arriving at models that approach more general hybrid systems.

3.1 Base discrete model: Automata

The base discrete model is usually a finite-state machine, finite transition
system, or finite automaton, for which there is a very rich and beautiful the-
ory [23]. These are actually discrete dynamical systems that process inputs.
Therefore, the direct correspondent to the autonomous ODE of (2) would be
an inputless automaton, which is a dynamical system with a discrete state
space:

Qk+1 = V(Qk:),

where g € @, a finite set.

Ezample 9 (Finite Counter). A finite counter (modulo N) is an inputless au-
tomaton with @ = {0,1,..., N — 1} with v(q) = ¢+ 1. o

Preliminaries: Before defining automata with input, we begin with some stan-
dard material for discussing discrete inputs. A symbol is the abstract entity of
automata theory. Examples are letters and digits. An alphabet is a finite set
of symbols. For example, the English alphabet is A = {a,b,c,...,z} and the
binary alphabet is B = {0,1}. A string or a word (over alphabet I) is a finite
sequence of juxtaposed symbols from I. Thus, cat and jazz and zebra are
strings over A. So are w and qqq. The empty string, denoted ¢, is the string
consisting of zero symbols. The set of all strings over an alphabet I is denoted
by I*. The set of all binary strings is

B* ={e,0,1,00,01,10,11,000,001,...}.

A language (over alphabet I) is merely a set of strings over I. Thus, the
words in a dictionary form a language over A, namely, the English language,
E C A*. Obviously, cat € F and qqq ¢ E. The set of all binary strings of
length two is a language over B, as is the set of all binary strings of even
length. So is B*. Yet another is the strings of odd parity (those having an odd
number of ones):
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Bogq = {1,01,10,001,...}.

The empty set is the empty language, namely the language consisting of no
strings whatsoever. Note that it is different than the language {e}.

DFA: We are now ready to define a (deterministic) finite automaton (DFA)
which is a four-tuple A = (Q, I, v, q), where

Q is a finite set of states,

I is an alphabet, called the input alphabet,

v is the transition function mapping @ x I into ), and
qo € Q is the initial state.

The idea is that the machine above begins in state gy and then re-
sponds to or processes input strings over I. In one move, a DFA in state
q receives/processes symbol a € I and enters state v(g,a). On input word
w = ajas - - an, the DFA in state rg successively processes symbols and se-
quences through states r1,79,...,r,, such that

Trt1 = V(rg, Gk41); k=0,1,2,...,n— 1. (7)
This sequence is called a run of the DFA over w.

Ezample 10 (Parity). Consider DFA Ay, = ({qo,¢1},{0,1}, v, qo), with

v(qo, 1) = qu; v(q1,1) = qo; v(gi,0) = q;, i € {1,2};
see Fig. 8(left). It keeps track of the parity of its input string by counting 1s,
modulo 2. On input 111, it has run qg, g1, qo, q1; on &, it has run qo. o

NFA: The base definition of a DFA can be easily augmented in various ways.
For example, a nondeterministic finite automaton (NFA) would allow a set
of start states and a set-valued transition function mapping @ x I into 29,
so that at any stage the automaton may be in a set of states consistent with
its transition function and the symbols seen so far. In one move, an NFA in
state ¢ receives/processes symbol a and nondeterministically enters any one
of the states in v(q,a). On input word w = ajas - - - a,, an NFA in state rq
nondeterministically sequences through states r1,79,...,r, such that

Te+1 € V(Tg, Grt1); k=0,1,2,...,n—1.

Again, such a sequence is a run of the NFA over w. In general, an NFA has
many runs associated with each string; a DFA only has one.

Marked states: Actually, the traditional definitions of DFA and NFA add a
set of marked or accepting or final states, F'. In computation theory, one then
defines the language of A, which is the set of strings accepted by the machine:
the set of strings that have at least one run that ends in a state in F. For
example, if F = {¢1} in Example 10 above, 111 is accepted and ¢ is not. In
fact, the language of Ay, in this case is Boaa. If F' = {qo, ¢1}, the accepted
language would be B*; if F' = {q1}, it would be B* — Boqq; if F' =0, it is .
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w-Automata: Yet another way to augment the definition above is to allow
machines that process infinite sequences of symbols. An w-string (read “omega
string”) or w-word over an alphabet I is an infinite-length sequence of symbols
from I. For example, the following are w-strings over B:

0 =0000---  1¢=1111---  (01)” =0101---

Likewise, w-languages are sets of w-words. w-automata act in exactly the same
way as finite automata, and can be deterministic or not. Namely, on input
w-word w = ajas -+, a DFA in state ro would successively process symbols
and sequence through states r1, 79, ..., satisfying (7). Again, this sequence of
states is a run over w. In Example 10, the run over 1¢ is qg, q1, 90, q1, - - -

More general automata: Finally, one can add discrete outputs and allow a
countable (versus finite) number of states, resulting in a digital or symbolic
or discrete automaton, with input and output. A discrete automaton is a
machine (@, I, v,O,n) consisting of the state space, input alphabet, transition
function, output alphabet, and output function, respectively. We assume that
@, I, and O are each countable. When these sets are finite, the result is a finite
automaton with output. In any case, the functions involved are v : Q xI — @
and n: Q x I — O. The dynamics of the automaton are specified by

Gr+1 = v(qk, i),
. 8
ok = 1(qr, ix)- ®

Such a model is easily seen to encompass finite automata and w-automata, as
well as other models from the literature (Mealy and Moore machines, push-
down automata, Turing machines, Petri nets, etc.) [15,23].

Ezample 11 (Mealy Machine). Consider the discrete automaton (derived from
[23]7 see Flg 8) Asame = ({qsa q0, ql}a {07 1}7 v, {IL y}a 77)7 with
V(q67i) = 4gi, V(QMO) = qo, V(QM’L) = q1; 77(‘]57@) =, U(Qia 7’) =Y TI(QME) =

each for i € {0,1}, with 0 = 1 and 1 = 0. If this machine starts in g, it
outputs y or n depending on whether the last two symbols seen are the same
or not, respectively. Thus, on input 011, it has run g¢.,qo, g1,¢1 and output
nny. S

St]u’t | 0/n @‘ 0/y

. @.@. S o/all1/n
B s

1 1/n

Fig. 8. (left) Finite automaton for parity, (right) Example Mealy machine
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3.2 Adding continuous phenomena

In moving toward hybrid systems, we may add a variety of more complex con-
tinuous phenomena to the finite and discrete automata above. The continuous
phenomena we will add are as follows:

Global time, where one adds a single global clock with unity rate.
Timed automata, where one adds a set of such clocks, and the ability to
reset them,

o Skewed-clock automata, where each clock has a different, uniform (in each
location), rational rate.

e  Multi-rate automata, where each clock variable can take on different, ra-
tional rates in each location.

Next, we examine each of these in turn. For ease of discussion, note that
discrete states are also referred to as modes, phases, or locations.

Global time

Usually, digital automata are thought of as evolving in “abstract time,” where
only the ordering of symbols or “events” matters. See (8). We may add the
notion of time by associating with the kth transition the time, ¢, at which it
occurs [15]:

Finally, this automaton may be thought of as operating in “continuous time”
by the convention that the state, input, and output symbols are piecewise
continuous functions. We may again use Sontag’s transition notation [31] to
denote this. The result is the following system of equations, where ¢, o are
piecewise continuous in time:

¢ (t) = v(q(t),i(t)),
oft) = n(q(t),i(t)). (9)

Here, the state ¢(t) changes only when the input symbol i(¢) changes.

Timed automata

Timed automata more fully incorporate the notion of real time with automata
[1]. Whereas finite automata process words, timed automata process timed
words. A timed word (over input alphabet I) is a finite sequence of symbols
and their respective times of occurrence: (i1,t1), (i2,t2),...,(in,tN), Where
each i € I, each t, € Ry, and times strictly increase: tpy1 > tx. A timed
w-word is an infinite sequence (i, t1), (i2,t2),..., with all as above plus the
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constraint that time progresses without bound: for all T' € R, there exists a
k such that t; > T'. The latter condition is necessary to avoid Zeno behavior.
For example, the sequence of times 1/2,3/4,7/8,15/16,31/32, . ..is not a valid
time sequence. A timed language is merely a set of timed words.

A timed automaton is the same as an automaton except that one adds a
finite number of real-valued clocks, plus the ability to reset clocks and test
constraints on clocks when traversing edges. A clock constraint, x, may take
one of the forms

(J;SC)v (ng)v X0, X1\ Xz,

where x is a clock variable, ¢ is a rational constant, = denotes logical negation,
A denotes logical “and”, and y; are themselves valid clock constraints. Note
that these forms plus the rules of logic allow one to build up more complicated
tests, including the following:

(r=c)<=(r<c)A(c<Lx),

(x<ec) <= (z<c)AN(x=0c),

X1V xz <= ~(=x1 A ~xa),
True <= (z < ¢) V (¢ < x).

<c
<c

In drawings, the notation 7y is used to denote the fact that the edge may be
taken only if the clock constraint y is true; we have found it useful to let !y
mean that the edge must be taken when x is true.

Ezample 12 (Bounded Response Time). Consider the timed automaton in Fig.
9(left), which is taken from [1]. If it starts in go, it will process strings of the
form (ad)“ such that the time between every a and its corresponding d is
less than 2. It can be used to model the fact that every “arrival” needs to be
serviced (needs to “depart”) within two seconds. ©

Ezample 13 (Switch with Delay). This example is modified from one describ-
ing a metal oxide semiconductor (MOS) transistor [26]. It can also be used
to model relays, pneumatic valves, and other switches with delay. Specifically,
consider a switch that can be On or Off, but that takes one second to acti-
vate. Let U and D denote the symbolic inputs corresponding to commanding
the switch on or off, respectively. Then the switch can be modeled as a timed
automaton as in Fig. 9(right). Note that issuing command U resets the clock
to zero, and if a D command arrives within one time unit later, the switch
goes back to off. o

The theory of timed automata is almost as rich and beautiful as the theory
of finite automata. In fact, certain verification problems for timed automata
can be translated directly into questions about (generally much larger) finite-
state machines. See [1] for details.
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a/z:=0

d, 2(x < 2)

Fig. 9. Timed automata modeling (left) bounded response time, (right) a switch
with delay

Skewed-clock automata

To summarize, a timed automaton has a finite set, C, of clocks, z; € C such
that #; = 1 for all clocks and all locations. In a skewed-clock automaton,
T; = k; where each k; is a rational number.

Remark 1. Skewed-clock automata are equivalent to timed automata. That
is, any skewed-clock automaton can be converted into an equivalent timed
automaton, and vice versa.

Proof. Tt is obvious that every timed automaton is a special case of a skewed-
clock automaton, wherein each k; = 1. For the converse, we have two cases to
consider:

1. k; = 0: In this case, z;(t) remains constant and any conditions involving
it are uniformly true or false (and thus may be reduced or removed using
the rules of logic).

2. k; # 0: In this case, we note that x;(¢t) = x;(0) + k;t, so that x;(¢)/k; =
x;(0)/k; + t. This means we can divide every constant to which z; is
compared by k;, and then use the associated clock Z; = x;/k;, with z; = 1.

]

Multi-rate automata

A multi-rate automaton has &; = k; 4 at location ¢ € @), where each k; 4 is a
rational number; see Fig. 10.
Some notes are in order, both with respect to Fig. 10 and in general:

Some variables might have the same rates in all states, e.g., w.
Some variables might be stopwatches (derivative either 0 or 1), measuring
a particular time. For example, x is a stopwatch measuring the elapsed
time spent in the upper left state.

e Not all dynamics change at every transition. For example, y changes dy-
namics in transitioning along Edges 2 and 3, but not along Edge 1.

e Every skewed-clock automaton is a multi-rate automaton that simply has
kiq =k; for all g € Q.
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Fig. 11. (left) A multi-rate automaton with Zeno behavior. (right) Continuous-state
dynamics over time, starting in ¢1 at (z,y) = (0,4); events pile up at t = 4

Multi-rate automata can exhibit what is called Zeno behavior [39], where
event times “pile up,” not allowing time to progress; see Fig. 11. In general,
the behavior of multi-rate automata is even more complicated, being compu-
tationally undecidable [21].

There is a simple constraint on multi-rate automata that yields a class that
permits analysis. An initialized multi-rate automaton adds the constraint that
a variable must be reset when traversing an edge if its dynamics change while
crossing that edge. This was not the case for the Zeno system of Fig. 11. This
would be the case for the automaton in Fig. 10 if z and z were initialized on
Edge 1, y and z were initialized on Edge 2, and x, y, and z were initialized
on Edge 3.
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Remark 2. An initialized multi-rate automaton can be converted into a timed
automaton.

Proof. The idea is to use the same trick as in Remark 1, as many times for
each variable as it has different rates. Note that the fact that the automaton
is “Initialized” is crucial. See [21] for details. Ul

3.3 Other refinements

Rectangular automata: Going from rates to rectangular inclusions, one can
define rectangular and multi-rectangular automata. Specifically, a rectangu-
lar automaton has each &; € [I;,u;], where [; and w; are rational constants,
uniformly over all locations. Thus, they generalize skewed-clock automata. In-
deed, letting I; = u; = k; recovers them. Analogously, multi-rate automata can
be generalized to multi-rectangular automata. That is, each variable satisfies a
(generally different) rectangular inclusion in each location. Usually, rectangu-
lar automata allow the setting of initial values and the resetting of variables to
be performed within rectangles as well. Initialized multi-rectangular automata
are constrained to perform a reset on a variable along edges that change the
rectangular inclusions governing its dynamics.

Remark 3. An initialized multi-rectangular automaton can be converted to an
initialized multi-rate automaton (and hence a timed automaton).

Proof. The idea is to replace each continuous variable, say =, with two vari-
ables, say x; and x,, that track lower and upper bounds on its value, respec-
tively. See [21] for details. Then, invoke Remark 2. ]

Adding control: A rich control theory for automata models can be built by
allowing the disabling of certain controllable input symbols. See [15,30].

4 Hybrid Dynamical Systems and Hybrid Automata

Briefly, a hybrid dynamical system is an indexed collection of ODEs along with
a map for “jumping” among them (switching the dynamical system and/or
resetting the state). This jumping occurs whenever the state satisfies certain
conditions, given by its membership in a specified subset of the state space.
Hence, the entire system can be thought of as a sequential patching together of
ODEs with initial and final states, the jumps performing a reset to a (generally
different) initial state of a (generally different) ODE whenever a final state is
reached. See Fig. 12.

Formally, a hybrid dynamical system (HDS)3 is asystem H = (Q, X, A, G),
with constituent parts as follows:

3A more general notion, GHDS (general HDS), appears in [7]. Tt allows each
ODE to be replaced by a general dynamical system; most notably, one could replace
the ODEs with difference equations.
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Fig. 12. Example dynamics of an HDS

Q is the countable set of index or discrete states.
3 = {¥,}4eq is the collection of systems of ODEs. Thus, each system X,
has vector fields f;, : X; — R4, representing the continuous dynamics,
evolving on X, C R, dq € Z, which are the continuous state spaces.

o A ={A;}4ecq, Ay C X, for each ¢ € @, is the collection of autonomous
jump sets.

o G = {Gy}qeq, where G4 : A; — S are the autonomous jump transition
maps, said to represent the discrete dynamics.

Thus, S = U,cq Xq % {q} is the hybrid state space of H. For convenience,
we use the following shorthand. S; = X, x {¢}, and A =J, o Aq X {q} is the
autonomous jump set. G : A — S is the autonomous jump transition map,
constructed componentwise in the obvious way. The jump destination sets
D = {D,}4eq may be defined by D, = m1[G(A) N S|, where 7; is projection
onto the ith coordinate. The switching manifolds or transition manifolds,
M, , C Ag, are given by M, , = G;l(Dp,p)7 i.e., the set of states for which
transitions from index ¢ to index p can occur.

The dynamics of the HDS H are as follows.* The system is assumed to
start in some hybrid state in S\ A, say so = (2o, qo). It evolves according to
& = fg (x) until the state enters—if ever—A,, at the point s; = (27, qo). At

4For the solutions described to be well defined, it is sufficient that for all g, Aqis
closed, Dy N Ay =0, and f, is Lipschitz continuous. Note, however, that in general
these solutions are not continuous in the initial conditions. See [7] for details.
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this time it is instantly transferred according to transition map to Gy, (x;) =
(z1,q1) = s1, from which the process continues.
We now collect some notes about HDS:

e ODEs and automata. First, note that in the case |Q] = 1 and A = 0
we recover all differential equations. With |Q)] = N and each f, = 0, we
recover finite automata.

o Outputs. It is straightforward to add continuous and discrete output maps
for each constituent system to the above model.

e Changing state space and overlaps. The state space may change. This is
useful in modeling component failures or changes in dynamical description
based on autonomous—and later, controlled—events which change it. Ex-
amples include the collision of two inelastic particles or an aircraft mode
transition that changes variables to be controlled [27]. We allow the X, to
overlap and the inclusion of multiple copies of the same space. This may
be used, for example, to take into account overlapping local coordinate
systems on a manifold [4]. It was also used in the hysteresis example.

o Transition delays. It is possible to model the fact that autonomous jumps
may not be instantaneous by simply adding an autonomous jump delay
map, A, : A xV — Ry. This map associates a (possibly zero) delay
to each autonomous jump. Thus, a jump begins at some time, 7, and is
completed at some later time I" > 7. This concept is useful as jumps may
be introduced to represent an aggregate set of relatively fast, transitory
dynamics. Also, some commands include a finite delay from issuance to
completion. An example is closing a hydraulic valve.

It is easy to see that the case of HDS with |Q| finite is a coupling of fi-
nite automata and differential equations. Indeed, an HDS can be pictured as
a hybrid automaton as in Fig. 13. There, each node is a constituent ODE,
with the index the name of the node. Each edge represents a possible tran-
sition between constituent systems, labeled by the appropriate condition for
the transition’s being “enabled” and the update of the continuous state (cf.
[20]). The notation ![condition] denotes that the transition must be taken when
enabled.

Ezample 14 (Bouncing Ball Revisited). We may draw a hybrid automaton
associated with the bouncing ball of Example 4. The velocity resets are au-
tonomous and must occur when the ball hits the ground. See Fig. 14. o

Ezample 15 (Furnace Revisited). Consider the furnace controller of Example
2, and a goal to keep the temperature around 23 degrees Celsius. To avoid
inordinate switching around the setpoint (known as chattering), we implement
the control with hysteresis as in Fig. 15(left). This controller will

1. Turn the furnace On when it is Off and the temperature falls below 21.
2. Turn the furnace Off when it is On and the temperature rises above 25.
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Fig. 13. Hybrid automaton representation of an HDS

N=0)A@w<0)]/v=—pw

Fig. 14. Hybrid automaton for the bouncing ball of Example 4

Suppose, also, that the furnace should never be on more than 55 minutes
straight, and that it must remain Off for at least 5 minutes. The latter can
be accomplished by adding a timer variable that is reset on state transitions.
The refined hybrid controller is pictured in Fig. 15(right). o

ae<21]

fz>25]

Fig. 15. Hybrid controllers for furnace: (left) simple hysteresis, (right) refinement

4.1 Adding control

We now add to the above the ability to make decisions, that is, to control an
HDS by choosing among sets of possible actions at various times. Specifically,
we allow (i) the possibility of continuous controls for each ODE, (ii) the ability
to make decisions at the autonomous jump points, and (iii) to add controlled
jumps, where one may decide to jump or not and have a choice of destination
when the state satisfies certain constraints.

Formally, a controlled hybrid dynamical system (CHDS) is a system H. =
(@Q,%2,A,G,C,F), with constituent parts as in an HDS, except as follows:
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o ¥ = {Y,}4eq is now a collection of controlled ODEs, with controlled
vector fields f, : X, x U, — R representing the (controlled) continuous
dynamics, where U, C R, mg € Z_, are the continuous control spaces.

o G ={Gy}qeq, where G, : A; x V; — S are the autonomous jump transi-
tion maps, now modulated by the discrete decision sets V.

C = {Cy}q4eq, Cqy C Xy, is the collection of controlled jump sets.
F = {F,},cq, where F, : C;, — 25 is the collection of set-valued controlled
jump destination maps.

Again, S = J,cq Xq % {g} is the hybrid state space of H.. As before,
we introduce some shorthand beyond that defined for the HDS above. We let
C = quQ C, x {q}; we let F : C — 25 denote the set-valued map composed
in the obvious way from the set-valued maps Fj,.

The dynamics of the CHDS H, are as follows. The system is assumed to
start in some hybrid state in S\ A, say so = (zo,q0). It evolves according
to & = fg(z,u) until the state enters—if ever—either A, or C,, at the
point s7 = (7 ,qo). If it enters A,,, then it must be transferred according to
transition map G, (x7,v) for some chosen v € V. If it enters Cy,, then we
may choose to jump and, if so, we may choose the destination to be any point
in Fy,(27). In either case, we arrive at a point s; = (z1,¢1) from which the
process continues. See Fig. 16.

D]
)

i

Fig. 16. Example dynamics of a CHDS
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A CHDS can also be pictured as an automaton, as in Fig. 17. There, each
node is a constituent controlled ODE, with the index the name of the node.
The notation ?[condition] denotes an enabled transition that may be taken on
command; “:€” means reassignment to some value in the given set.

NzelC,]/x:€Fy(x)

Nexel,]/ x:€Fyx)

Fig. 17. Hybrid automaton representation of a CHDS

Ezample 16 (Transmission Revisited). Some modern performance sedans offer
the driver the ability to shift gears electronically. However, there are often
rules in place that prevent certain shifts, or automatically perform certain
shifts, to maintain safe operation and reduce wear. These rules are often a
function of the engine RPM (z3 in Example 6). A portion of the hybrid
controller incorporating such logic is shown in Fig. 18. The rules pictured
only allow the driver to shift from Gear 1 to Gear 2 if the RPM exceeds 1800,
but automatically makes this switch if the RPM exceeds 3500. Similar rules
would exist for higher gears; more complicated rules might exist regarding
Neutral and Reverse. o

[z > 3500 ], ?[ 2 > 1800 ]

Gear 2

b2 = [alea/2) + /3

[ w3 < 1200 ], ?[ 2 < 2000 ]

Fig. 18. Portion of hybrid transmission controller
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5 Going Further

A survey of the hybrid systems literature is well beyond the scope of this
chapter. For early surveys and more details on hybrid systems modeling, see
[2,7,19]. For a recent monograph on switching systems, see [24]. Analysis and
control techniques for hybrid systems have been developed. See [7] for details
and [9] for a summary. For a more complete survey of stability tools, see [8,16].
The papers [10,11,13] developed an optimal control theory and algorithms for
designing hybrid control systems. A game theoretic approach appears in [34].
For an introduction to hybrid systems simulation, see [12].
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1 Introduction

The term ‘finite automata’ describes a class of models of computation that
are characterised by having a finite number of states. The use of the word ‘au-
tomata’ harks back to the early days of the subject in the 1950’s when they
were viewed as abstract models of real circuits. However, the readers of this
chapter can also view them as being implemented by programming languages,
or as themselves constituting a special class of programming languages. Taking
this latter viewpoint, finite automata form a class of programming languages
with very restricted operation sets: roughly speaking, programs where there
is no recursion or looping. In particular, none of them is a universal program-
ming language; indeed, it is possible to prove that some quite straightforward
operations cannot be programmed even with the most general automata I
discuss. Why, then, should anyone be interested in programming with, as it
were, one hand tied behind his back? The answer is that automata turn out
to be useful — so they are not merely mathematical curiosities. In addition,
because they are restricted in what they can do, we can actually say more
about them, which in turn helps us manipulate them.

The most general model I discuss in this chapter is that of a finite trans-
ducer, in Section 3.3, but I build up to this model in Sections 2, 3.1, and 3.2
by discussing, in increasing generality: finite acceptors, finite purely sequen-
tial transducers, and finite sequential transducers. The finite acceptors form
the foundation of the whole enterprise through their intimate link with regu-
lar expressions and, in addition, they form the pattern after which the more
general theories are modeled.

What then are the advantages of the various kinds of finite transducers
considered in this chapter? There are two main ones: the speed with which
data can be processed by such a device, and the algorithms that enable one
to make the devices more efficient. The fact that finite transducers of vari-
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ous kinds have turned out to be useful in natural language processing is a
testament to both of these advantages [23]. I discuss the advantages of finite
transducers in a little more detail in Section 4.

To read this chapter, I have assumed that you have been exposed to a first
course in discrete math(s); you need to know a little about sets, functions, and
relations, but not much more. My goal has been to describe the core of the
theory in the belief that once the basic ideas have been grasped, the business
of adding various bells and whistles can easily be carried out according to
taste.

Other reading There are two classic books outlining the theory of finite
transducers: Berstel [4] and Eilenberg [12]. Of these, I find Berstel’s 1979
book the more accessible. However, the theory has moved on since 1979, and
in the course of this chapter I refer to recent papers that take the subject up
to the present day. In particular, the paper [24] contains a modern, mathemat-
ical approach to the basic theory of finite transducers. The book by Jacques
Sakarovitch [30] is a recent account of automata theory that is likely to become
a standard reference. The chapters by Berstel and Perrin [6], on algorithms on
words, and by Laporte [21], on symbolic natural language processing, both to
be found in the forthcoming book by M. Lothaire, are excellent introductions
to finite automata and their applications. The articles [25] and [35] are inter-
esting in themselves and useful for their lengthy bibliographies. My chapter
deals entirely with finite strings — for the theory of infinite strings see [26].
Finally, finite transducers are merely a part of theoretical computer science;
for the big picture, see [17].

Terminology This has not been entirely standardised so readers should be on
their guard when reading papers and books on finite automata. Throughout
this chapter I have adopted the following terminology introduced by Jacques
Sakarovitch and suggested to me by Jean-Eric Pin: a ‘purely sequential func-
tion’ is what is frequently referred to in the literature as a ‘sequential function’;
whereas a ‘sequential function’ is what is frequently referred to as a ‘subse-
quential function’. The new terminology is more logical than the old, and
signals more clearly the role of sequential functions (in the new sense).

2 Finite Acceptors

The automata in this section might initially not seem very useful: their re-
sponse to an input is to output either a ‘yes’ or a ‘no’. However, the concepts
and ideas introduced here provide the foundation for the rest of the chapter,
and a model for the sorts of things that finite automata can do.
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2.1 Alphabets, strings, and languages

Information is encoded by means of sequences of symbols. Any finite set A used
to encode information will be called an alphabet, and any finite sequence whose
components are drawn from A is called a string over A or simply a string,
and sometimes a word. We call the elements of an alphabet symbols, letters,
or tokens. The symbols in an alphabet do not have to be especially simple;
an alphabet could consist of pictures, or each element of an alphabet could
itself be a sequence of symbols. A string is formally written using brackets and
commas to separate components. Thus (now, is, the, winter, of, our, discontent)
is a string over the alphabet whose symbols are the words in an English
dictionary. The string () is the empty string. However, we shall write strings
without brackets and commas and so, for instance, we write 01110 rather
than (0,1,1,1,0). The empty string needs to be recorded in some way and we
denote it by €. The set of all strings over the alphabet A is denoted by A*,
read ‘A star’. If w is a string then |w | denotes the total number of symbols
appearing in w and is called the length of w. Observe that || = 0. It is worth
noting that two strings u and v over an alphabet A are equal if they contain
the same symbols in the same order.

Given two strings z,y € A*, we can form a new string z - y, called the
concatenation of x and y, by simply adjoining the symbols in y to those in
x. We shall usually denote the concatenation of x and y by xy rather than
x - y. The string € has a special property with respect to concatenation: for
each string © € A* we clearly have that ex = x = ze. It is important to
emphasise that the order in which strings are concatenated is important: thus
xy is generally different from yz.

There are many definitions concerned with strings, but for this chapter I
just need two. Let x,y € A*. If u = zy then z is called a prefiz of u, and y is
called a suffix of u.

Alphabets and strings are needed to define the key concept of this section:
that of a language. Before formally defining this term, here is a motivating
example.

Example 1. Let A be the alphabet that consists of all words in an English
dictionary; so we regard each English word as being a single symbol. The set
A* consists of all possible finite sequences of words. Define the subset L of A*
to consist of all sequences of words that form grammatically correct English
sentences. Thus

to be or not to bee L
whereas
be be to to or not ¢ L.

Someone who wants to understand English has to learn the rules for deciding
when a string of words belongs to the set L. We can therefore think of L as
being the English language.
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For any alphabet A, any subset of A* is called an A-language or a language
over A or simply a language. Languages are usually infinite; the question we
shall address in Section 2.2 is to find a finite way of describing (some) infinite
languages.

There are a number of ways of combining languages to make new ones. If
L and M are languages over A so are LN M, L UM, and L': respectively,
the intersection of L and M, the union of L and M, and the complement of
L. These are called the Boolean operations and come from set theory. Recall
that ‘x € LU M’ means ‘c € L or x € M or both.” In automata theory, we
usually write L + M rather than L U M when dealing with languages. There
are two further operations on languages that are peculiar to automata theory
and extremely important: the product and the Kleene star. Let L and M be
languages. Then

L-M={xy: x€Landyec M}

is called the product of L and M. We usually write LM rather than L- M. A
string belongs to LM if it can be written as a string in L followed by a string
in M. For a language L, we define L° = {¢}, and L"*! = L"-L. For n > 0, the
language L™ consists of all strings u of the form u = z; ...z, where z; € L.
The Kleene star of a language L, denoted L*, is defined to be

L*=L°+ L'+ L%+ ....

2.2 Finite acceptors

An information-processing device transforms inputs into outputs. In general,
there are two alphabets associated with such a device: an input alphabet A for
communicating with it, and an output alphabet B for receiving answers. For
example, consider a device that takes as input sentences in English and out-
puts the corresponding sentence in Russian. In later sections, I shall describe
mathematical models of such devices of increasing generality. In this section,
I shall look at a special case: there is an input alphabet A, but each input
string causes the device to output either ‘yes’ or ‘no’ once the whole input
has been processed. Those input strings from A* that cause the machine to
output ‘yes’ are said to be accepted by the machine, and those that cause it
to output ‘no’ are said to be rejected. In this way, A* is partitioned into two
subsets: the ‘yes’ subset we call the language accepted by the machine, and
the ‘no’ subset we call the language rejected by the machine. A device that
operates in this way is called an acceptor. We shall describe a mathematical
model of a special class of acceptors. Our goal is to describe potentially infinite
languages by finite means.

A finite (deterministic) acceptor A is specified by five pieces of informa-
tion:

A=(SA146T),

where S is a finite set called the set of states, A is the finite input alphabet, i
is a fixed element of S called the initial state, § is a function §: S x A — S,
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called the transition function, and T is a subset of S (possibly empty!) called
the set of terminal or final states.

There are two ways of providing the five pieces of information needed to
specify an acceptor: transition diagrams and transition tables. A transition
diagram is a special kind of directed labeled graph: the vertices are labeled
by the states S of A; there is an arrow labeled a from the vertex labeled
s to the vertex labeled t precisely when d§(s,a) = ¢ in A. That is to say,
the input a causes the acceptor A to change from state s to state t. Finally,
the initial state and terminal states are distinguished in some way: we mark

the initial state by an inward-pointing arrow, H@, and the terminal

states by double circles . A transition table is just a way of describing the
transition function ¢ in tabular form and making clear in some way the initial
and terminal states. The table has rows labeled by the states and columns
labeled by the input letters. At the intersection of row s and column a we put
the element 0(s,a). The states labeling the rows are marked to indicate the
initial state and the terminal states.

Ezample 2. Here is a simple example of a transition diagram of a finite accep-
tor.

a

RG SV,

We can easily read off the five ingredients that specify an acceptor from this
diagram:

The set of states is S = {s,t}.
The input alphabet is A = {a, b}.
The initial state is s.

The set of terminal states is {¢}.

The transition function §: S x A — S is given by
0(s,a) =s, O(s,b)=t, I(t,a) =s, and 6(¢,b) =t.
Here is the transition table of our acceptor.

ab

— slst
—tlst

We designate the initial state by an inward-pointing arrow — and the terminal
states by outward-pointing arrows <. If a state is both initial and terminal,
then the inward- and outward-pointing arrows will be written as a single
double-headed arrow «.
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To avoid too many arrows cluttering up a transition diagram, the following
convention is used: if the letters aq, ..., a,, label m transitions from the state
s to the state t, then we simply draw one arrow from s to t labeled aq, ..., an,
rather than m arrows labeled a; to a,,, respectively.

Let A be a finite acceptor with input alphabet A and initial state i. For
each state ¢ of A and for each input string z, there is a unique path in A
that begins at ¢ and is labeled by the symbols in « in turn. This path ends
at a state we denote by ¢ - x. We say that = is accepted by A if i -z is a
terminal state. That is, x labels a path in A that begins at the initial state
and ends at a terminal state. Define the language accepted or recognised by
A, denoted L(A), to be the set of all strings in the input alphabet that are
accepted by A. A language is said to be recognisable if it is accepted by some
finite automaton. Observe that the empty string is accepted by an automaton
if and only if the initial state is also terminal.

Ezample 3. We describe the language recognised by our acceptor in Exam-
ple 2. We have to find all those strings in (a + b)* that label paths starting at
s and finishing at ¢. First, any string x ending in a ‘b’ will be accepted. To see
why, let x = x’'b where 2’ € A*. If 2’ leads the acceptor to state s, then the b
will lead the acceptor to state t; and if ' leads the acceptor to state ¢, then
the b will keep it there. Second, a string x ending in ‘a’ will not be accepted.
To see why, let © = 2’a where 2’ € A*. If 2’ leads the acceptor to state s, then
the a will keep it there; and if 2’ leads the acceptor to state ¢, then the a will
send it to state s. We conclude that L(A) = A*{b}.

Here are some further examples of recognisable languages. I leave it as an
exercise to the reader to construct suitable finite acceptors.

Ezample 4. Let A = {a,b}.

(i) The empty set @) is recognisable.
(ii) The language {e} is recognisable.
(iii) The languages {a} and {b} are recognisable.

It is worth pointing out that not all languages are recognisable. For ex-
ample, the language consisting of those strings of a’s and b’s having an equal
number of a’s and b’s is not recognisable.

One very important feature of finite (deterministic) acceptors needs to
be highlighted, since it has great practical importance. The time taken for a
finite acceptor to determine whether a string is accepted or rejected is a linear
function of the length of the string; once a string has been completely read,
we will have our answer.

The classic account of the theory of finite acceptors and their languages
is contained in the first three chapters of [16]. The first two chapters of my
book [22] describe the basics of finite acceptors at a more elementary level.
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2.3 Non-deterministic e-acceptors

The task of constructing a finite acceptor to recognise a given language can
be a frustrating one. The chief reason for the difficulty is that finite acceptors
are quite rigid: they have one initial state, and for each input letter and each
state exactly one transition. Our first step, then, will be to relax these two
conditions.

A finite non-deterministic acceptor A is determined by five pieces of
information:

A=(SA1T)),

where S is a finite set of states, A is the input alphabet, I is a set of initial
states, 6: S x A — P(S) is the transition function, where P(S) is the set
of all subsets of S, and T is a set of terminal states. In addition to allowing
any number of initial states, the key feature of this definition is that (s, a)
is now a subset of S, possibly empty. The transition diagrams and transition
tables we defined for deterministic acceptors can easily be adapted to describe
non-deterministic ones. If ¢ is a state and x a string, then the set of all states
¢’ for which there is a path in A beginning at ¢, ending at ¢/, and labeled by
x is denoted by ¢ - . The language L(A) recognised by a non-deterministic
acceptor consists of all those strings in A* that label a path in A from at least
one of the initial states to at least one of the terminal states.

It might be thought that, because there is a degree of choice available,
non-deterministic acceptors might be able to recognise languages that deter-
ministic ones could not. In fact, this is not so.

Theorem 1. Let A be a finite non-deterministic acceptor. Then there is an

algorithm for constructing a deterministic acceptor, A%, such that L(A?) =
L(A).

We now introduce a further measure of flexibility in constructing acceptors.
In both deterministic and non-deterministic acceptors, transitions may only be
labeled with elements of the input alphabet; no edge may be labeled with the
empty string €. We shall now waive this restriction. A finite non-deterministic
acceptor with e-transitions or, more simply, a finite e-acceptor, is a 5-tuple,

A: (S’A7I75’T)7

where all the symbols have the same meanings as in the non-deterministic
case except that now

0: Sx (Au{e}) — P(S).

The only difference between such acceptors and non-deterministic ones is that
we allow transitions, called e-transitions, of the form

oo
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A path in an e-acceptor is a sequence of states each labeled by an element
of the set AU {e}. The string corresponding to this path is the concatenation
of these labels in order; it is important to remember at this point that for
every string  we have that ex = x = ze. We say that a string x is accepted
by an e-automaton if there is a path from an initial state to a terminal state
the concatenation of whose labels is x.

Ezxample 5. Consider the following finite e-acceptor:

The language it recognises is {a, b}. The letter a is recognised because ae labels
a path from the initial to the terminal state, and the letter b is recognised
because cbe labels a path from the initial to the terminal state.

The existence of e-transitions introduces a further measure of flexibility
in building acceptors but, as the following theorem shows, we can convert
such acceptors to non-deterministic automata without changing the language
recognised.

Theorem 2. Let A be a finite e-acceptor. Then there is an algorithm that
constructs a non-deterministic acceptor without e-transitions, A®, such that
L(A®%) = L(A).

Example 6. We can use e-acceptors to prove that if L and M are recognisable
languages, then so is LM . By assumption, we are given two acceptors A and
B such that L(A) = L and L(B) = M. We picture A and B schematically as
follows:

- © O
—() A and — ) B
O L ©

Now construct the following e-acceptor: from each terminal state of A draw
an e-transition to the initial state of B. Make each of the terminal states of
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A ordinary states and make the initial state of B an ordinary state. Call the
resulting acceptor C. This can be pictured as follows:

Q) ©
—( A O
@ ©

It is easy to see that this e-acceptor recognises LM. By Theorem 2, we can
construct a non-deterministic acceptor recognising LM, and by Theorem 1
we can convert this non-deterministic acceptor into a deterministic acceptor
recognising LM . We have therefore proved that LM is recognisable.

Using the idea of Example 6, the following can easily be proved.

Theorem 3. Let A be an alphabet and L and M be languages over A.

(i) If L and M are recognisable then L + M is recognisable.
(ii) If L and M are recognisable then LM is recognisable.
(iii) If L is recognisable then L* is recognisable.

It is worth mentioning that the recognisable languages are closed under all
the Boolean operations: thus if L and M are recognisable so too are L N M,
L+ M, and L’'. Furthermore, given finite deterministic acceptors for L and
M, it is easy to construct directly finite deterministic acceptors for L N M,
L+ M, and L'. The proof of this can be found in Chapter 2 of [22].

The explicit algorithms for constructing deterministic acceptors from non-
deterministic ones (‘the subset construction’), and non-deterministic acceptors
from e-acceptors are described in most books on automata theory; see [16],
and Chapters 3 and 4 of [22], for example.

2.4 Kleene’s theorem

This is now a good opportunity to reflect on which languages we can now prove
are recognisable. I want to pick out four main results. Let A = {ay,...,a,}.
Then from Example 4 and Theorem 3, we have the following:

Each of the languages 0, {€}, and {a;} is recognisable.
The union of two recognisable languages is recognisable.
The product of two recognisable languages is recognisable.
The Kleene star of a recognisable language is recognisable.
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Call a language over an alphabet basic if it is either empty, consists of the
empty string alone, or consists of a single symbol from the alphabet. Then
what we have proved is the following: a language that can be constructed from
the basic languages by using only the operations +, -, and * a finite number of
times must be recognisable. Such a language is said to be regular or rational.

Ezample 7. Consider the language L over the alphabet {a, b} that consists of
all strings of even length. We shall show that this is a regular language. A
string of even length is either empty, or can be written as a product of strings
of length 2. Conversely every string that can be written as a product of strings
of length 2 has even length. It follows that

L= ((({aHa} + {a}{}) + {bHa}) + {b}{b})".
Thus L is regular.
In the example above, we would much rather write
L = (aa + ab+ ba + bb)*

for clarity. How to do this in general is formalised in the notion of a ‘regular
expression.” Let A = {aq,...,a,} be an alphabet. A regular expression (over
A) or rational expression (over A)is a sequence of symbols formed by repeated
application of the following rules:

(R1) @ is a regular expression.

(R2) ¢ is a regular expression.

(R3) ai,...,a, are each regular expressions.

(R4) If s and ¢ are regular expressions then so is (s + ).

(R5) If s and ¢ are regular expressions then so is (s - £).

(R6) If s is a regular expression then so is (s*).

(R7) Every regular expression arises by a finite number of applications of the

rules (R1) through (R6).

As usual, we will write st rather than s-t. Each regular expression s describes
a regular language, denoted by L(s). This language is calculated by means of
the following rules. Simply put, they tell us how to ‘insert the curly brackets.’

(D1) L(0) = 0.

(D2) L(e) = {e}.

(D3) L(a;) = {a:}.

(D4) L(s+t) = L(s)+ L(¢)
(D5) L(s-t) = L(s) - L(t)
(D6) L(s*) = L(s)*.

It is also possible to get rid of many of the left and right brackets that occur in a
regular expression by making conventions about the precedence of the regular
operators. When this is done, regular expressions form a useful notation for
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describing regular languages. However, if a language is described in some other
way, it may be necessary to carry out some work to find a regular expression
that describes it; Example 7 illustrates this point.

The first major result in automata theory is the following, known as
Kleene’s theorem.

Theorem 4. A language is recognisable if and only if it is regular. In par-
ticular, there are algorithms that accept as input a reqular erpression r, and
output a finite acceptor A such that L(A) = L(r); and there are algorithms
that accept as input a finite acceptor A, and output a regular expression r

such that L(r) = L(A).

This theorem is significant for two reasons: first, it tells us that there is
an algorithm that enables us to construct an acceptor recognising a language
from a suitable description of that language; second, it tells us that there is
an algorithm that will produce a description of the language recognised by an
acceptor.

A number of different proofs of Kleene’s theorem may be found in Chap-
ter 5 of [22]. For further references on how to convert regular expressions into
finite acceptors, see [5] and [7]. Regular expressions as I have defined them are
useful for proving Kleene’s theorem but hardly provide a convenient tool for
describing regular languages over realistic alphabets containing large numbers
of symbols. The practical side of regular expressions is described by Friedl [14]
who shows how to use regular expressions to search texts.

2.5 Minimal automata

In this section, I shall describe an important feature of finite acceptors that
makes them particularly useful in applications: the fact that they can be
minimised. I have chosen to take the simplest approach in describing this
property, but at the end of this section, I describe a more sophisticated one
needed in generalisations.

Given a recognisable language L, there will be many finite acceptors that
recognise L. All things being equal, we would usually want to pick the smallest
such acceptor: namely, one having the smallest number of states. It is conceiv-
able that there could be two different acceptors A; and A, both recognising
L, both having the same number of states, and sharing the additional property
that there is no acceptor with fewer states recognising L. In this section, I shall
explain why this cannot happen. This result has an important consequence:
every recognisable language is accepted by an essentially unique smallest ac-
ceptor. To show that this is true, we begin by showing how an acceptor may
be reduced in size without changing the language recognised. There are two
methods that can be applied, each dealing with a different kind of inefficiency.

The first method removes states that cannot play any role in deciding
whether a string is accepted. Let A = (5, A,¢,0,T) be a finite acceptor. We
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say that a state s € S is accessible if there is a string x € A* such that i-x = s.
Observe that the initial state itself is always accessible because i - = i. A
state that is not accessible is said to be inaccessible. An acceptor is said to be
accessible if every state is accessible. It is clear that the inaccessible states of
an automaton can play no role in accepting strings; consequently, we expect
that they could be removed without the language being changed. This turns
out to be the case.

Theorem 5. Let A be a finite acceptor. Then there is an algorithm that con-
structs an accessible acceptor, A®, such that L(A®*) = L(A).

The second method identifies states that ‘do the same job.” Let A =
(S, A,1,6,T) be an acceptor. Two states s,t € S are said to be distinguishable
if there exists € A* such that

(s z,t-z) e (TxTHYU(T xT),

where T” is the set of non-terminal states. In other words, for some string z,
one of the states s -z and ¢ - x is terminal and the other non-terminal. The
states s and t¢ are said to be indistinguishable if they are not distinguishable.
This means that for each z € A* we have that

srxeTlT st-xeT.
Define the relation ~4 on the set of states S by
s ~A t< s and t are indistinguishable.

We call ~a the indistinguishability relation, and it is an equivalence relation. It
can happen, of course, that each pair of states in an acceptor is distinguishable:
in other words, the relation ~4 is equality. We say that such an acceptor is
reduced.

Theorem 6. Let A be a finite acceptor. Then there is an algorithm that con-
structs a reduced acceptor, A", such that L(A") = L(A).

Our two methods can be applied to an acceptor A in turn yielding an
acceptor A®" = (A®)" that is both accessible and reduced. The reader may
wonder at this point whether there are other methods for removing states.
We shall see that there are not.

We now come to a fundamental definition. Let L be a recognisable lan-
guage. A finite deterministic acceptor A is said to be minimal (for L) if
L(A) = L, and if B is any finite acceptor such that L(B) = L, then the num-
ber of states of A is less than or equal to the number of states of B. Minimal
acceptors for a language L certainly exist. The problem is to find a way of
constructing them. Our search is narrowed down by the following observation
whose simple proof is left as an exercise: if A is minimal for L, then A is both
accessible and reduced.
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In order to realise the main goal of this section, we need to have a precise
mathematical definition of when two acceptors are essentially the same: one
that we can check in a systematic way however large the automata involved.
The definition below provides the answer to this question.

Let A = (S,A4,s0,0,F) and B = (Q, A, qo,7,G) be two acceptors with
the same input alphabet A. An isomorphism 6 from A to B is a function
0: S — @ satisfying the following four conditions:

(IM1) The function 6 is bijective.
(IM2) 6(s0) = go-
(IM3) se F<6(s) € G.

)

(IM4) 6(5(s,a)) = v(0(s),a) for each s € S and a € A.

If there is an isomorphism from A to B we say that A is isomorphic
to B. Isomorphic acceptors may differ in their state labeling and may look
different when drawn as directed graphs, but by suitable relabeling, and by
moving states and bending transitions, they can be made to look identical.
Thus isomorphic automata are ‘essentially the same’ meaning that they differ
in only trivial ways.

Theorem 7. Let L be a recognisable language. Then L has a minimal accep-
tor, and any two minimal acceptors for L are isomorphic. A reduced accessible
acceptor recognising L is a minimal acceptor for L.

Remark It is worth reflecting on the significance of this theorem, particularly
since in the generalisations considered later in this chapter, a rather more
subtle notion of ‘minimal automaton’ has to be used. Theorem 7 tells us that
if by some means we can find an acceptor for a language, then by applying
a couple of algorithms, we can convert it into the smallest possible acceptor
for that language. This should be contrasted with the situation for arbitrary
problems where, if we find a solution, there are no general methods for making
it more efficient, and where the concept of a smallest solution does not even
make sense. The above theorem is therefore one of the benefits of working
with a restricted class of operations.

The approach I have adopted to describing a minimal acceptor can be
generalised in a straightforward fashion to the Moore and Mealy machines I
describe in Section 3.1. However, when I come to the sequential transducers of
Section 3.2, this naive approach breaks down. In this case, it is indeed possible
to have two sequential transducers that do the same job, are as small as possi-
ble, but which are not isomorphic. A specific example of this phenomenon can
be found in [27]. However, it transpires that we can still pick out a ‘canonical
machine’ that also has the smallest possible number of states. The construc-
tion of this canonical machine needs slightly more sophisticated mathematics;
I shall outline how this approach can be carried out for finite acceptors.

The finite acceptors I have defined are technically speaking the ‘complete
finite acceptors.” An incomplete finite acceptor is defined in the same way as
a complete one except that we allow the transition function to be a partial
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function. Clearly, we can convert an incomplete acceptor into a complete one
by adjoining an extra state and defining appropriate transitions. However,
there is no need to do this: incomplete acceptors bear the same relationship
to complete ones as partial functions do to (globally defined) functions, and in
computer science it is the partial functions that are the natural functions to
consider. For the rest of this paragraph, ‘acceptor’ will mean one that could be
incomplete. One way of simplifying an acceptor is to remove the inaccessible
states. Another way of simplifying an acceptor is to remove those states s for
which there is no string x such that s - x is terminal. An acceptor with the
property that for each state s there is a string = such that s - x is terminal is
said to be coaccessible. Clearly, if we prune an acceptor of those states that
are not coaccessible, the resulting acceptor is coaccessible. The reader should
observe that if this procedure is carried out on a complete acceptor, then the
resulting acceptor could well be incomplete. This is why I did not define this
notion earlier. Acceptors that are both accessible and coaccessible are said
to be trim. It is possible to define what we mean by a ‘morphism’ between
acceptors; I shall not make a formal definition here, but I will explain how
they can be used. Let L be a recognisable language, and consider all the trim
acceptors recognising L. If A and B are two such acceptors, it can be proved
that there is at most one morphism from A to B. If there is a morphism from
A to B, and from B to A, then A and B are said to be ‘isomorphic’; this
has the same significance as my earlier definition of isomorphic. The key point
now is this:

there is a distinguished trim acceptor A recognising L characterised
by the property that for each trim acceptor A recognising L there is a,
necessarily unique, morphism from A to Ap.

It turns out that A can be obtained from A by a slight generalisation of the
reduction process I described earlier. By definition, Ay, is called the minimal
acceptor for L. It is a consequence of the defining property of Ay that Ay has
the smallest number of states amongst all the trim acceptors recognising L.
The reader may feel that this description of the minimal acceptor merely com-
plicates my earlier, more straightforward, description. However, the important
point is this: the characterisation of the minimal acceptor in the terms I have
highlighted above generalises, whereas its characterisation in terms of having
the smallest possible number of states does not. A full mathematical justifi-
cation of the claims made in this paragraph can be found in Chapter III of [12].

A simple algorithm for minimising an acceptor and an algorithm for con-
structing a minimal acceptor from a regular expression are described in Chap-
ter 7 of [22]. For an introduction to implementing finite acceptors and their
associated algorithms, see [34].
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3 Finite Transducers

In Section 2, I outlined the theory of finite acceptors. This theory tells us
about devices where the response to an input is simply a ‘yes’ or a ‘no’. In
this section, I describe devices that generalise acceptors but generate outputs
that provide more illuminating answers to questions. Section 3.1 describes
how to modify acceptors so that they generate output. It turns out that there
are two ways to do this: either to associate outputs with states, or to associate
outputs with transitions. The latter approach is the one adopted for general-
isations. Section 3.2 describes the most general way of generating output in a
sequential fashion, and Section 3.3 describes the most general model of ‘finite
state devices.’

3.1 Finite purely sequential transducers

I shall begin this section by explaining how finite acceptors can be adapted
to generate outputs.

A language L is defined to be a subset of some A*, where A is any alphabet.
Subsets of sets can also be defined in terms of functions. To see how, let X
be a set, and let Y C X be any subset. Define a function

xy: X —-2={0,1}

by
() = lifzeY
Y= 0ifz g Y.

The function yy, which contains all the information about which elements
belong to the subset Y, is called the characteristic function of the subset Y.
More generally, any function

x: X —2

defines a subset of X: namely, the set of all z € X such that y(x) = 1. It
is not hard to see that subsets of X and characteristic functions on X are
equivalent ways of describing the same thing. It follows that languages over
A can be described by functions x: A* — 2, and vice versa.

Suppose now that L is a language recognised by the acceptor A =
(Q,A,1,0,T). We should like to regard A as calculating the characteristic
function x, of L. To do this, we need to make some minor alterations to A.
Rather than labeling a state as terminal, we shall instead add the label ‘1’ to
the state; thus if the state ¢ is terminal, we shall relabel it as g/1. If a state
q is not terminal, we shall relabel it as ¢/0. Clearly with this labeling, we can
dispense with the set T since it can be recovered as those states ¢ labeled ‘1°.
What we have done is define a function A: @ — 2. Our ‘automaton’ is now
described by the following information: B = (Q, 4, 2, qo, J, A). To see how this
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automaton computes the characteristic function, we need an auxiliary func-
tion wg: A* — (0 + 1)*, which is defined as follows. Let © = 21 ...x, be a
string of length n over A, and let the states B passes through when processing
x be qo,q1,...,qn. Thus

Ty xro Tn
g —q1 — .- — 7 (n-

Define the string
wB(z) = Aq0)A(q1) - - - Algn)-
Thus wg: A* — (04 1)* is a function such that

wi(€) = AMqo) and |wp(x)| = |=| + 1.

The characteristic function of the language L(A) is the function pwg: A* — 2,
where p is the function that outputs the rightmost letter of a non-empty string.

For the automaton B, I have defined two functions: wg: A* — (0 +
1)*, which I shall call the output response function of the automaton B, and
xB: A" — 2, which I shall call the characteristic function of the automaton
B. I shall usually just write w and x when the automaton in question is clear.
We have noted already that y = pw. On the other hand,

w(zy ... zn) = x(€)x(z1)x(z122) . .. X(21 ... 28).

Thus knowledge of either one of w and x is enough to determine the other;
both are legitimate output functions, and which one we use will be decided
by the applications we have in mind. To make these ideas more concrete, here
is an example.

Ezxample 8. Consider the finite acceptor A below

a,b
s _—
a,b
The language L(A) consists of all those strings in (a + b)* of even length. We
now convert it into the automaton B described above

a,b
—(==(
a,b
We can calculate the value of the output response function w: (a + b)* —
(0+ 1)* on the string aba by observing that in processing this string we pass
through the four states: ¢, r, ¢, and r. Thus w(aba) = 1010. By definition,
x(aba) = 0.

There is nothing sacrosanct about the set 2 having two elements. We
could just as well replace it by any alphabet B, and so view an automaton as
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computing functions from A* to B. This way of generating output from an
automaton leads to the following definition.

A finite Moore machine, A = (Q, A, B, qo, 9, \), consists of the following
ingredients: @ is a finite set of states, A is the input alphabet, B is the output
alphabet, qo is the initial state, §: Q x A — @ is the transition function, and
A: @ — B tells us the output associated with each state. As in our special
case where B = 2, we can define the output response function wa: A* — B*
and the characteristic function xa: A* — B; as before, knowing one of these
functions means we know the other. When drawing transition diagrams of
Moore machines the function A is specified on the state ¢ by labeling this
state g/A(q). The same idea can be used if the Moore machine is specified by
a transition table.

Ezample 9. Here is an example of a finite Moore machine where the output
alphabet has more than two letters.

Here the input alphabet A = {a,b} and the output alphabet is B = {0, 1, 2}.
In the table below, I have calculated the values of w(z) and x(z) for various
input strings x.

8
£

5
~—"
—
&

NN OO RN O | O

o

S| ™
=ikl
| =

aa 012
ab 011
ba (001
bb 1000
aaa|0120
aab|0122
aba |0112
abb |0111
baa [0012
‘bab [0011]
bba |0001
bbb 0000

O»—l»—l‘
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It is natural to ask under what circumstances a function f: A* — B
is the characteristic function of some finite Moore machine. One answer to
this question is provided by the theorem below, which can be viewed as an
application of Kleene’s theorem. For a proof see Theorem XI1.6.1 of [12].

Theorem 8. Let f: A* — B be an arbitrary function. Then there is a finite
Moore machine A with input alphabet A and output alphabet B such that
f = xa, the characteristic function of A, if and only if for each b € B the
language f~1(b) is regular.

Moore machines are not the only way in which output can be generated. A
Mealy machine A = (Q, A, B, qo, 0, A) consists of the following ingredients: @
is a finite set of states, A is the input alphabet, B is the output alphabet, ¢
is the initial state, §: @ x A — @ is the transition function, and A\: Q x A —
B associates an output symbol with each transition. The output response
function wa: A* — B* of the Mealy machine A is defined as follows. Let
T = x1...T, be a string of length n over A, and let the states A passes
through when processing x be qo, q1,- . ., ¢,. Thus

1 T2 Tn
qgo —q1 — ... — Qn.

Define
wa (z) = Mqo, z1)A (g1, 22) - - M@n—1,Tn).
Thus wa: A* — (0 + 1)* is a function such that

wa(e) =¢ and |wa ()| = |z|.

Although Moore machines generate output when a state is entered, and
Mealy machines during a transition, the two formalisms have essentially the
same power. The simple proofs of the following two results can be found as
Theorems 2.6 and 2.7 of [16].

Theorem 9. Let A and B be finite alphabets.

(i) Let A be a finite Moore machine with input alphabet A and output alphabet
B. Then there is a finite Mealy machine B with the same input and output
alphabets and a symbol a € A such that xa = axs.

(ii) Let A be a finite Mealy machine with input alphabet A and output alphabet
B. Then there is a finite Moore machine B with the same input and output
alphabets and a symbol a € A such that xB = axa.

A partial function f: A* — B* is said to be prefiz-preserving if for all
x,y € A* such that f(zy) is defined, the string f(x) is a prefix of f(zy). From
Theorems 8 and 9, we may deduce the following characterisation of the output
response functions of finite Mealy machines.

Theorem 10. A function f: A* — B* is the output response function of a
finite Mealy machine if and only if the following three conditions hold:
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(i) |f(z)| = |z| for each x € A*.
(ii) f is prefix-preserving.
(iii) The set f~1(X) is a reqular subset of A* for each regular subset X C B*.

Both finite Moore machines and finite Mealy machines can be minimised
in a way that directly generalises the minimisation of automata described in
Section 2.5. The details can be found in Chapter 7 of [9], for example.

Mealy machines provide the most convenient starting point for the further
development of the theory of finite automata, so for the remainder of this
section I shall concentrate solely on these. There are two ways in which the
definition of a finite Mealy machine can be generalised. The first is to allow
both 4, the transition function, and A, the output associated with a transition,
to be partial functions. This leads to what are termed incomplete finite Mealy
machines. The second is to define A: @ x A — B*; in other words, we allow
an input symbol to give rise to an output string. If both these generalisations
are combined, we get the following definition.

A finite (left) purely sequential transducer A = (Q, A, B, qo,d, \) consists
of the following ingredients: @) is a finite set of states, A is the input alphabet,
B is the output alphabet, ¢g is the initial state, §: Q@ x A — @ is a partial
function, called the transition function, and A\: @Q x A — B* is a partial
function that associates an output string with each transition. The output
response function wa: A* — B* of the purely sequential transducer A is a
partial function defined as follows. Let © = z1...x, be a string of length n
over A, and suppose that = labels a path in A that starts at the initial state;
thus

X1 T2 Tn
qgo —q1 — ... — (Qn.

Define the string

wa () = Mqo, z1)Mq1,x2) . .. A(Gn-1,Zn)-

I have put the word ‘left’ in brackets; it refers to the fact that in the defi-
nition of § and A we read the input string from left to right. If instead we
read the input string from right to left, we would have what is known as a
finite right purely sequential transducer. 1 shall assume that a finite purely
sequential transducer is a left one unless otherwise stated. A partial function
f: A* — B* is said to be (left) purely sequential if it is the output response
function of some finite (left) purely sequential transducer. Right purely se-
quential partial functions are defined analogously. The notions of left and
right purely sequential functions are distinct, and there are partial functions
that are neither.

The following theorem generalises Theorem 10 and was first proved in [15].
A proof can be found in [4] as Theorem IV.2.8.

Theorem 11. A partial function f: A* — B* is purely sequential if and only
if the following three conditions hold:
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(i) There is a natural number n such that if x is a string in A*, and a € A,
and f(xza) is defined, then

[f(za)] = [f(2)] < n.

(i) f is prefiz-preserving.
(iii) The set f~1(X) is a regular subset of A* for each reqular subset X C B*.

The theory of minimising finite acceptors can be extended to finite purely
sequential transducers. See Chapter XII, Section 4 of [12].
The final result of this section is proved as Proposition IV.2.5 of [4].

Theorem 12. Let f: A* — B* and g: B* — C* be left (resp. right) purely
sequential partial functions. Then their composition go f: A* — C* is a left
(resp. right) purely sequential partial function.

3.2 Finite sequential transducers

The theories of recognisable languages and purely sequential partial functions
outlined in Sections 2 and 3.1 can be regarded as the classical theory of finite
automata. For example, the Mealy and Moore machines discussed in Sec-
tion 3.1, particularly in their incomplete incarnations, form the theoretical
basis for the design of circuits. But although purely sequential functions are
useful, they have their limitations. For example, binary addition cannot quite
be performed by means of a finite purely sequential transducer (see Exam-
ple IV.2.4 and Exercise IV.2.1 of [4]). This led Schiitzenberger [33] to introduce
the ‘finite sequential transducers’ and the corresponding class of ‘sequential
partial functions.” The definition of a finite sequential transducer looks like a
cross between finite acceptors and finite purely sequential transducers.

A finite sequential transducer, A = (Q, A, B, qo, 9, \, T, x;), consists of the
following ingredients: () is a finite set of states, A is the input alphabet, B
is the output alphabet, ¢ is the initial state, §: Q@ x A — @ is a transition
partial function, A\: @ x A — B* is an output partial function, 7: T'— B* is
the termination function, where T is a subset of () called the set of terminal
states, and x; € B* is the initialisation value.

To see how this works, let x = z1...x, be an input string from A*. We
say that x is successful if it labels a path from ¢y to a state in T'. For those
strings € A* that are successful, we define an output string from B* as
follows: the initialisation value z; is concatenated with the output response
string determined by x and the function A, just as in a finite purely sequential
transducer, and then concatenated with the string 7(go- ). In other words, the
output is computed in the same way as in a finite purely sequential transducer
except that this is prefixed by a fixed string and suffixed by a final output
string determined by the last state. Partial functions from A* to B* that
can be computed by some finite sequential transducer are called sequential
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partial functions.! Finite sequential transducers can be represented by suitably
modified transition diagrams: the initial state is represented by an inward-
pointing arrow labeled by x;, and each terminal state ¢ is marked by an
outward-pointing arrow labeled by ().

Every purely sequential function is sequential, but there are sequential
functions that are not purely sequential. Just as with purely sequential trans-
ducers, finite sequential transducers can be minimised, although the procedure
is necessarily more complex; see [27] and [11] for details and the Remark at
the end of Section 2.5; in addition, the composition of sequential functions is
sequential. A good introduction to sequential partial functions and to some
of their applications is the work in [27].

3.3 Finite transducers

In this section, we arrive at our final class of automata, which contains all the
automata we have discussed so far as special cases.

A finite transducer, T = (Q, A, B, qo, E, F'), consists of the following ingre-
dients: a finite set of states @), an input alphabet A, an output alphabet B, an
initial state go,2 a set of final or terminal states F, and a set E of transitions
where

ECQ@QxA"xB"xQ.

A finite transducer can be represented by means of a transition diagram where

each transition has the form
/
()2

where (p,x,y,q) € E. As usual, we indicate the initial state by an inward-
pointing arrow and the final states by double circles.

To describe what a finite transducer does, we need to introduce some
notation. Let

€= (qlaxhthi) see ((Znaxmynﬂ;)

be any sequence of transitions. The state ¢; will be called the beginning of e
and the state ¢, will be called the end of e. The label of e is the pair of strings

(T1 .. Tpy Y1 -+ Yn)-

If e is the empty string then its label is (e,e). We say that a sequence of
transitions e is allowable if it describes an actual path in T'; this simply means
that for each consecutive pair

(Qia Tiy Yiy qg)(qzwrh Tit1, Yit+1, q§+1)

'Berstel [4] does not include in his definition the string z; (alternatively, he
assumes that z; = €). However, the class of partial functions defined is the same.
2Sometimes a set of initial states is allowed; this does not change the theory.
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in e we have that ¢ = ¢;11. An allowable sequence e is said to be successful if
it begins at the initial state and ends at a terminal state. Define the relation

R(T) = {(z,y) € A* x B*: (x,y) is the label of a successful path in T}.

We call R(T) the relation computed by T.

Observe that in determining the y € B* such that (x,y) € R(T) for a given
x, the transducer T processes the string x in the manner of an e-acceptor.
Thus we need to search for those paths in T starting at the initial state and
ending at a terminal state such that the sequence of labels (a1,b1), ..., (an, by)
encountered has the property that the concatenation a;...a, is equal to x
where some of the a; may well be €.

Example 10. The following is a transition diagram of a transducer T

a/a,b/b

"

In this case, the input and output alphabets are the same and equal {a,b}.
The relation R(T) C (a+b)* x (a + b)* computed by T is the set of all pairs
of strings (z,y) such that y is a prefix of x. This is a relation rather than a
function because a non-empty string has more than one prefix.

The relations in A* x B* that can be computed by finite transducers can
be described in a way that generalises Kleene’s theorem. To see how, we need
to define what we mean by a ‘regular’ or ‘rational’ subset of A* x B*. If
(21,91), (x2,y2) € A* x B*, then we define their product by

(xlvyl)(x%yQ) = (901552711192)'

This operation is the analogue of concatenation in A*. Observe that (e, ) has
the property that (e,¢)(z,y) = (z,y) = (z,y)(e,e). If L, M C A* x B*, then
define LM to be the set of all products of elements in L followed by elements
in M. With these preliminaries out of the way, we can define a regular or
rational subset of A* x B* in a way analogous to the definition of a regular
subset given in Section 2.4. A regular subset of A* x B* is also called a reqular
or rational relation from A* to B*.

The following result is another application of Kleene’s Theorem; see Theo-
rem II1.6.1 of [4] for a proof and [29] for the correct mathematical perspective
on finite transducers.

Theorem 13. A relation R C A* x B* can be computed by a finite transducer
with input alphabet A and output alphabet B if and only if R is a reqular
relation from A* to B*.
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In the Introduction, I indicated that there were simple computations that
finite transducers could not do. A good example is that of reversing a string;
see Exercise I11.3.2 of [4].

The theory of finite transducers is more complex than that of finite accep-
tors. In what follows, I just touch on some of the key points.

The following is proved as Theorem II1.4.4 of [4].

Theorem 14. Let A, B, C be finite alphabets. Let R be a regular relation from
A* to B* and let R’ be a reqular relation from B* to C*. Then R' o R is a
regular relation from A* to C*, where (a,c) € R' o R iff there exists b € B*
such that (a,b) € R’ and (b,c) € R.

Let R be a regular relation from A* to B*. Given a string x € A*, there
may be no strings y such that (z,y) € R; there might be exactly one such
string y; or they might be many such strings y. If a relation R from A* to B*
has the property that for each x € A* there is at most one element y € B*
such that (z,y) € R, then R can be regarded as a partial function from A* to
B*. Such a function is called a reqular or rational partial function.

It is important to remember that a regular relation that is not a regu-
lar partial function is not, in some sense, deficient; there are many situations
where it would be unrealistic to expect a partial function. For example, in nat-
ural language processing, regular relations that are not partial functions can
be used to model ambiguity of various kinds. However, regular partial func-
tions are easier to handle. For example, there is an algorithm that will deter-
mine whether two regular partial functions are equal or not (Corollary IV.1.3
[4]), whereas there is no such algorithm for arbitrary regular relations (Theo-
rem IT1.8.4(iii) [4]). Classes of regular relations sharing some of the advantages
of sequential partial functions are described in [1] and [23].

Theorem 15. There is an algorithm that will determine whether the relation
computed by a finite transducer is a partial function or not.

This was first proved by Schiitzenberger [32], and a more recent paper [3]
also discusses this question.

Both left and right purely sequential functions are examples of regular
partial functions, and there is an interesting relationship between arbitrary
regular partial functions and the left and right purely sequential ones. The
following is proved as Theorem IV.5.2 of [4].

Theorem 16. Let f: A* — B* be a partial function such that f(e) = . Then
f is reqular if and only if there is an alphabet C and o left purely sequential
partial function fr: A* — C* and a right purely sequential partial function
fr: C* — B* such that f = fro fL.

The idea behind the theorem is that to compute f(x) we can first process
x from left to right and then from right to left. Minimisation of machines that
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compute regular partial functions is more complex and less clear-cut than for
the sequential ones; see [28] for some work in this direction.

The sequential functions are also regular partial functions. The following
definition is needed to characterise them. Let x and y be two strings over the
same alphabet. We denote by x Ay the longest common prefix of x and y. We
define the prefix distance between x and y by

d(z,y) = |z| + |y| — 2|z A y].

In other words, if * = uz’ and y = uy’, where u = x A gy, then d(z,y) =
|2’| + |y'|. A partial function f: A* — B* is said to have bounded variation if
for each natural number n there exists a natural number IV such that, for all
strings z,y € A,

if d(z,y) < n then d(f(x), f(y)) < N.

Theorem 17. Every sequential function is reqular. In particular, the sequen-
tial functions are precisely the reqular partial functions with bounded variation.

The proof of the second claim in the above theorem was first given by
Choffrut [10]. Both proofs can be found in [4] (respectively, Proposition IV.2.4
and Theorem IV.2.7).

Theorem 18. There is an algorithm that will determine whether a finite
transducer computes a sequential function.

This was first proved by Choffrut [10], and more recent papers that discuss
this question are [2] and [3].

Finite transducers were introduced in [13] and, as we have seen, form a
general framework containing the purely sequential and sequential transduc-
ers.

4 Final Remarks

In this section, I would like to touch on some of the practical reasons for
using finite transducers. But first, I need to deal with the obvious objection
to using them: that they cannot implement all algorithms, because they do
not constitute a universal programming language. However, it is the very lack
of ambition of finite transducers that leads to their virtues: we can say more
about them, and what we can say can be used to help us design programs
using them. The manipulation of programs written in universal programming
languages, on the other hand, is far more complex. In addition:

e Not all problems require for their solution the full weight of a universal
programming language — if we can solve them using finite transducers
then the benefits described below will follow.
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e Even if the full solution of a problem does fall outside the scope of finite
transducers, the cases of the problem that are of practical interest may
well be described by finite transducers. Failing that, partial or approximate
solutions that can be described by finite transducers may be acceptable
for certain purposes.

e It is one of the goals of science to understand the nature of problems. If a
problem can be solved by a finite transducer then we have learnt something
non-trivial about the nature of that problem.

The benefits of finite transducers are particularly striking in the case of
finite acceptors:

e Finite acceptors provide a way to describe potentially infinite languages
in finite ways.

e Determining whether a string is accepted or rejected by a deterministic
acceptor is linear in the length of the string.

e Acceptors can be both determinised and minimised.

The important point to bear in mind is that languages are interesting because
they can be used to encode structures of many kinds. An example from math-
ematics may be instructive. A relational structure is a set equipped with a
finite collection of relations of different arities. For example, a set equipped
with a single binary relation is just a graph with at most one edge joining any
two vertices. We say that a relational structure is automatic if the elements
of the set can be encoded by means of strings from a regular language, and
if each of the n-ary relations of the structure can be encoded by means of an
acceptor. Encoding n-ary relations as languages requires a way of encoding
n-tuples of strings as single strings, but this is easy and the details are not
important; see [19] for the complete definition and [8] for a technical analy-
sis of automatic structures from a logical point of view. Minimisation means
that encoded structures can be compressed with no loss of information. Now
there are many ways of compressing data, but acceptors provide an additional
advantage: they come with a built-in search capability. The benefits of using
finite acceptors generalise readily to finite sequential transducers.

There is a final point that is worth noting. Theorem 14 tells us that com-
posing a sequence of finite transducers results in another finite transducer.
This can be turned around and used as a design method; rather than try-
ing to construct a finite transducer in one go, we can try to design it as the
composition of a sequence of simpler finite transducers.

The books [18,20, 31] although dealing with natural language processing
contain chapters that may well provide inspiration for applications of finite
transducers to other domains.
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1 Introduction

User-programmable electronic digital computers have progressed through a
series of hardware implementations. They began first as cabinets filled with
vacuum tubes requiring steel I-beams to support their weight (hence the term
“mainframe” to refer to the central processing unit), then as cabinets filled
with discrete transistor circuits on cards, then progressed to smaller imple-
mentations known as minicomputers (some capable of residing on a desktop),
and finally to microprocessors with the components of complete computers re-
siding on only a few integrated circuit chips or even a complete system on only
one chip. The term microprocessor derives from the fact that the transistors
and interconnecting wires used to implement the processor on an integrated
circuit chip are visible only under a microscope. Originally, microprocessors
were less capable than their larger brethren, but recently their capabilities
and speed exceed those of many of the large mainframes of the 1960s.

Because the memory devices and switching circuits used to build these
machines were capable of reliably storing and processing only two values,
binary numbers were and still are used to encode the machine’s instructions,
memory addresses, and data to be processed, including integers, alphabetic
and numeric characters, and approximations to real numbers using floating-
point representations. The representation of each item thus consists of an
n-tuple of binary digits called bits (with, in general, a different choice of n for
each type of encoded quantity).

In the early 1960s, International Business Machines (IBM) Corporation’s
design of the 360 series (or family) of computers, all of which were (in an
upward compatible way) to execute the same instructions on the same kinds
of data using different hardware implementations that would achieve different
price versus performance (speed) market niches, brought with it the concept
of instruction set architecture or simply computer architecture [3], [8]. Com-
puter architecture encompasses the specification of an instruction set and the
hardware units that implement the instructions. These specifications include



146 C. B. Silio, Jr.

the set of instructions themselves using mnemonics and symbols suitable for
a programmer to assemble programs for execution on the hardware, the en-
coding of the instructions in binary form suitable both for the hardware to
interpret and for someone or some program to translate between symbolic and
binary forms, the size of the memory space in which programs and data can
be stored, and the number of programmer visible registers and their lengths
for holding at least temporarily the n-tuples of bits being processed. In other
words, computer architecture specifies the programmer’s view of the machine
and defines the hardware/software interface. For instance, a machine lacking
hardware to directly implement floating-point arithmetic requires that pro-
grammers implement floating-point arithmetic in the software.

With the advent of the microprocessor on a chip, an entire digital com-
puter system could be built from one or a few chips that included all of the
functionality to execute machine instructions, store and retrieve data in mem-
ory devices, acquire outside world inputs, output commands and results, and
make all of the components communicate with each other and interface to the
outside world. One then has the option of building a user-programmable/re-
programmable desktop or portable personal computer or to embed the com-
puter in another device or machine controlled by the embedded computer.
The designer of the device or machine in which the computer is embedded
writes the program to control the device, and the user of the device interacts
with this program by, e.g., setting dials or pushing buttons.

In this brief introduction to computer architecture, we will specify the
instruction set for a small hypothetical computer, discuss the hardware com-
ponents needed to specify the microarchitecture on which the machine instruc-
tions will be interpreted, specify the microprogram [4], [9] for interpreting the
original machine instructions, and then specify some more highly encoded
microinstructions that can be directly interpreted by the hardware. This will
take us from the concept of a complex instruction set computer (CISC), whose
instructions are interpreted by a lower set of programs written by a micro-
programmer, to a reduced instruction set computer (RISC), whose machine
instructions are themselves (for the most part) microinstructions.

2 Functional Units

The basic functional units in a digital computer are the central processing
unit (CPU), a memory system, an input unit for obtaining data from the
outside world, and an output unit for sending data, results of computations,
and commands to the outside world. The CPU contains an arithmetic and
logic unit (ALU) and a control unit. The ALU is used to perform arithmetic
and logical operations on data. The control unit fetches program instructions
from the memory and issues control signals to interpret and execute the in-
structions using the available hardware components. The CPU also contains
at least one, but usually several, memory devices called registers that the pro-
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grammer can manipulate either directly or implicitly to hold data while it is
in the CPU. There are also some hardwired constants and hidden registers
(called the scratch-pad) that can be used only by the machine designer or mi-
croprogrammer to accomplish the task of interpreting the programmer visible
instruction set on the underlying hardware components.

When program instructions and operand data are stored in the same mem-
ory, as shown in Fig. 1, the structure is called a von Neumann architecture [3].
When program instructions are stored in a memory separate from the mem-
ory in which data operands are stored, as in Fig. 2, the structure is called a
Harvard architecture [14].

I/0 Random Access Central
Memory Control Processing
Signals Unit (CPU)
containing
Control
Input both Instructions Unit
program
instructions Addresses Arithmetic
and Logic
and Unit (ALU)
Output data operands
Data
Registers
~ T ~

Memory-mapped I/0O von Neumann Architecture

Fig. 1. Basic functional units organized in von Neumann architecture with memory-
mapped I/O

Random Access Central I/0
Memories Control Processing Control Address Space
Signals Unit (CPU) Signals
Program Control Port I t
Memory Instructions Unit Addresses npu
Arithmetic Data
Control and Logic
: Unit (ALU)
Signals Output
Status
Data Memory Data
~

~

Harvard Architecture Separated I/O

Fig. 2. Basic functional units organized as Harvard architecture with separated 1/0

Two ways of handling input/output are displayed in these two figures,
namely, memory-mapped I/O and separated I/O. These two schemes for han-
dling input and output could be exchanged in the two figures without changing
the designation of von Neumann or Harvard. In memory-mapped I/0, device
registers are part of (and therefore consume some of) the memory address
space. The I/O devices’ data, status, and command registers are manipulated
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by having the CPU fetch and execute load, store, and move instructions. In
separated 1/0, the devices’ data, status, and command registers form their
own address space separate from the memory address space, and the CPU
must have input and output instructions that (when executed) cause the I/O
device ports (instead of memory locations) to respond.

2.1 Registers and memory

A register is a device for recording and remembering some encoded quantity.
The ten position wheels in a U.S. automobile’s odometer record and remem-
ber a finite length string of decimal digits that display the number of miles
the automobile has traveled, where translation to the number of miles driven
is produced by the ratios of gears that count revolutions of the transmission
output shaft. In most such automobiles, when the odometer registers 99,999.9
miles and the drive wheels turn an additional 0.1 mile, the odometer reads
00,000.0 miles. In other words, finite length registers enforce modular arith-
metic where, in this case, multiples of 100,000.0 miles are equivalent to zero
miles because there is no wheel to hold the 1 that carries out the left end of the
register. The same is true for n-bit registers used in digital computers; one n-
bit register can represent exactly 2™ quantities encoded with binary numbers
in the range {0, ..., 2™ — 1} independent of what those numbers represent.

Memory can be viewed as a collection of n-bit registers, each with a unique
k-bit binary address, similar to a linear array of mailboxes in an apartment
building or post office. Each mailbox is labeled with a number known as
its absolute address and each, for example, can hold in length a number 10
envelope on which n bits can be written. The contents of mailbox number ¢ is
the n-bit number written on the envelope inside mailbox ¢. Postal clerks and
apartment dwellers usually write an individual’s name on some kind of tape
and paste it on the mailbox door. This is an example of binding the symbolic
address represented by the individual’s name to the absolute address known
as the mailbox number. In assembling a computer program for storage in
the memory, each symbolic (variable) name or label is a symbolic address
that must be bound to an absolute memory address. This address binding is
usually handled by a translating program called an assembler or finally by
another program called a linkage editor [12].

We shall designate CPU registers by a symbolic name (e.g., reg), and this
name written in parentheses as “(reg)” represents the contents of register reg.
We shall denote the contents of a memory location whose address corresponds
to the symbolic name z as m[z], and the contents of the memory location whose
address is in the register named reg as m[(reg)].

It is desirable to have memory constructed so that it takes the same amount
of time to access any randomly selected address location. This is called a
random access memory, as opposed to a sequentially accessed memory laid
out on a reel of magnetic tape. Obviously, it takes longer to read down the
tape to find data located near the hub end of the tape reel than it does to
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find something at the front of the tape that is read first. Sequential access
devices such as tapes, semi-random access devices such as magnetic disks and
drums, and other similarly accessed devices are treated as I/O devices rather
than memory. As long as stray magnetic fields are prevented (or diverted),
magnetic I/O devices provide a means for remembering data when power
is turned off and, thus, provide one way to achieve a non-volatile memory
capability; optically sensed compact disks (CDROMSs) are another means for
doing so.

2.2 Hardware components

Registers are built from static memory devices known as latches and flip-flops
[7], and these in turn are built using logic gates. The logic gates were originally
built using vacuum tubes, but nowadays are built from transistors laid out on
an integrated circuit chip.

Boolean algebra, gates, and latches

The logic gates represent logic 1 and logic 0, each with a range of voltages
or currents. Table 1 specifies fundamental Boolean algebra [7] operations for
both the logic gates, whose symbols are shown in Fig. 3, and bitwise logical
operations on n-bit operands. For instance, given n-bit operands A = [A,,_1,

-~7Ai7 ...,Ao] and B = [Bn—la ...,Bi, ...7B0]7A/\B: [An—l /\Bn_l,...,
A; A By, ..., Ag A By, and similarly for the other bitwise logical operations
found in computer instruction sets.

Table 1. Boolean logic functions

Output functions
Inputs|NOT|AND| OR [NAND|NOR |XOR
A B| A ‘A/\B‘AVB‘A/\B A\/B‘A@B
0 0 1 0 0 1 1 0
0 1 1 0 1 1 0 1
1 0 0 0 1 1 0 1
1 1 0 1 1 0 0 0

A basic gated D-latch is formed by the feedback coupling of two NAND
gates, which themselves form a set/reset (S/R) latch. If the set input is as-
serted, then after some propagation delay a logic 1 is stored at the Q output
and its complement, logic 0, at the Q' = Q output. (Values at Q and Q' are
reversed if the reset input is asserted.) The latch retains these values so long
as power is applied to the transistors implementing these gates; however, if
power is lost, data stored in the latch evaporates and is forgotten. If the set
and reset inputs are the complements of each other as provided by the input
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Fig. 3. Symbols for Boolean logic gates: (a) NOT, (b) AND, (c¢) OR, (d) NAND,
(e) NOR, (f) XOR, and three-state non-inverting buffer amplifiers (g) and (h) with
enable input (EN) and high-impedance (Hi-Z) output

inverter (NOT gate) connected to the D line, then the latch would act as a
high gain combinational circuit following the D input. By placing two addi-
tional NAND gates controlled by the signal labeled “clk” as shown in Fig. 4,
then the state of the feedback coupled NAND gates can change in response
to the signal on the D input only when the clk line goes to logic 1 (we assume
that D remains at its static 1 or 0 value until after the clk signal goes back to
0. While clk is logic 0, the latch portion remembers the last D value sampled
while clk was equal to 1.

S/R latch

Fig. 4. (a) D-latch and symbol and (b) 2 to 1 multiplexer (MUX) and symbol

Another component shown in Fig. 4 is a 2 to 1 multiplexer (MUX) that
acts as a two-way switch controlled by the selection input M. Input Iy appears
at the output if M = 0 and input I; appears at the output if M = 1. A 2 to
1 multiplexer that switches two n-bit sources to a single n-bit output can be
built using n 2 to 1 multiplexers (one per output bit line), all controlled by
the same selection signal M.

Registers and buses

Fig. 5 displays an 8-bit register built from D-latches and connected to input
bus wires (the C-bus) and to two output buses (the A-bus and the B-bus).
Connections to the A and B buses are controlled by three-state buffers that
connect latch outputs to bus wires or leave connections open circuited (i.e., in
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the Hi-Z state) under control of output enable signals OE-A and OE-B (see
Fig. 3). The shorthand functional specification of a similar 16-bit register is
shown in Fig. 6. The schematic for the 8-bit register in Fig. 5 would have the
8-bit A, B, and C buses labeled with an 8 to indicate that each line consists
of 8 wires, instead of only 1 wire (unlabeled) or of 16 wires, as in Fig. 6.

C-Bus g

Load

T o | o o | o L

Iy
A-Bus

T [gj [;7 valtvaltvaltvaltva

—|D
b7 b6 b5 b4 b3 b2 bl bo

J% CLK J% CLK J% CLK J% CLK J% CLK J% CLK J% CLK J% CLK

i

Iy
B-Bus

Fig. 5. Eight-bit register and bus connections

16
16 == To A-Bus
16-bit Register
From C-Bus +—16
? ? ? To B-Bus
Load Clk OE-A OE-B

Fig. 6. Sixteen-bit register schematic

Arithmetic and logic unit

Fig. 7 presents the combinational logic circuitry and a shorthand schematic
for a simple ALU that processes one bit of an n-bit number (or of two n-
bit numbers) depending on which function is selected by the decoder section
in response to the code on inputs F1 and F0. Connecting 16 such modules
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together by feeding the carry out signal of one module to the carry in signal
of the next module (all controlled by the same code on F1 and F0) provides
a 16-bit ALU that can add two 16-bit numbers (F1Fy = 10), compute the
bitwise logical AND of two n-bit numbers (F1Fy = 01), produce the bitwise
logical complement (which corresponds to the arithmetic 1’s complement [7])
of the n-bit number on the A inputs (F1Fy = 11), or pass the bits on the A
inputs through unchanged (F1Fy = 00).

FI T F1

FO—— - FO
Decoder \ ; v [ o :
‘| Logic Unit

h

Carry in

c_i-1

Full Adder

A i B_i

'

Fl < ith 2aLU o oo
FO <—| Module le— Fo
Bit
C_i=*— Position i[<*+— C_i-1

Output
bit_i

Output * bit_i

Fig. 7. Example ALU, i*® module

Shift unit

Fig. 8 shows how a simple 1-bit logical left or right shift unit can be built
from logic gates. Only three of the possible four outputs from a 2-bit decoder
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that responds to shift code inputs S1 and SO are implemented. The three
possibilities are left shift (S1S¢ = 10), right shift (S1Sp = 01), and no shift
(S1Sp = 00), which passes the data straight through unshifted. This 4-bit shift
unit can easily be extended to shift 16-bit operands by inserting between D2
and D3 12 more repetitions of the structure for D2 (or D1).

Eelcsicsl|P
U@/&SU |

—G
v UL &

c3 c2 c1 co

s1

=

Fig. 8. Combinational logic shifter, 1-bit left or right, or no shift

System clocking unit

Because data will be moved from one register to another or through the ALU
and shifter en route to the destination, a means of controlling when the data
are latched (to avoid race conditions) must be provided to sequence the signals
emanating from the control unit. This mechanism is usually provided by a
multi-phase clock circuit. A four-phase non-overlapping clock signal is shown
in Fig. 9.

Memory interface units

The control unit needs some buffer registers to hold bits while waiting for
a memory access to occur. It needs a memory address register (MAR) to
hold the address of the memory location being accessed so that the memory
controller can continuously view the address it is in the process of decoding.
It also needs a memory buffer register (MBR) into which to place the data to
be written to a memory location or to hold data being read out of a memory
location until the control unit is ready to copy the data to another register
or do something else with those bits. Discrete signals for loading information
into the MAR and MBR are needed, as are read (rd) and write (wr) control
signals to activate the appropriate response by the memory controller and to
turn around the 16-bit bidirectional data bus to memory. See the example
MBR control structure in Fig. 10.
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Fig. 10. Memory buffer register

3 Example Architecture

In specifying an example 16-bit word length computer architecture we must
first specify the maximum size of the memory for which programmers can
write programs. Let us assume that size is 2'¢ = 65,536 memory locations,
each containing a 16-bit word so that each location is designated by a 16-bit
address. Word length typically corresponds to main memory data bus width
and to the width of registers in the CPU. One could view the left and right
halves of each 16-bit word as two 8-bit bytes and then make the memory
byte addressable, but for simplicity we shall not do so here. Our example
architecture is word addressable.

The next item to be specified is the number and types of user-visible CPU
registers. Instructions in the instruction repertoire must be provided that allow
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the programmer to manipulate the contents of these registers. We will assume
the user-visible register set to be an accumulator register (AC), an index
register (XR), a multiplier/quotient (MQ) register, a general purpose register
(GR), and two memory pointer registers, a stack pointer (SP) register that
points to the current top of the stack, and a base pointer (BP) register that
points to a fixed location in each stack frame [2] in case the SP register contents
change while a particular stack frame is being examined. The program counter
(PC) register is used to point to the next instruction to be fetched into the
CPU when execution of the current instruction is complete. The programmer
is provided instructions to save and restore the contents of the PC register
and to change the flow of control by modifying its contents. These registers
and their connections to each other and other CPU functional units on 16-bit
buses are shown in the datapath layout for the example microarchitecture in
Fig. 11.

Fig. 11 also shows hardwired constants and scratch-pad registers needed
by the control unit to accomplish its mission of fetching machine instructions
from memory, decoding, and executing them. The instruction register (IR)
holds the instruction being decoded and interpreted for execution. The 16-bit
hardwired constants in registers 0 and +1 are obvious, all zeros in one case
and 15 zeros on the left and a rightmost 1 in the second; but the contents of
the —1 register are minus 1 represented in 2’s complement, which is 16 ones.
The XMASK register contains 4 zeros on the left followed by 12 ones on the
right, and the YMASK register contains 8 zeros on the left followed by 8 ones
on the right. In addition to the MAR and MBR buffer registers there are three
scratch-pad registers (S1, S2, and S3) that can be used by the control unit.
These constants and scratch-pad registers are not visible to the machine or
assembly language programmer, but they are visible to the machine designer,
who himself may use a form of programming called microprogramming [4] to
implement the instruction set architecture. The A-latch, B-latch, and C-latch
registers are used to hold output values constant while they propagate through
combinational logic circuits and appear for latching at the input to one of the
other registers. The time at which various registers latch their values is also
indicated. The N signal emanating from the ALU and going to the micro-
sequencing logic unit is a copy of the high order bit (bit 15) coming out of the
ALU, which corresponds to the sign bit position. The Z signal is the output
of a NOR gate that takes the complement of the result of ORing together all
16 ALU output bits, and is thus used to detect when the ALU outputs are all
ZEros.

Instruction set

In designing an instruction set the most basic computation one wishes to
perform is to add the contents of two memory locations and to store the
result in a third location, which can be expressed using variable names as
C = A + B. The format for such an instruction would require five fields, one
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to encode all of the desired operations including addition, three fields at the
rate of one each for the memory addresses A, B, and C, and one more for the
address of the next instruction to be fetched. This is known as a four address
format. The problem with this format is that, in our case, each instruction
would require 64 = 4 x 16 address bits. As most programmers write sequences
of machine instructions that are to be fetched and executed one after the other
until some decision is made to go to another part of the program, the easiest
way to save 16 bits would be to remove the next address field, provide the
machine with an automatically incrementing program counter register, and
give the programmer jump and branch instructions that can manipulate the
value in the program counter register using addresses from one or more of the
other three address fields. This results in a three address format, but doing
so still requires, in our case, 48 bits of address in each instruction. Making
one of the operands implicitly either one of the sources or the destination for
the result of the operation produces a two operand format in which the result
of the operation overwrites one of the operands. Up to this point all of the
instructions operate memory to memory (except for those that manipulate
the program counter register).

Giving the programmer a CPU register such as an accumulator register,
and instructions to load the accumulator from memory and store the con-
tents of the accumulator back into memory produces a one address format
wherein the accumulator is both an implicit source and destination for two
operand instructions such as addition. If there is more than one CPU reg-
ister for operands, then a register designator field, shorter than a memory
address field, in the instruction is needed to encode which register is either
the source or destination or both. This is sometimes called a one and one-half
address format. Both forms usually comprise memory-to-register (and vice
versa) formats. Register-to-register operations such as adding the contents of
two registers and leaving the result in one of them could be handled by pro-
viding operation codes that permit the memory address field to also contain
a much shorter register designator address. Some of these instructions are
illustrated in Table 2.

Table 2. Sample instruction formats; operand C is destination

Three Two One
address address address
ADD C, B, A MOVE C, A LOAD A
ADD C,B ADD B
STORE C

A minimal instruction set would include data movement instructions to
load and store CPU registers and to move data between programmer-visible
registers, a subtract instruction, and a conditional transfer of control instruc-
tion. Subtract can be used to generate the bitwise logical complement of a bit
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pattern, to effectively multiply a number by minus one by subtracting that
number from zero, and to perform addition. Left logical shift, which corre-
sponds to multiplying a number by two, can be obtained by adding a number
to itself. Left circular shift can be obtained from addition by first checking if
the leftmost bit is one or zero using the conditional transfer of control instruc-
tion, then adding the number to itself, and then adding to the logically left
shifted value the constant one (or not) depending on the result of the condi-
tional transfer of control test. Right circular shift by k bits can be obtained
for n-bit values by a left circular shift of n — k& bit positions. Instructions in
addition to the minimal instruction set provide convenience to the program-
mer or capabilities that would otherwise be tedious to program with fewer
instructions.

The instructions chosen for our example instruction set architecture ISA-1
that will operate on the datapath in our example CPU and memory organi-
zation are shown in Tables 3 and 4, and their binary encodings are shown
in Table 5. A register transfer language (or notation) is used to specify their
actions in Tables 3 and 4. The colon-equal sign is similar to the notation for
an assignment statement in Algol or Pascal and acts as a back arrow that
points to the destination register to be written with the results of the action.
If more than one register transfer statement is listed separated by semicolons,
then the actions occur sequentially in left to right order.

The binary operation codes assigned to the ISA-1 instructions are speci-
fied in Table 5, which also lists the operand fields whose binary values (x, y z,
or d) are to be filled in by the programmer. Assembler programs are usually
written to permit the assembly language programmer to specify the operation
using the symbolic mnemonic shown and to specify the content of an instruc-
tion’s operand field either symbolically, or as a decimal, hexadecimal, or octal
constant. The assembler program then fills in the binary operation code and
calculates the appropriate binary value (x, y, z, or d) to fill into the operand
field when it translates the source program into binary machine language.

Addressing modes

Examining the instructions in Table 5 that refer to memory locations, we see
that their operation codes consume 4 of the 16 bits in the instruction word,
leaving only 12 remaining bits in which to specify a 16-bit memory address.
That is why these instructions’ assembly language mnemonics end in X: to
specify that the content of the 16-bit index register XR will be added to the
signed 2’s complement 11-bit offset in the instruction itself to form the final
16-bit memory address to be accessed, known as the effective address. This
mechanism is known both as indexed addressing and displacement addressing
[2], [3]. This mode also provides a register indirect mode by setting the offset
field in the instruction to zero. Because reference to any arbitrary memory
location requires that register XR first be loaded with an appropriate value,
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Table 3. Example instruction set architecture (ISA-1) instruction repertoire

ISA-1 instruction repertoire
part 1 of 2
Assembly Meaning
language Instruction or action
LXRI x |Load xr immediate |xr:=x (0<x<4095)
LACX x |Load ac reg ac:=m(x+(xr)]| (-2048 <x<2047)
STAX x [Store ac reg m[x+(xr)]:=(ac) (-2048 <x<2047)
ADDX x  |Add to ac ac:=(ac)+m[x+(xr)] (-2048 <x<2047)
SUBX x [Subtract ac:=(ac)—m[x+(xr)] (-2048 <x<2047)
LEAX x |Load effective address [ac:=x+(xr) (-2048 <x<2047)
JMPX x  |Jump pe:=x+(xr) (-2048 <x<2047)
CALX x |Call procedure sp:=(sp)—1;m[(sp)]:=(pc);
pe:=x+(xr) (-2048 <x<2047)

BREZ x |Branch if zero if (ac)=0 then pc:=(pc)+x

(-2048 <x<2047)
BRLZ x |Branch if negative if (ac)<0 then pc:=(pc)+x

(-2048 <x<2047)
BALX x |Branch & link register|xr:=(pc); pc:=(pc)+x

(-2048 <x<2047)
LODL x |Load local ac:=m([x+(bp)] (-2048 <x<2047)
STOL x  [Store local m([x+(bp)|:=(ac) (-2048 <x<2047)
ADDL x  |Add local ac:=(ac)+m[x+(bp)] (-2048 <x<2047)
SUBL x |Subtract local ac:=(ac)—m[x+(bp)] (-2048 <x<2047)
LABI y Load byte immediate |aci5—s:=0, acr_o:=y
INXR y  |Increment xr reg xr:=(xr)+y (0<y<255)
INSP y |Increment sp reg sp:=(sp)+y (0<y<255)
DESP y |Decrement sp reg sp:=(sp)—y (0<y<255)
LXRU z |Load xr upper xri5—12:=y (0<z<15)
RACR z |Rotate ac z-bits right |ac;:=(aci@z mod 16), (0<z2<15)
DROR z |Rotate double register|ac:mq;:=(ac:mq;+-), (0<i<15-z),

ac:mq z-bits right aci:=(mq;—16—:), mq;:=(ac;—16—=),
(16-2< 1i<15), (0<z<15)
(continued)

two immediate mode addressing instructions are provided for loading a con-
stant value into this register immediately, LXRI to load the low order 12 bits
and zero the high order (leftmost) 4 bits and LXRU to load the high order
4 bits without modifying the low order 12 bits. Two other instructions can
also be used to obtain 16-bit values. The LAWI d, where d represents a 16-
bit value in the word immediately following the word containing the LAWI
opcode, loads the AC register. This must be followed by a MVAX instruction
to copy the value into the XR register. The BALX instruction copies the PC
register contents into the XR register and branches (jumps) relative to the
PC contents plus the signed 11-bit offset in the low order 12 bits of the BALX
instruction. Executing BALX 0 causes the instruction in the next sequential
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Table 4. ISA-1 instruction repertoire (continued)

ISA-1 instruction repertoire
part 2 of 2
Assembly Meaning
language Instruction or action
LAWI d |Load ac immediate |ac:=d (0<d<65535)
with data word d
RETN Return pce:=m][(sp)];sp:=(sp)+1
PUSH Push ac onto stack [sp:=(sp)—1;m[(sp)]:=(ac)
POP Pop ac from stack |ac:=m[(sp)];sp:=(sp)+1
PSHB Push bp onto stack|sp:=(sp)—1;m[(sp)]:=bp
POPB Pop bp from stack |bp:=m|(sp)];sp:=(sp)+1
MVSB Copy sp to bp bp:=(sp)
MVBS Copy bp to sp sp:=(bp)
SWAS Swap ac & sp tmp:=(ac);ac:=(sp);sp:=(tmp)
SWAX Swap ac & xr tmp:=(ac);ac:=(xr);xr:=(tmp)
MVAG Copy ac to gr gr:=(ac)
MVGA Copy gr to ac ac:=(gr)
MVAM Copy ac to mq mq:=(ac)
MVMA Copy mq to ac ac:=(mq)
INVA Complement ac ac:=(ac)
ANDG AND gr with ac  |ac:=(ac)A(gr)
ADDG ADD gr to ac ac:=(ac)+(gr)
HALT Halt machine stops fetching instructions

address to be fetched with the XR register pointing to it. BALX could also be
used as a procedure call instruction to a target address relative to the current
program counter contents while saving the return address in the XR register.

To support multiple and recursive calls, a procedure (subroutine or func-
tion) call instruction is provided that saves the return address in a memory
location on the top of a stack pointed at by the SP register. If more values
or addresses are passed to the called procedure than there are CPU registers
available to hold them, then PUSH and POP instructions are provided to
place these parameters on the stack prior to making the call. A stack frame
or base pointer register, BP, is provided so that parameters in the local stack
frame can be obtained or replaced using indexed addressing relative to the BP
register instead of relative to the XR register. The LEAX instruction provides
a means for loading an effective address into the AC register and passing it
as a pointer parameter to a called procedure either in the AC register itself
or by pushing its contents onto the stack.
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Table 5. ISA-1 operation code assignments

ISA-1 instruction repertoire

Opcode Assembly Opcode Assembly

binary language binary language
0000xxxxxxxxxxxx| LXRI x 111110110000zzzz| DROR z
1111110000000000| LAWI d
dddddddddddddddd
1111110000100000| RETN
1111110001000000| PUSH
1111110001100000| POP
1111110010000000| PSHB
1111110010100000( POPB
1111110011000000| MVSB
1111110011100000( MVBS
1111110100000000( SWAS
1111110100100000| SWAX
1111110101000000| MVAG
1111110101100000| MVGA
1111110110000000| MVAM
1111110110100000| MVMA
1111110111000000| INVA
1111110111100000| ANDG
1111111000000000| ADDG
1111111100000000| HALT

0001xxxxxxxxxxxx| LACX
0010xxxxxxxxxXxXxX| STAX
0011xxxxxxxxXxXxxXx| ADDX
0100xxxxxxxxxxxX| SUBX
0101xxxxxxxxxxxx| LEAX
0110xxxxxxxxXxxxX| JMPX
O1lllxxxxxxxxxxxx| CALX
1000xxxxxxxxXxxxX| BREZ
1001xxxxxxXxXXXXX| BRLZ
1010xxxxxxxxxxxx| BALX
1011xxxxxxxxxxxx| LODL
1100xxxxxxxxXx3xXxX| STOL
1101xxxxxxxxXxxXxX| ADDL
1110xxxxxxxxxx%x%| SUBL
11110000yyyyyyyy| LABI
11110001yyyyyyyy| INXR
11110010yyyyyyyy| INSP
11110011yyyyyyyy| DESP
111110000000zzzz| LXRU
111110100000zzzz| RACR z
ddddddddddddddd is a 16-bit constant; in column 4 it is called d.
XXXXXXXXXXXX is a 12-bit constant; in column 2 it is called x.
yYyyyyyy is an 8-bit constant; in column 2 it is called y.
zzzz is a 4-bit constant; in columns 2 and 4 it is called z.

N || M M M B M M M MMM MM

Control unit architecture with microprogramming

Fig. 12 provides a control structure for the microarchitecture’s datapath in
which the designer also implements datapath control signals using a form
of programming, called microprogramming, in which microinstructions are
stored in a control memory, called the control store to distinguish it for the
time being from main memory. The control store has 256 words, and each
word is 32 bits wide. The microinstructions, expressed mnemonically using a
register transfer language, are then translated into 32-bit binary words whose
1’s and 0’s directly (or via decoders in functional units) control the data path
for one CPU cycle comprising the four clock ticks provided by the 4-phase
clock. Each rectangle in the diagram showing a dotted line labeled with one
of the clock phases is or contains a register of D-latches that are loaded by
that clock phase signal. The control store has an address register, called the
microprogram counter (MPC), whose contents are decoded by the control
store to select the next microinstruction to be latched into its buffer register,
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called the microprogram instruction register (MIR), from which control signals
emanate throughout the microarchitecture.
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Fig. 12. Example microarchitecture control structure

We assume that the main memory can respond to read or write requests

during the 4 clock ticks of one microinstruction cycle; otherwise, more reads or
writes must be inserted consecutively in the microinstruction control stream if
the memory is somewhat slower in responding. An alternate mechanism (not
illustrated here) would be to provide a control signal sent by the memory
controller to the CPU that indicates when the memory can provide the data
requested or has completed writing the data sent by the CPU. This “ready”
signal could then be sampled (if additional microoperations were available to
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do so) in each subsequent microinstruction after a read or write request is
either initiated or maintained to determine if the requested word is available
or writing is complete.

The format of each microinstruction is shown in Fig. 13. The A and B fields
are decoded to select either user-visible or other scratch-pad register contents
to be gated onto the A and B buses, respectively. The C field selects one of
the writable CPU registers as the destination into which C-bus contents are
copied if the ENC bit is 1. If ENC is 0, then no CPU register in the scratch-
pad copies the contents of the C-bus at T4, other than possibly the MAR or
the MBR. Writing into the MAR and MBR from the C-bus is controlled by
similarly named 1-bit control signals. Control bits RD and WR control read-
ing and writing between main memory and the MBR. The AMUX bit controls
the 2-way multiplexer by selecting either the contents of the A-latch (if 0) or
the contents of the MBR (if 1) as the input data to the left input (A-bus
side) of the ALU. ALU and shifter control signals are also shown and conform
to decoder input selections shown in Figs. 7 and 8. Conditional and uncondi-
tional branching or jumps within the microprogram can be specified in parallel
with ALU, shifter, and other datapath operations by the combination of the
COND and ADDR fields. The microsequencing logic selects the source passing
through the 2-way MMUX multiplexer by evaluating the Boolean expression:
Mmux = C;CoN V C1CoZ vV C1Co = CoN VvV C1Z V C1Cp. If the Mmux selec-
tion signal is 0, the incremented MPC value is taken; if Mmux = 1, the next
ADDR field bits are taken, provided the DMUX selection input is 0.

Microinstruction Format (32-bit word)

Number of bits in each field:

1 2 2 2 11111 4 4 4 8
A€ |a |8
o HMM E
MN L FBARWN c B A ADDR
u U R r|D|R|c
x D T
1 |co| F1|Fojs1 | s0 EEEEEEEEEEE RN

AMUX COND ALU SHFT
Ccl co Fl FO S1 so

0 = A-latch 0 0 = No Jump 00 =2 0 0 = No shift

1 = MBR 01 = Jump if N=1 01 =2Aand B 0 1 = shift right 1 bit
10 = Jump if z=1 10=2+B 1 0 = shift left 1 bit
1 1 = Jump always 11=2a 1 1 = (not used)

MBR, MAR, RD, WR, ENC

0 No
1 Yes

Fig. 13. Microinstruction control signals specification

The symbolic microoperation “decode” (not shown in Fig. 13) is translated
into binary as C;Cy = 11 for an unconditional jump and both RD and WR
equal 1 (which is meaningless to the main memory); this then sets (in Fig. 12)
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the Mmux control input to 1 and the 2-way DMUX multiplexer selection input
to 1 so as to select the output from the mapping programmable logic array
(PLA) [2] as the input to the MPC. The mapping PLA decodes input from
the B-latch, which should contain the operation code portion of the ISA-1
instruction in the IR; it forms a Boolean product term in the AND array
that then generates in the OR array the 8-bit control store address where the
first microinstruction of the execution sequence for that ISA-1 instruction is
located.

A portion of the microprogram (comprising the first 43 microinstructions
needed) to fetch, decode, and execute the ISA-1 instructions in Tables 3, 4, and
5 is shown in Table 6. ! The execution cycle for each decoded ISA-1 instruction
begins at the control store address whose line is labeled with a comment
showing the assembly language mnemonic for the corresponding instruction
(capitalized for emphasis). The corresponding operation code shown in the
comment for each ISA-1 instruction lists the binary inputs to the mapping
PLA, and the corresponding control store address labeled “Adr:” (shown in
decimal at the left) is the corresponding output of the mapping PLA.

The instruction fetch cycle begins at control store address zero, and the
“decode” and other microoperations shown at control store address 5 could be
placed at control store address 3. Instead, we have chosen to create in scratch-
pad registers s2 and s3 a couple of mask values needed during execution of
memory reference instructions. This increases the length of the fetch cycle
by 8 clock ticks for all instructions. In contrast, by generating these mask
values in each instruction execution cycle that needs one or both of them,
we would increase execution times for these instructions and require 23 more
microinstructions, but we would shorten the fetch cycle for all instructions.
The trade-off chosen here was to save 23 microinstructions by increasing the
length of the instruction fetch cycle in the vain hope that the entire table
could be displayed here.

If one were to write a microprogram assembler ([12]) in a high level lan-
guage such as C for this register transfer language, then it would make life
easier for the microprogrammer in modifying, correcting, or expanding the
overall microprogram to be able to use symbolic addresses for ISA-1 instruc-
tion starting locations and other jump target labels. The resulting assembler
symbol table (assuming the assembler produces absolute control store ad-
dresses) could then be used to program the mapping PLA.

Table 7 gives a few examples of register transfer language (RTL) state-
ments in Table 6 (and an additional microinstruction from control store ad-
dress 82 not shown in Table 6) translated into their corresponding 32-bit
control store words whose 1-, 2-, 4-, and 8-bit fields are shown in decimal
shorthand for each field. One need only convert the decimal value in each

'The complete microprogram requiring 127 control store words in addresses 0
through 126 can be found at World Wide Web URL: www.eng.umd.edu/~silio/ISA1.
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Table 6. Microprogram mpp-1 to fetch, decode, and execute ISA-1 instructions,
part 1 of 3

Adr: Microinstruction Comment
0: mar:=(pc); fetch instruction
1: pe:=(pc) + (+1); rd; update pc & read memory
2: ir:=(mbr); load ir
3: s2:=rshift[(xmask) + (+1)]; (s2) = 0000100000000000
4: s3:=inv|[(xmask)]; (s3) = 1111000000000000
5: sl:=band[(xmask),(ir)]; decode; map control store address
6: xr:=(ir); goto 0; 0000 = LXRI
7: alu:=band|[(s1),(s2)]; if z then goto 9; 0001= LACX
8: s1:=(s1)+(s3);

Ne)

: mar:=(sl)+(xr);
: rd;
: ac:=(mbr); goto 0;
: alu:=band[(s1),(s2)]; if z then goto 14; 0010= STAX
: s1:=(s1)+(s3);
: mar:=(s1)+(xr);
: mbr:=(ac);
: wr; goto 0;
: alur=band[(s1),(s2)]; if z then goto 19; 0011= ADDX
: s1:=(s1)+(s3);
: mar:=(s1)+(xr);
:rd;
:ac: *( ¢)+(mbr); goto 0;
[(s ,( 2)]; if z then goto 24; 0100= SUBX
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: ac:=(s1)+(xr); goto 0;
: alu:=band[(s1),(s2)]; if z then goto 33; 0110= JMPX
: s1:=(s1)+(s3);

: pe:=(sl)+(xr); goto 0;

: sp:=(sp)+(-1); 0111= CALX
: mar:=(sp);

: mbr:=(pc);

: wr; goto 31;

: alu:=(ac); if z then goto 40; 1000= BREZ
: goto O;

: alu:=band[(s1),(s2)]; if z then goto 42;

: s1:=(s1)+(s3);

: pc:=(sl)+(pc); goto 0;
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field to its binary value right justified and zero filled on the left for the corre-
sponding number of bits in that field.

Table 7. Some RTL statements translated to 32-bit control store words

AlC| |S A

Register transfer language |M|OJ|A|H|M|M E D
symbolic microinstruction |U|N|L|F|B|A|R|W|N D
statement X D|UIT|IR|R|D|R|C|C|B|A|R
mar:=(pc); 0(0{0|0|0|1({0j0]|0O| O] O] 3|00
pc:=(pc)+(+1);rd; 0(0(2(0|0[0|1|0|1| 3] 1| 3|00
ir:=(mbr); 1(0{0{0(0|0|0|0|1]| 2] 0| 0|00
s2:=rshift[(xmask)+(+1)]; _ |0]0]2[1]0]0]0[0|1|11] 1]13[00
s3:=inv[(xmask)]; 0[0(3(0|/0[0|0|0|1|12] 0|13]|00
sl:=band[(xmask),(ir)];decode;| 0 |3|1{0{0|0|1|1|1|10| 2|13|00
sl:=inv|(mbr)]; 1(0({3({0(0|0|0|0|1|10] O] 0|00
s1:=Ishift[(s1)+(s1)]; 0[0(2(2/0]0|0|0|1(10{10|10|00
alu:=(ac);if z then goto 40; 0(2|0/0|0|0|0|0|0O]| 0| O0| 4|40
pc:=(s1)+(xr);goto 0; 0[3[2(0|/0]0|0|0 1| 3] 6/10/00
sp:=(sp)+(+1);rd;goto 11; 0|3[2(0|0]|0|1]0([1]| 8| 1| 8|11
s1:=(s1)4(-1);if n then goto 0;{0|1|2({0(0|0|0|0|1{10/15/10{00
ac:=rshift[inv[(ac)]]; 0[0[3[1|0[0|0|0 (1| 4| 0] 4|00

Control with reduced microinstruction word width

Now consider an alternate control unit architecture that uses reduced word
width microinstructions. The reduced word width is achieved by encoding the
nine leftmost control fields in the 32-bit wide horizontal microinstruction for-
mat in Fig. 13 into one field and by eliminating the ADDR field, resulting in a
microinstruction format (called mpp-2) that is only half as wide (16 bits). The
consequence of encoding the microoperations in the microinstructions into 4-
bit operation codes is that only one microoperation or register transfer at a
time can be issued, thus reducing the parallelism provided by the microarchi-
tecture’s datapath. This occurs because the operation codes must be decoded
into a l-out-of-16 selection, as shown in Fig. 14. Two condition code latches
for N and Z must also be supplied because now it is necessary to set the latches
during one microinstruction (such as during an ADD, Boolean AND, or shift
microinstruction) and then conditionally jump by testing them in a follow-
ing microinstruction. Disposing of the ADDR field requires the introduction
of a microprogram counter (already present) and both conditional and un-
conditional jump (micro)instructions whose target address can be formed by
combining the R2 and R3 4-bit address fields into one 8-bit field.

Table 8 shows the reduced word width microinstruction encodings, their
assembly language mnemonics, and their register transfer language specifi-
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Fig. 14. Reduced word width microinstructions control structure

cations. Note that r is the 8-bit concatenation [r2r3] of the two 4-bit fields
specified by r2 and r3 in the left-to-right order r2 followed by r3.

Table 9 specifies the control signals generated by the opcode decoder for
each mpp-2 microinstruction opcode. A plus sign means the signal is asserted
(i.e., set equal to 1); a blank means it is negated (i.e., set equal to 0). The
“Latch NZ” control signal generated by the opcode decoder and the addition of
the N and Z latches are the main differences between the mpp-2 and the mpp-
1 microarchitectures; the remaining 12 control signals generated by mpp-2’s
opcode decoder are the same as those used to control the mpp-1 data path and,
thus, perform the same functions as those specified in the microinstruction
format mpp-1 (32-bit word). Each output column in Table 9 represents one
control signal bit generated by an OR-gate whose input is the output of those
decoder AND-gates showing a plus sign in that column.
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Table 8. MPP-2 microinstructions, encodings, and meaning

MPP-2 opcodes

Opcode| Mnemonic Meaning
binary | & operands Instruction or action

0000 | MOVE rl,r3 |Move register rl:= (r3)

0001 | AND rl,r2,r3|Boolean AND rl:= (r2)A(r3) = band[(r2),(r3)]

0010 | ADD rl,r2,r3|Addition rl:i= (r2)+(r3)

0011 | COMPL rl,r3 |Complement rl:= inv[(r3)]

0100 | LSHIFT rl,r3 |Left shift rl:= Ishift[(r3)]

0101 | RSHIFT rl,r3 |Right shift rl:= rshift[(r3)]

0110 GETMBR rl Store MBR in register|rl:= (mbr)

0111 | TEST r3 Test register if (r3)<0 then N:=1,

if (r3)=0 then Z:=1

1000 | LDMAR r3 Load MAR mar:= (r3)

1001 | LDMBR r3 Load MBR mbr:= (r3)

1010 READ Memory read rd

1011 WRITE Memory write wr

1100 NJUMP r Jump if N=1 if n then go tor

1101 ZJUMP r Jump if Z=1 if z then go tor

1110 | UJUMP r Unconditional jump |go tor

1111 DECODE Decode IR operation [go to map_PLA address

Table 9. MPP-2 decoding and control signals

MPP-2 control signals
A
M|E MM

Opcode ALU |[SHFT|Latch|U|N|A |B |R|{W|COND
decimal|Mnemonic|F1|F0|S1{S0| NZ [ X|C/R|R|D|R|C1|CO0

0 MOVE + =+

1 AND + + —+

2 ADD —+ + —+

3 COMPL =+ |+ + +

4 LSHIFT —+ + —+

5 RSHIFT —+ + —+

6 GETMBR F F+

7 TEST +

8 LDMAR =+

9 LDMBR F

10 READ =+

11 WRITE +

12 NJUMP

13 ZJUMP =+

14 UJUMP + | +

15 DECODE FFT+1F
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On the road to RISC

In the 1960s IBM included both a read-only memory (ROM) control store with
wide horizontal microinstructions and some writable control storage (static
random access memory) for microdiagnostics in high end IBM 360 series ma-
chines. In low end machines, both the ISA instructions and the microinstruc-
tions were stored in the read /write magnetic core main memory. In later series
machines, metal oxide semiconductor memory was used that held both ISA in-
structions and the control microprogram. The microprogram was loaded into
memory from a magnetic floppy disk from the console by pressing a “load
control store” button. Designers of some minicomputers (most of which had
microprogrammed CPUs) began including some writable control store so that
users could implement their own microprogrammed machine instruction, such
as one instruction that might perform a fast Fourier transform. This led to
the idea that the middle level microprogramming to interpret ISA machine
instructions could be eliminated if only high level language compilers could
compile all the way down to microinstructions. The first successful attempts
to do this required microinstructions that could perform only one thing at a
time, like the mpp-2 reduced word width microinstructions. So by designing
an instruction fetch unit that would carry out the first three microinstruction
words in Table 6 plus the instruction decode as a hardware component, the
microprogram could be formatted in mpp-2 format and placed directly into
main memory. In this way the PC becomes the MPC register used by the
instruction fetch unit, the IR register takes the place of the MIR register, and
the op decoder decodes the opcode field in the IR. The datapath, op decoder,
and control signal gating are then all hardwired, and the mpp-2 microinstruc-
tions become the instruction set architecture with the entire register set visible
to the programmer. This is basically what reduced instruction set computers
(RISC) are: user-microprogrammed engines.

The problem with the reduced word width microinstructions in the mpp-2
format is that, because of the loss of parallelism, more of them are needed
to accomplish the same tasks performed by horizontal mpp-1 microinstruc-
tions. For instance, the mpp-1 microinstruction “sp:=(sp)+(+1);rd;goto 11;”
specified in execution of the POP instruction would need to be replaced by a
sequence of three mpp-2 microinstructions; namely, “ADD sp,+1,sp; READ;
UJUMP 11.” Transforming to mpp-2 format the 127 words in the mpp-1 mi-
croprogram to interpret ISA-1 instructions (whose first 43 words are given in
Table 6) would require 3 additional microinstructions in the fetch cycle and 71
additional microinstructions in the ISA-1 execution cycles. Thus, although in
the mpp-2 format the microinstructions have become narrower, more of them
are needed to do the same work, resulting in longer (taller?) microprograms;
hence, the term “vertical microprogramming” for the mpp-2 format versus
the term “horizontal microprogramming” for the mpp-1 format. At four clock
ticks per additional microinstruction the same task would take longer on a ver-
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tically microprogrammed machine than on a horizontally microprogrammed
machine.

To recover some of the lost parallelism, a production line scheme, called
a “pipeline,” is used in all reduced instruction set architectures, but this too
introduces problems. If four clock ticks are used to process one microinstruc-
tion, then a four stage production line could be used with one stage per clock
tick. The instruction fetch unit is somehow operated to obtain a new microin-
struction at each clock tick and feed it into the pipeline. Once the pipeline
is filled, four separate microinstructions would be in various stages of execu-
tion simultaneously, thus regaining lost parallelism. The instruction fetch unit
must predict from what location the next microinstruction will come (usually
pointed at by the incremented program counter). Problems arise when con-
ditional branch instructions that cannot be resolved until the last stage of
production enter the pipeline. If the instruction fetch unit has guessed the
branch target incorrectly, then the other three stages of production must be
discarded and the correct instruction stream brought into the pipeline, causing
delayed production of results. Much design effort has gone into ways of making
better branch outcome guesses (i.e., predictions) to keep the ever-lengthening
pipelined production lines busy producing good results. More recently, this
work has been backed off onto compiler optimizers to reorganize the instruc-
tion sequence (without, hopefully, violating the programmer’s intent) so as to
schedule the instructions going into the pipeline in a way that will keep the
production line busy ([3], [8], [11]).

If one increases mpp-2 format word length and main memory word length
from 16 bits to 32 bits, then some more possibilities present themselves. The
rl, r2, and r3 fields can be increased to 5 bits each and 32 addressable and user-
visible registers can be included in the CPU. The width of the opcode field can
also be increased from 4 bits to 6 or 8 bits. This allows more opcode possibili-
ties and an instruction format that includes some bits in which to also specify
immediate mode constants to provide addressing modes similar to those in the
ISA-1 instruction set directly without the user writing sequences of mpp-2 like
microinstructions. Main memory load and store instructions are also usually
provided (along with opcodes for full and partial word transfers) so that users
need not directly manipulate the MAR and MBR registers and issue read
and write microoperations. These tasks are carried out and sequenced by the
hardware decoder for load and store instructions. Instructions such as add,
subtract, and other bitwise logical operations are restricted to manipulation
of CPU registers. Instructions that specify floating-point operations may also
be included in the instruction set, but these complex instructions are usually
passed to an associated floating-point co-processor for execution.

Because main memory access time has not been able to keep up with im-
provements in CPU instruction cycle times, higher speed hidden buffer mem-
ory (actually static random access register memory called “cache memory”)
is usually placed between the CPU and main memory to provide on-average
higher effective access time to memory words by keeping the more frequently
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accessed words in the high speed buffer memory. If the desired word cannot
be found in the cache memory, then some additional overhead time is incurred
to obtain that word from main memory, place it in the cache, and hand it to
the CPU.

The material in the references provides both additional information and
more detailed discussions of concepts presented here. However, whichever in-
struction set is provided by designers, it is the task of the programmer to
use those instructions to enable the computer to produce the desired results.
More complex instructions may result in a sequence of fewer instructions to
accomplish a given task. A simpler “reduced instruction set” format may re-
quire a longer sequence of instructions to do the same task, but hardware
organization components such as pipelining and branch prediction to support
on-average faster execution are also usually provided.
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1 Introduction

A real-time system is one with explicit deterministic or probabilistic timing
requirements. Historically, real-time systems were scheduled by cyclic exec-
utives, constructed in a rather ad hoc manner. During the 1970s and 1980s,
there was a growing realization that this static approach to scheduling pro-
duced systems that were inflexible and difficult to maintain. Building upon
the seminal work of Liu and Layland [27], a successful effort was made to
develop a practical theory of dynamic real-time scheduling, which led to the
main body of fixed priority scheduling results reported here. In addition, there
were notable and timely successes in the application of this theory to national
high technology projects including a global positioning satellite software up-
grade [17] and the International Space Station.

The successes in practice provided the momentum to revise the open sys-
tems standards and create a coherent set of hardware and software standards
to support fixed-priority, theory-based real-time computing. Before these re-
visions, real-time computing standards were ad hoc. They also suffered from
priority inversion problems, and had an inadequate number of priority levels
to support real-time applications of fixed-priority scheduling. A standards-
driven transformation of the real-time computing infrastructure started with
solving the priority inversion problem in Ada [32], and in providing sufficient
priority levels in Futurebus+. Today, all major open standards on real-time
computing support fixed-priority scheduling.

Since the launch of a Real Time Systems Initiative by the United States
Office of Naval Research in the 1980s, there has been an explosion of interest
in real-time systems, and a growing amount of research and publications on
the analysis of real-time scheduling. This chapter is based on the 25th year
anniversary paper [31] for the IEEE Real Time Systems Symposium written
by Sha et al. where the authors reviewed the key results in real-time scheduling
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theory and the historical events that led to the establishment of the current
real-time computing infrastructure. In the following sections, we briefly review
the two most important areas of real-time scheduling theory: 1) fixed-priority
scheduling, and 2) dynamic-priority scheduling. Finally, we examine some of
the new challenges ahead.

2 Fixed-Priority Scheduling

The notion of priority is commonly used to order access to the processor and
other shared resources such as communication channels. In real-time schedul-
ing theory, priorities are principally applied to the scheduling of jobs. Each
job has a release time, a computation time, and a deadline. The deadline can
be expressed relative to the release time or as an absolute time. In priority
scheduling, each job is assigned a priority via some policy. Contention for re-
sources is resolved in favor of the job with the higher priority that is ready to
run.

The phrase “fixed-priority scheduling” is generally applied to tasks. A task,
sometimes also called a process or thread, is a potentially infinite sequence
of jobs. A task is periodic if it is time triggered, with a regular release. The
length of time between releases of successive jobs of task 7; is a constant, T},
which is called the period of the task. The deadline of each job is D; time units
after the release time. A task may also have an offset, from system start-up,
for the first release of the task. A task is aperiodic if it is not periodic. An
aperiodic task is sporadic if there is a bound on the load it may impose on the
system. For a sporadic task there are constants C; and T; such that the sum
of the compute times of all the jobs of 7; released in any interval of length T; is
bounded by C;. In one important case C; is an upper bound on the compute
time of each job and T} is the minimum time between releases.

In fixed-priority task scheduling, all the jobs of a task have the same prior-
ity. Usually, the tasks are numbered so that 7; has priority ¢, where the value
one denotes the highest priority and larger integers denote lower priorities.
Task-level priority assignments are known as “generalized rate-monotonic”
scheduling because of historical reasons. The priority of each task is assumed
to be fixed, but a system may still be analyzed under the assumption of fixed
task priorities if the changes in priority only occur at major epochs, such as
system “mode changes,” or if the changes only apply to short time intervals,
such as critical sections.

2.1 The Liu and Layland analysis

In 1973, Liu and Layland published a paper on the scheduling of periodic tasks
that is generally regarded as the foundational and most influential work in
fixed-priority real-time scheduling theory [27]. They started with the following
assumptions:
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(i)  all tasks are periodic;

(ii)  all tasks are released at the beginning of a period and have a deadline
equal to their period;

(iii) all tasks are independent, i.e., have no resource or precedence relation-
ships;

(iv) all tasks have a fixed computation time, or at least a fixed upper bound
on their computation times, which is less than or equal to their period;

(v) no task may voluntarily suspend itself;

(vi) all tasks are fully preemptible;

(

(

i

vii) all overheads are assumed to be 0;
viil) there is just one processor.

Under this model, a periodic task is time triggered, with a regular release
time. The length of time between releases of successive jobs of task 7; is a
constant, T;, which is called the period of the task. Each job has a deadline
D; time units after the release time. A task is said to have hard deadline if
every job must meet its deadline. A task may also have an offset, from system
start-up, for the first release of the task.

Feasibility analysis is used to predict temporal behavior via tests which
determine whether the temporal constraints of tasks will be met at run time.
Such an analysis can be characterized by a number of factors including the
constraints of the computational model (e.g., uniprocessor and task indepen-
dence) and the coverage of the feasibility tests. Sufficient and necessary tests
are ideal, but for many computational models such tests are intractable. In-
deed, the complexity of such tests is non-deterministic polynomial (NP)-hard
for non-trivial computational models. Sufficient but not necessary tests are
generally less complex, but are pessimistic. Feasibility analysis is most suc-
cessful in systems where the relative priorities of tasks (as in fixed-priority
scheduling), or at least jobs (as with Earliest Deadline First scheduling), does
not vary.

Liu and Layland’s fundamental insight regarding the feasibility of fixed-
priority task sets is known as the critical instant theorem [27]. A critical instant
for a task is a release time for which the response time is maximized (or
exceeds the deadline, in the case where the system is overloaded enough that
response times grow without bound). The theorem says that, for a set of
periodic tasks with fixed priorities, a critical instant for a task occurs when
it is invoked simultaneously with all higher priority tasks. The interval from
0 to D; is then one over which the demand of higher priority tasks 7y...7;_1
is at a maximum, creating the hardest situation for 7; to meet its deadline.
This theorem has been proven to be robust. It remains true when many of
the restrictive assumptions about periodic tasks listed above are relaxed.

Though further research would find more efficient techniques, the critical
instant theorem provided an immediately obvious necessary and sufficient test
for feasibility, i.e., to simulate the execution of the set of tasks, assuming they
are all initially released together, up to the point that the lowest priority task
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either completes execution or misses its first deadline. The task set is feasible
if and only if all tasks have completed within their deadlines. The simulation
only need consider points in time that correspond to task deadlines and release
times. Since there are only [D,,/T;] such points for each task 7;, the complexity
of this simulation is O(}_""_; Dy /T;).

Based on the concept of critical instant, [27] proved a sufficient utilization-
based condition for feasibility of when a set of tasks assigned priorities accord-
ing to a rate-monotonic (RM) policy, that is, when the task with the shortest
period is given the highest priority, the task with the next shortest period
the second highest priority, etc. Liu and Layland proved that RM policy is
the optimal static task priority assignment, in the sense that if a task set can
be scheduled with any priority assignment, it is feasible with the RM assign-
ment. Liu and Layland also showed that with this policy scheduling a set of
n periodic tasks is feasible if

n
C;

%

<n(27 —1). (1)

i=1
For example, a pair of tasks is feasible if their combined utilization is no greater
than 82.84%. As n approaches infinity, the value of n(2'/" — 1) approaches
In(2) (approximately 69.31%).

A common misconception is that with fixed-priority scheduling, and RM
scheduling in particular, it is not possible to guarantee the feasibility for any
periodic task set with a processor utilization greater than In 2. This bound is
tight in the sense that there exist some infeasible task sets with utilization
arbitrarily close to n(2'/™ — 1), but it is only a sufficient condition. That is,
many task sets with utilization higher than (1) are still schedulable. Lehoczky,
Sha, and Ding [23] showed that the average real feasible utilization, for large
randomly chosen tasks sets, is approximately 88%. The remaining cycles can
be used by non-real-time tasks executing with background priorities. The de-
sire for more precise fixed-priority schedulability tests, i.e., conditions that are
necessary as well as sufficient, led to the feasibility analysis which is described
later in this section.

It is also important to note that high utilization can be guaranteed by an
appropriate choice of task periods. In particular, if task periods are harmonic
(that is, each task period is an exact integer multiple of the next shorter
period), then schedulability is guaranteed up to 100% utilization. This is often
the case in practice in a number of application domains. Sha and Goodenough
showed that by transforming periods to be nearly harmonic (with zero or small
residues in the division of periods), the schedulability can be significantly
improved [32]. For example, for two tasks with periods 10 and 15, the task with
period 10 can be mapped into a new task with period 5 and half of the original
execution time. The schedulability now becomes 100% because the residue in
period division is now zero. This technique, called period transformation, can
be done without changing the source code by means of one of the fixed-priority
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aperiodic server scheduling techniques, such as the sporadic server. There is,
however, some increase in system overhead when servers are used.

2.2 Further developments

The success of fixed-priority scheduling has come through the work of a large
group of researchers, who extended the original analysis of [27] in a number
of ways. The full story spans a very large number of publications. However,
taking a historical point of view [3,32], one can recognize within all this
research a few principal threads:

(i) ezact feasibility analysis—necessary and sufficient feasibility tests (based
upon calculation of the worst-case response time of a task) permitted
higher utilization levels to be guaranteed and led to further extensions
of the theory, such as overrun sensitivity analysis and the analysis of tasks
with start-time offsets;

(ii) analysis of task interaction—the introduction of the family of priority in-
heritance protocols enabled potential blocking to be bounded and ana-
lyzed;

(iil) inclusion of aperiodic tasks—the introduction of aperiodic servers permit-
ted aperiodic tasks to be accommodated within the strictly periodic task
model;

(iv) overload management—techniques for handling variations in task execu-
tion times made it possible to relax the requirement of known worst-case
execution times and still ensure that a critical subset of the tasks will
complete on time;

(v) implementation simplifications—the demonstration that only a small num-
ber of implementation priority levels is needed made it practical to apply
fixed-priority scheduling more widely, including in hardware buses;

(vi) multiprocessors and distributed systems—analysis techniques were adapted
to systems with multiple processors.

In the following sections we discuss these key results, together with the
subsequent threads of research stemming from them.

2.3 Feasibility analysis

The utilization bound feasibility test described above is simple, both in con-
cept and computational complexity. Consequently, it is widely recognized and
is frequently cited. However, it has some limitations:

(i) the feasibility condition is sufficient but not necessary (i.e., pessimistic);

(ii) it imposes unrealistic constraints upon the timing characteristics of tasks
(1.6.7 Dz = Tz)»

(iil) task priorities have to be assigned according to the RM policy (if priorities
are not assigned in this way, then the test is insufficient).
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During the mid 1980s, more complex feasibility tests were developed to address
the above limitations.

Lehoczky, Sha, and Ding [23] abstracted the idea behind the feasibility test
(based on the critical instant theorem) for RM scheduling by observing that if
a set of tasks is released together at time zero, the ¢ highest priority task will
complete its first execution within its deadline if there is a time 0 < t < T;
such that the demand on the processor, W;(t), of the 7 highest priority tasks
is less than or equal to t¢; that is,

Wi(t) = Z m C <t ()

Jj=1

Since Ti] is strictly increasing except at the points where tasks are released,
the only values of ¢t that must be tested are the multiples of the task periods
between zero and T;. This test is also applicable to task sets with arbitrary
fixed-priority orderings.

Concurrently, another group of researchers looked at the more general
problem of determining the worst-case response time of a task, that is, the
longest time between the arrival of a task and its subsequent completion. Once
the worst-case response time of a task is known, the feasibility of the task can
be checked by comparing its worst-case response time to its deadline.

A fixed-priority response-time analysis was developed in [21]. The algo-
rithm of Joseph and Pandya computes the worst-case response time R; of

task 7; as the least fixed-point solution of the following recursive equation:

R—C S Bl )

Joseph observed that only a subset of the task release times in the interval
between zero and T; need to be examined for feasibility. That is, the preceding
equation can be solved iteratively.

In 1982, the paper [24] considered fixed-priority scheduling of sets of tasks
that may have deadlines that are less than their periods, i.e., C; < D; < T;.
Leung and Whitehead showed that the optimal policy for such systems, called
deadline monotonic (DM) scheduling, is to assign tasks with shorter deadlines
higher priorities than tasks with longer deadlines. RM and DM scheduling are
the same when deadline equals period, and the proof of optimality follows the
same reasoning. Since the response-time tests described above do not depend
on any particular priority assignment, they can be applied to DM scheduling
as well as RM scheduling.

2.4 Task interaction

The Liu and Layland model assumes that tasks are independent. In real sys-
tems that is not the case. There are resources, such as buffers and hardware
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devices, that tasks must access in a mutually exclusive manner. The mech-
anisms that enforce mutual exclusion necessarily sometimes cause a task to
block until another task releases a resource. For a task system to be feasible,
the duration of such blocking must be bounded. Given such a bound, the fea-
sibility analysis can be refined to take the worst-case effect of blocking into
account.

In a fixed-priority preemptive scheduling system, blocking is called prior-
ity inversion because it results in a violation of the priority scheduling rule:
if the highest priority task is blocked, a lower priority task will execute. Sha
observed that the duration of priority inversion due to blocking may be ar-
bitrarily long. For example, a high priority task may preempt a low priority
task, the high priority task may then be blocked when it attempts to lock a
resource already locked by the low priority task, and then the low priority
task may be repeatedly preempted by intermediate priority tasks, so that it
is not able to release the resource and unblock the high-priority task. Sha,
Rajkumar, and Lehoczky introduced the family of priority inheritance proto-
cols as a solution approach to the priority inversion problem [34]. The priority
inheritance protocol (PIP) prescribes that if a higher priority task becomes
blocked by a low priority task, the task that is causing the blocking should
execute with a priority which is the maximum of its own nominal priority and
the highest priority of the jobs that it is currently blocking.

However, the PIP does not prevent deadlocks. In addition, a job can be
blocked multiple times. A solution is to add a new rule to the PIP: associate
with each resource a priority, called the priority ceiling of the resource. The
priority ceiling is an upper bound on the priority of any task that may lock
the resource. A job may not enter its critical section unless its priority is
higher than all the priority ceilings currently locked by other jobs. Under this
ceiling rule, a job that may share resources currently locked by other tasks
cannot enter its critical section. This prevents deadlocks. In addition, under
the priority ceiling protocol a job can be blocked at most once. This notion of
priority ceilings is the basis of several locking protocols, including the priority
ceiling protocol (PCP) [30,34], the stack resource protocol (SRP) [4], and the
Ada 95 programming language ceiling locking protocol [5].

The feasibility analyses given in the previous section have been extended
to account for the blocking that tasks may be subject to at run time. In
the calculation of the feasibility of a task, its computation time is viewed as
consisting of its worst-case execution time, the worst-case interference it can
get from higher priority tasks, and the worst-case time for which it may be
blocked.

Permitting tasks to communicate and synchronize via shared resources
is only one form of task interaction that is not allowed within the Liu and
Layland model. Another is precedence constraints or relations between tasks.
When two tasks have a precedence relationship between them, the successor
task cannot commence execution before the predecessor task has completed.
While the choice of task offsets and periods can enforce precedence relations
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implicitly, little work has appeared in the literature regarding the explicit
analysis of precedence-related tasks within fixed-priority systems. In 1991,
Harbour, Klein, and Lehoczky [19] considered tasks that are subdivided into
precedence constrained parts, each with a separate priority.

2.5 Aperiodic tasks

In previous sections, we have discussed the scheduling of tasks with periodic
releases and predictable execution times. However, many real-time systems
also contain tasks whose processor demands do not fit that model. We use
the term non-periodic for such tasks, whether they have significantly varying
inter-release times, significantly varying execution times, no hard deadline, or
some combination of these characteristics.

If the periodic task model is relaxed slightly, letting C; be just the max-
imum execution time and letting 7; be the minimum inter-release time, Liu
and Layland’s analysis and most of the refinements that followed it remain
valid [28]. However, for non-periodic tasks with large variations in inter-release
times and/or execution times, reserving enough processor capacity to guaran-
tee feasibility under this model is impractical.

One simple way to handle non-periodic tasks is to assign them priority
levels below those of tasks with hard deadlines, i.e, relegate them to back-
ground processing. However, if there is more than one such task and they
have quality-of-service requirements, average response-time requirements, or
average throughput requirements, background processing is likely to be un-
satisfactory.

Non-periodic tasks with quality-of-service requirements may be run at a
higher priority level, under the control of a pseudo hard real-time server task
such as a polling server [33]. A polling server is a periodic task with a fixed pri-
ority level (possibly the highest) and a fixed execution capacity. The capacity
of the server is calculated off line and is normally set to the highest level that
permits the feasibility of the hard-deadline periodic task set to be guaranteed.
At run time, the polling server is released periodically. Its capacity is used to
service non-periodic tasks. Once this capacity has been exhausted, execution
of the polling server is suspended until the server’s next (periodic) release.
Since the polling server behaves like a periodic task, the feasibility analysis
techniques developed for periodic tasks can be applied.

A polling server can guarantee hard deadlines for sporadic tasks, by ap-
propriate choices of period and server budget, and can guarantee a minimum
rate of progress for long-running tasks. It also is a significant improvement
over background processing for aperiodic tasks. However, if aperiodic jobs ar-
rive in a large enough burst to exceed the capacity of the server, then some
of them must wait until its next release, leading to potentially long response
times. Conversely, if no jobs are ready when the server is released, the high
priority capacity reserved for it is wasted.
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The Deferrable Server [41] and Sporadic Server algorithms [37] are based
on principles similar to those underlying the polling server. However, they
reduce wasted processor capacity by preserving it if there are no jobs pending
when the server is released. Due to this property, they are termed bandwidth
preserving algorithms. The two algorithms differ in the ways in which the ca-
pacity of the server is preserved and replenished and in the feasibility analysis
needed to determine their maximum capacity. In general, both offer improved
responsiveness over the polling approach. Even these more complex server al-
gorithms are unable to make full use of the slack time that may be present
due to the often favorable (i.e., not worst-case) phasing of periodic tasks.
The Deferrable and Sporadic Server algorithms are also unable to reclaim
spare capacity gained when, for example, other tasks require less than their
worst-case execution time. This spare capacity can, however, be reclaimed by
the Extended Priority Exchange algorithm [36]. Comparisons of these server
schemes are provided by Bernat and Burns [9], who conclude that the best
choice of server algorithm is application dependent.

Another approach to supporting soft-deadline tasks within a system that
contains hard deadlines is to assign two priorities to the hard-deadline tasks
[10]. When necessary, the task is promoted to the second, higher, priority to
ensure that it will meet its deadline. In general, the soft tasks have deadlines
below the second but above the initial deadline of these hard tasks.

Recently, Abdelzaher, Sharma, and Lu [1] have developed sufficient con-
ditions for accepting firm deadline aperiodic work while guaranteeing that all
deadlines of those tasks will be met. The admission algorithm requires knowl-
edge of an arriving task’s computation requirement and deadline. Given this
knowledge, Abdelzaher derives a schedulability bound in the spirit of the Liu
and Layland bound showing that if the workload level is kept below a certain
synthetic utilization level, all admitted tasks will always meet their deadlines.
Specifically, assume that each arriving aperiodic task has known computation
time C and deadline D. At each instant of time, a synthetic utilization value,
Ut) = %7 is computed where the sum extends over all tasks that have ar-
rived and been accepted but whose deadlines have not yet expired. Abdelzaher
et al. show that there is a fixed-priority policy that will meet all the deadlines
of the accepted aperiodic tasks as long as the restriction U(t) < 2 — /2 is
enforced. Arriving aperiodic tasks that would cause U(t) to exceed this bound
are not accepted for processing. Under a heavy workload, this algorithm will
reject unschedulable requests and accept those whose deadline can still be
guaranteed, leading to improved aperiodic utilization.

2.6 Overload management

Analyses of schedulability must make some assumptions about workload,
which is ordinarily characterized by the worst-case execution time and the
minimum inter-release time of each task. However, real task execution times
may vary widely, and the actual worst-case execution time of a task may be
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difficult or impossible to determine. Task release times may also vary from the
ideal model. To cope with such variability, a system designer may try to (a)
prevent overloads, by making safe assumptions about workload, which may
be even more pessimistic than the actual worst case; (b) tolerate overloads,
by providing some reduced but acceptable level of service when the workload
exceeds normal expectations.

With fixed-priority scheduling, an execution time overrun (provided it is
not in a non-preemptible section) or early task release may only delay the
execution of lower priority tasks. If it is known which tasks may be released
early or run over their nominal worst-case execution times, then only those
tasks and the tasks of lower priority need to be designed to tolerate and recover
from overruns.

Many practical systems, e.g., factory automation systems, PCs, and cell
phones, have a mixture of real-time tasks and non-real-time tasks. A widely
used practice is to give real-time tasks higher priorities. We know that real-
time tasks can meet their deadlines as long as they are schedulable as a group.
For example, in a modern PC, the audio and video will have higher priorities
and typically have a total utilization that is far below the Liu and Layland
bound. They can meet their deadlines, even if the system is overloaded by
other activities such as compiling applications and backing up files. Such a
simple but effective solution takes advantage of the nature of fixed-priority
scheduling.

Even if all the real-time tasks are not schedulable under wost-case condi-
tions, it may be possible to distinguish critical and non-critical tasks. That is,
the system may be able to function tolerably for some period of time if all the
critical tasks complete within their deadlines. Sha and Goodenough showed
that it is easy to ensure that a set of critical tasks’ deadlines will be met when
non-critical tasks overrun their nominal worst-case executions times, provided
the critical tasks never overrun their own nominal worst-case execution times
and are schedulable as a group under those worst-case execution times [32].
The technique is to shorten the periods of the critical tasks (the period trans-
formation mentioned in Section 2.1) so that the critical tasks all have higher
RM priorities than the non-critical tasks. More precise control over the effects
of overload may be achieved in other ways. Servers can be used to isolate the
cause of overload or to provide resources for recovery. Another approach to
overload is to define, if the application will allow, certain executions of each
task to be “skippable” [8,22].

If one designs to prevent overloads by sizing a system to function correctly
under very conservative, safe assumptions about workload, there will ordinar-
ily be significant spare capacity available at run time. This spare capacity
becomes available for many reasons, including tasks completing in less than
their worst-case execution time, sporadic tasks not arriving at their maximum
rate, and periodic tasks not arriving in worst-case phasing. One then has the
problem of resource recovery, that is, finding a way to use the spare capacity
to enhance the quality of hard real-time services.
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One important approach to designing to make good use of spare capac-
ity, for both fixed-priority and dynamic-priority scheduling, is the imprecise
computation model [35]. This is based on what are known more generally as
“anytime algorithms” because they can provide a useful result any time they
are queried or stopped. One such approach is to decompose every task 7; into
a mandatory subtask M; and an optional subtask O;. The mandatory sub-
task is the portion of the computation that must be done in order to produce
a result of acceptable quality, whereas the optional subtask refines this re-
sult. Both subtasks have the same arrival time a; and the same deadline d;
as the original task 7;; however, O; becomes ready for execution when M; is
completed.

3 Dynamic-Priority Scheduling

With dynamic-priority scheduling, task priorities are assigned to individual
jobs. One of the most-used algorithms belonging to this class is the Farliest
Deadline First (EDF) algorithm, according to which priorities assigned to
tasks are inversely proportional to the absolute deadlines of the active jobs.
The feasibility analysis of periodic task sets under EDF was first presented
in 1973 by Liu and Layland [27], who showed that, under the same simplified
assumptions used for RM scheduling, a set of n periodic tasks is schedulable
by the EDF algorithm, if and only if

n
i=1

where C; is the worst-case execution time of task 7; and T; is its period.
In 1974, Dertouzos [16] showed that EDF is optimal among all preemptive
scheduling algorithms, in the sense that, if there exists a feasible schedule for
a task set, then the schedule produced by EDF is also feasible. Later, Mok
presented another optimal algorithm, Least Lazity First (LLF) [29], which
assigns the processor to the active task with the smallest laxity.® Although
both LLF and EDF are optimal algorithms, LLF has a larger overhead due to
the higher number of context switches caused by laxity changes at run time.
For this reason, most of the work done in the real-time research community
has concentrated on EDF to relax some simplistic assumption and extend the
feasibility analysis to more general cases.

In this section we provide an overview of the key results related to EDF
scheduling. We first present an analysis technique for verifying the feasibil-
ity of deadline-based schedules and briefly describe some efficient algorithms

Q

t<, (4)

N

®We recall that the laxity (or slack time) is the difference between the absolute
deadline and the estimated worst-case finishing time.
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for aperiodic task scheduling and shared resource management. Then, we de-
scribe some methods for dealing with overload conditions, and we conclude
the section by presenting some open research issues.

3.1 Processor demand criterion

Under EDF, the analysis of periodic and sporadic tasks with deadlines less
than periods can be performed by processor demand analysis, proposed in
1990 for strictly periodic tasks by Baruah, Rosier, and Howell [6], and for
sporadic tasks by Baruah, Mok, and Rosier [7].

In general, the processor demand in an interval [¢1,ts] is the amount of
processing time g(t1, t2) requested by those jobs activated in [ty t3] that must
be completed in [t1, t2]. Hence, the feasibility of a task set is guaranteed if and
only if in any interval of time the total processor demand does not exceed the
available time, that is, if and only if

Viti,ta gt ta) < (t2 —t1).

Baruah, Rosier, and Howell showed that a set of periodic tasks simultaneously
activated at time ¢ = 0 is schedulable by EDF if and only if U < 1 and

" |L+T,— D,
VL >0 Z{JFTJ C; < L. (5)
i=1 @

Baruah, Mok, and Rosier showed that the points in which the test has to
be performed correspond to those deadlines within the hyper-period H not

exceeding the value max{D,..., D,, Lx}, where
1+ — 2im(Ti = Di)Ui
1-U ’

It follows that when deadlines are less than or equal to periods, the exact
feasibility analysis of EDF is of pseudo-polynomial complexity. Of course,
when deadlines are equal to periods, the utilization test may be used, with a
complexity of only O(n).

3.2 Aperiodic task scheduling

The higher schedulability bound of dynamic scheduling schemes also allows
achieving better responsiveness in aperiodic task handling. Several algorithms
have been proposed in the real-time literature to handle aperiodic requests
within periodic task systems scheduled by EDF [18,38]. Some of them are
extensions of fixed-priority servers, whereas some were directly designed for
EDF.
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The total bandwidth server approach

One of the most efficient techniques to safely schedule aperiodic requests under
EDF is the total bandwidth server (TBS) [38], which assigns each aperiodic
job a deadline in such a way that the overall aperiodic load never exceeds a
specified maximum value Us.
In particular, when the kth aperiodic request arrives at time ¢t = ry, it
receives a deadline
Ck

di = max(rk, dkfl) —+ U737

where C}, is the execution time of the request and Uy is the server utilization
factor (that is, its bandwidth). By definition dy = 0. Note that in the dead-
line assignment rule the bandwidth allocated to previous aperiodic requests
is considered through the deadline di_;. Once the deadline is assigned, the
request is inserted into the system ready queue and scheduled by EDF as
any other periodic instance. As a consequence, the implementation overhead
of this algorithm is practically negligible. The schedulability test for a set of
periodic tasks scheduled by EDF in the presence of a TBS is given by the
following theorem by Spuri and Buttazzo [38].

Theorem 1. Given a set of n periodic tasks with processor utilization U, and
a TBS with processor utilization Uy, the whole set is schedulable by EDF if
and only if

Up+Us <1,

Achieving optimality

The deadline assigned by the TBS can be shortened to minimize the response
time of aperiodic requests, while maintaining the periodic tasks’ schedulability.
Buttazzo and Sensini [12] proved that setting the new deadline at the current
estimated worst-case finishing time does not jeopardize schedulability.

The process of shortening the deadline can then be applied recursively
to each new deadline until no further improvement is possible, given that
the schedulability of the periodic task set must be preserved. If dj is the
deadline assigned to the aperiodic request Ji at the sth iteration and f; is
the corresponding finishing time in the current EDF schedule (achieved with
d37), the new deadline d‘,i“ is set equal to fj. The algorithm stops either when

= d271 or after a maximum number of steps defined by the system designer
for bounding the complexity.

It is worth noticing that the overall complexity of the deadline assignment
algorithm is O(Nn), where N is the maximum number of steps performed by
the algorithm to shorten the initial deadline assigned by the TBS. Finally, as
far as the average case execution time of tasks is equal to the worst-case one,
this method achieves optimality, yielding the minimum response time for each
aperiodic task, as stated by the following theorem by Buttazzo and Sensini
[12].
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Theorem 2. Let o be a feasible schedule produced by EDF for a task set T
and let fi be the finishing time of an aperiodic request Jy, scheduled in o with
deadline dy. If fi, = di, then fi, = fi;, where f;; is the minimum finishing
time achievable by any other feasible schedule.

Although the TBS can efficiently handle bursty sequences of jobs, it cannot
be used to serve jobs with variable or unknown execution times. In this case,
a budget management mechanism is essential to prevent execution overruns
from jeopardizing the schedulability of hard tasks.

The constant bandwidth server

The constant bandwidth server (CBS) is a scheduling mechanism proposed
by Abeni and Buttazzo [2] to implement resource reservations in EDF-based
systems.

A CBS is characterized by a budget ¢, a dynamic server deadline dg,
and an ordered pair (Qs,Ts), where @ is the maximum budget and T is the
period of the server. The ratio Us; = Q;/T5 is denoted as the server bandwidth.

Each job served by the CBS is assigned a suitable deadline equal to the
current server deadline, computed to keep its demand within the reserved
bandwidth. As the job executes, the budget c; is decreased by the same
amount and, every time ¢, = 0, the server budget is recharged to the maxi-
mum value Qs and the server deadline is postponed by a period T to reduce
the interference on the other tasks. Note that by postponing the deadline,
the task remains eligible for execution. In this way, the CBS behaves as a
work-conserving algorithm, exploiting the available slack in an efficient way,
and providing better responsiveness as compared to non-work-conserving al-
gorithms and to other reservation approaches that schedule the extra portions
of jobs in background.

An important property is that, in any interval of time of length L, a
CBS with bandwidth U, will never demand more than UL, independently
from the actual task requests. This property allows the CBS to be used as a
bandwidth reservation strategy to allocate a fraction of the CPU time to soft
tasks whose computation time cannot be easily bounded. The most important
consequence of this result is that such tasks can be scheduled together with
hard tasks without affecting the a priori guarantee, even in the case in which
soft requests exceed the expected load.

3.3 Resource sharing

Under EDF, several resource access protocols have been proposed to bound
blocking due to mutual exclusion, such as dynamic priority inheritance [40],
dynamic deadline modification [20], and stack resource policy [4]. The stack
resource policy is one of the most used methods under EDF for its properties
and efficiency; hence it will be briefly recalled in the next section.
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Stack resource policy

The stack resource policy (SRP) is a concurrency control protocol proposed
by Baker [4] to bound the priority inversion phenomenon in static as well as
dynamic-priority systems. In this work, Baker made the insightful observation
that, under EDF, jobs with a long relative deadline can only delay, but can-
not preempt, jobs with a short relative deadline. A direct consequence of this
observation is that a job cannot block another job with longer relative dead-
line. Thus, in the study of blocking under EDF, we only need to consider the
case where jobs with longer relative deadlines block jobs with shorter relative
deadlines.

This observation allows Baker to define preemption levels separately from
priority levels under EDF, in such a way that they are inversely proportional
to relative deadlines. It follows that the semaphore preemption ceiling under
SRP can be defined in the same way as the priority ceiling under PCP.

Hence, under SRP with EDF, each job of 7; is assigned a priority p; ac-
cording to its absolute deadline d; and a static preemption level m; inversely
proportional to its relative deadline. Each shared resource is assigned a ceil-
ing which is the maximum preemption level of all the tasks that will lock this
resource. Moreover, a system ceiling II is defined as the highest ceiling of all
resources currently locked.

Finally, the SRP scheduling rule requires that

“a job J 1is not allowed to start executing until its priority is the highest
among the active tasks and its preemption level is greater than the
system ceiling I17.

SRP guarantees that, once a job is started, it will never block until com-
pletion; it can only be preempted by higher priority tasks. SRP prevents
deadlocks, and a job can be blocked for at most the duration of one critical
section.

Under the SRP there is no need to implement waiting queues. In fact,
a task never blocks during execution: it simply cannot start executing if its
preemption level is not high enough. As a consequence, the blocking time B;
considered in the schedulability analysis refers to the time for which task 7;
is kept in the ready queue by the preemption test.

The feasibility of a task set with resource constraints (when only periodic
and sporadic tasks are considered) can be tested by the following sufficient
condition [4]:

Vi, 1<i<n A

<
T L (6)
k=1

" C, B
T, —

where B; is the maximum blocking time of task 7; and it is assumed that all

the tasks are sorted by decreasing preemption levels, so that m; > m; only if

1< 7.
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As a final remark, the SRP allows tasks to share a common run-time stack,
allowing large memory savings if there are many more tasks than relative
priority levels.

Under EDF, resources can also be shared between hard tasks and soft tasks
handled by an aperiodic server. Ghazalie and Baker [18] proposed to reserve an
extra budget to the aperiodic server for synchronization purposes and used the
utilization-based test [27] for verifying the feasibility of the schedule. Lipari
and Buttazzo [26] extended the analysis to a TBS. Caccamo and Sha [15]
proposed another method for capacity-based servers, like the CBS, which also
handles soft real-time requests with a variable or unknown execution behavior.
The method is based on the concepts of dynamic preemption levels and allows
resource sharing between hard and soft tasks without jeopardizing the hard
tasks’ guarantee.

3.4 Overload management

An overload condition is a critical situation in which the computational de-
mand requested by the task set exceeds the time available on the processor, so
that not all tasks can complete within their deadlines. When a task executes
more than expected, it is said to overrun. This condition is usually transient
and may occur either because jobs arrive more frequently than expected (ac-
tivation overrun) or because computation times exceed their expected value
(execution overrum). A permanent overload condition may occur in a peri-
odic task system, when the total processor utilization exceeds one. This could
happen after the activation of a new periodic task, or if some tasks increase
their activation rate to react to some change in the environment. In such a
situation, computational activities start to accumulate in the system’s queues,
and the task response times tend to increase indefinitely.

Transient overloads

Transient light overloads due to activation overruns can be safely handled by
an aperiodic server that, in the case of a bursty arrival sequence, distributes
the load more evenly according to the bandwidth allocated to it. In heavier
load conditions, admission control schemes may be necessary to keep the load
below a desired threshold [39].

Overloads due to execution overruns can be handled through a resource
reservation approach [2]. The idea behind resource reservation is to allow each
task to request a fraction of the available resources, just enough to satisfy its
timing constraints. The kernel, however, must prevent each task from con-
suming more than the requested amount, to protect the other tasks in the
systems (temporal protection). In this way, a task receiving a fraction U; of
the total processor bandwidth behaves as if it were executing alone on a slower
processor with a speed equal to U; times the full speed. The advantage of this
method is that each task can be guaranteed in isolation, independently of the
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behavior of the other tasks. A simple and effective mechanism for implement-
ing temporal protection under EDF is the CBS [2]. To properly implement
temporal protection, however, each task 7; with variable computation time
should be handled by a dedicated CBS with bandwidth Us,, so that it cannot
interfere with the rest of the tasks for more than Us,.

Although resource reservation is essential for achieving predictability in
the presence of tasks with variable execution times, the overall system’s per-
formance becomes quite dependent on a correct resource allocation. For ex-
ample, if the CPU bandwidth allocated to a task is much less than its average
requested value, the task may slow down too much, degrading the system’s
performance. On the other hand, if the allocated bandwidth is much greater
than the actual needs, the system will run with low efficiency, wasting the
available resources.

Two reclaiming techniques have been proposed to cope with an incorrect
bandwidth assignment. The C'Apacity SHaring (CASH) algorithm [14] works
in conjunction with the CBS. Its main idea can be summarized as follows:
1) whenever a task completes its execution, the residual capacity (if any) is
inserted with its deadline in a global queue of available capacities, the CASH
queue, ordered by deadline; 2) whenever a new task instance is scheduled for
execution, the server tries to use the residual capacities with deadlines less
than or equal to the one assigned to the served instance; if these capacities
are exhausted and the instance is not completed, the server starts using its
own capacity. The main benefit of this reclaiming mechanism is to reduce the
number of deadline shifts in the CBS, thereby enhancing the responsiveness
of aperiodic tasks.

The Greedy Reclamation of Unused Bandwidth (GRUB) [25] algorithm is
another server-based technique to reclaim unused processor bandwidth. Ac-
cording to the GRUB algorithm, each task is executed by a distinct server S;,
where each server is characterized by two parameters: a processor share U;,
and a period P;. GRUB is able to emulate a virtual processor of capacity U;
when executing a given job, and it uses a notion of virtual time to enforce
isolation among different applications and to safely reclaim all unused capac-
ities generated by periodic and aperiodic activities. Compared to CASH, the
GRUB algorithm has more overhead due to its virtual time management, but
it achieves better performance in terms of aperiodic responsiveness.

Permanent overloads

Permanent overload conditions in periodic task systems can be handled using
three basic approaches that allow keeping the load below a desired value. A
first method reduces the total load by properly skipping (i.e., aborting) some
jobs in the periodic tasks, in such a way that a minimum number of jobs per
task are guaranteed to execute within their timing constraints. In a second
approach, the load is reduced by enlarging task periods to suitable values, so
that the total workload can be kept below a desired threshold. In the third
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approach, the load is reduced by decreasing the computational requirements
of the tasks, trading quality of results with predictability.

Permitting skips in periodic tasks increases system flexibility, since it al-
lows making better use of resources and scheduling systems that would other-
wise be overloaded. The job skipping model was originally proposed by Koren
and Shasha [22], who showed that making optimal use of skips is NP-hard and
presented two algorithms that exploit skips to increase the feasible periodic
load and schedule slightly overloaded systems.

According to the job skipping model, the maximum number of skips for
each task is controlled by a specific parameter associated with the task. In
particular, each periodic task 7; is characterized by a worst-case computa-
tion time C}, a period T;, a relative deadline equal to its period, and a skip
parameter S;, 2 < S; < oo, which gives the minimum distance between two
consecutive skips. For example, if S; = 5, the task can skip one instance of
every five. When S; = oo, no skips are allowed and 7; is equivalent to a hard
periodic task. The skip parameter can be viewed as a quality-of-service (QoS)
metric (the higher the value of S, the better the quality of service). In the
same work, Koren and Shasha provided a sufficient condition for guaranteeing
a set of skippable periodic tasks under EDF. It is worth noting that, if skips
are permitted in the periodic task set, the spare time saved by rejecting the
skipped instances can be reallocated for other purposes. In [13], Caccamo and
Buttazzo generalized the results in [22] by identifying the amount of band-
width savings achieved by skips to advance the execution of aperiodic tasks.

A second approach, named elastic scheduling, is able to handle permanent
overloads by varying task periods. Whenever the total processor utilization
is greater than one, the utilization of each task needs to be reduced so that
the total utilization becomes equal to a desired value Uy < 1. This can be
done as in a linear spring system, where springs are compressed by a force
F (depending on their elasticity) up to a desired total length. To apply this
method, each task needs to be specified with additional parameters, including
a range of periods and an elastic coefficient, used to diversify compression
among tasks, so that utilization reduction is higher for tasks with higher
elasticity. As shown in [11], in the absence of period constraints, the utilization
U; of each compressed task can be computed in order O(n) (where n is the
number of tasks), whereas in the presence of period constraints (T; < T; ),
the problem of finding the U; values requires an iterative solution of O(n?)
complexity. The same algorithm can be used to reduce the periods when the
overload is over, thus adapting task rates to the current load condition to
better exploit the computational resources. Another method is the imprecise
computation that was discussed in Section 2.6.
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4 Challenges Ahead

We have reviewed some of the major real-time scheduling results. Looking
at the “big picture,” we have witnessed the changing trends in real-time sys-
tems. System architecture has changed from a federated system architecture
to an integrated system architecture and then to a system of systems. Each
shift has brought about enormous challenges to the available technological
infrastructure.

In a federated architecture, a system is characterized by a collection of
private hardware resources, a small number of high volume, high variability
sensor data streams on dedicated links, loosely coupled distributed actions,
and hardware-based isolation and protection. Under this type of architecture,
the task of managing shared resources focuses mainly on how to handle peri-
odic data flow, driven by signal processing and control. The existing real-time
computing infrastructure has served most practitioners well for this type of
application.

In an integrated system architecture, sensors, communication channels,
and processors are extensively shared. The large number of possible configu-
rations becomes a challenge. The current generation of schedulability analysis
tools offers inadequate support for system architects. They must manually
create the alternative options and then check the schedulability of each op-
tion. It would be preferable to have tools that automatically search the design
space and perform sensitivity analysis taking into account the uncertainty of
task parameters. During the system engineering phase, the values of task pa-
rameters are often educated guesses. Finally, from the perspective of run-time
reconfiguration, dynamic-priority scheduling theory offers several advantages.
In addition to the potential of higher schedulability, the feasibility analysis
of dynamic priority scheduling is often faster. We are looking forward to the
maturing and subsequent use of dynamic scheduling theory in practice.

In modern integrated systems, there are substantial high volume and high
variability imaging data streams. Depending on the application, these streams
can have either hard or soft end-to-end deadlines. If the images are used for
steering a vehicle, they will have a hard end-to-end deadline and tight jitter
tolerance. Such hard-deadline streams pose challenges to traditional schedul-
ing theory using worst-case assumptions. The large execution time variability
causes inefficiency. Many algorithms have been developed to capture the un-
used cycles to improve local aperiodic response times. How to effectively use
such transient surpluses to improve end-to-end responses requires more study.
The soft real-time image data streams also pose challenges to the statistical
approach. In fact, the processing times of an imaging data stream at the var-
ious nodes on its path are positively correlated, not independent. In addition,
on congested resources such as shared buses, an image data stream can con-
sume a significant fraction of a shared resource, instead of consuming a small
fraction of a shared resource that allows the use of the law of large numbers.
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A system of systems is often a large distributed system, where keeping dis-
tributed views and actions timely and consistent is at the heart of collaborative
actions. Ideally, we would like to keep distributed views, state transitions, and
actions consistent with one another. In business systems, the consistency of
a distributed system is managed by atomic operations. Simply put, atomic
operations wait for every working component to be ready and then com-
mit the operations. However, this may not be viable for real-time systems.
Metaphorically speaking, the train must leave the station without waiting for
every passenger to board. However, those components that are left behind
with outdated views and states must quickly catch up and re-synchronize
themselves with the system. If more and more components fall out of syn-
chronization, the system of systems will fall apart. Handling the interactions
between timing constraints, consistency requirements, and re-synchronization
in a large distributed system remains a challenge. As a networked embedded
system of systems grows larger and its coordination becomes tighter, so grows
the importance of this technological challenge. The re-synchronization loop is
a form of feedback control: feedback is a powerful technique which has yet to
be fully exploited in the control of the behavior of computing systems in the
face of uncertainty.

Another characteristic of a system of systems is that a wide variety of
real-time, fault tolerance, and security protocols are used in different sys-
tems, because most of the systems of systems are integrated, not built from
scratch. It is well known that perfectly fine medicines when taken alone can
react pathologically when taken together. Priority inversion is an example of a
pathological interaction between an independently developed synchronization
protocol and a priority scheduling protocol. This is not an easy problem to
solve because the scope of modern technologies is so large and complex. To ad-
vance any area, one must specialize. As a result, we have specialized real-time,
fault tolerance, and security communities focusing on improving the results
in one dimension with little attention on how separately developed protocols
may interact. We need to create a forum for the co-development/integration
of real-time, fault tolerant, security, communication, and control protocols.
Research is needed to formally verify that protocols do not invalidate each
others’ pre-conditions when they interact.

Looking ahead, much remains to be done in the creation of a new real-time
computing infrastructure for modern real-time systems. It will be an exciting
time!
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1 Networking for Control Systems

1.1 Benefits of networking in control systems

Networks are the first widely applicable means of including multiple cooperat-
ing computers in the same control system. There are two primary motivations
for wanting multiple computers in a control system: additional computing
power and distribution of computing to match the target system’s topology.
While more computing power is always a good thing, in control systems com-
puting power is valued according to priority. What is most valuable is high
priority computing power. Given the sequential architecture of computers,
only one activity can occupy the highest priority slot. With several computers
in the system, there can be a highest priority activity on each of them.

The cost structure of computing also motivates the desire for obtaining
added computing power via several computers. At any given technological
time point, going beyond a certain computing capability in a single processor
becomes very expensive. If more computing power than that limit is needed,
the most cost-effective way to get it is with multiple processors.

System topology issues can be as strong or even stronger than comput-
ing power in motivating multiple computer control systems. Here the mo-
tivation is data and information integrity and reduced cabling. Traditional
control systems relied on analog information transmission, both for sensing
and for actuation. Analog cables carry one signal per cable. Analog signals
are also susceptible to contamination from a variety of noise sources. Even
when modulation schemes are used, significant noise susceptibility remains.
These attributes of analog systems provide a powerful incentive for the use
of networking in control. This incentive has both operational and capital cost
aspects.

Operationally, digital signals can have arbitrarily strong protection against
noise. Furthermore, the cost of that protection scales reasonably with the
severity of the noise, whereas beyond certain practical limits, the costs of
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protecting analog signals escalates rapidly. Thus, with proper design, once in
digital format, a very high degree of data integrity can be ensured.

Overall system cost is another major motivation for networked control
systems. In systems of even modest complexity, cabling is a major system cost
and is also a major source of reliability problems. Well-designed networked
control systems can dramatically reduce the amount of cabling—unlike analog
cabling, a digital cable can carry multiple signals on a single channel.

1.2 Costs of networking in control systems

Economists warn us that there is “no such thing as a free lunch,” so we should
expect some cost to go with these benefits. The costs are economic—the infras-
tructure of the network, and operational—the computational overhead used
to run the network, the added complexity of doing control over a network, and
particular network characteristics that impact on control system performance.

The functional costs associated with the use of networks in control systems
come from network performance specifications. The most common network
specifications come from the larger business and personal computing envi-
ronments. In these cases, the most important network attribute is throughput
—the amount of information that can be passed through the network per unit
of time. This is usually expressed in bits per second (bps) and is most properly
measured as the average rate for moving a large amount of information, for
example, downloading a large file. Control systems, however, operate on short
time scales. The most important property of a network in a control system is
the delay or latency time: How long does it take for information generated on
one computer to be available for use on another? When the network is used
as part of a feedback control loop, these delays degrade loop performance and
can cause instability. When the network is only being used at higher levels,
delays cause errors in synchronizing different parts of the system. It is true
that networks with higher throughput will often have shorter latency times
than networks with lower throughput, but the latency times depend on many
other properties as well.

The overhead associated with networking becomes critical when multiple
computers are being used to augment computing power in a control system.
The overhead is incurred in preparing information for network transmission,
transferring the information to the network interface so it can be transmitted
on the network, retrieving information from the network interface, and decod-
ing the received information for use by the program. Because of this overhead,
the gain in computing power is never proportional to the number of added
computers. It can, in fact, become negative as the overhead eats up all of the
added computing power of the extra computers!
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1.3 Time and event triggering in control systems

Control systems are driven by events. When specified events occur, the control
system must take some action within a specified time (latency). One particular
class of events, those based on time, are so ubiquitous in control systems that
they are usually classified separately. Certainly, the single most common trig-
ger for control system activity is the sample time of a discrete-time feedback
loop.

In time-triggered (TT) systems all activities must be known in advance and
thus it is easier to predict performances. The price to pay is inflexibility, which
means that unpredicted events will not be treated. A second characteristic of
TT systems is that the time at which every computation is made (and every
message is transferred) is known beforehand. In fact, everything runs as if we
were in the worst case with respect to overlap of event timings. In contrast,
in event-triggered (ET) systems, some properties may be predicted but they
are not deterministic, for example, the timing for some specific event. There is
more flexibility in handling unforeseen cases and under normal circumstances,
the performance is better than that of an “equivalent” TT system (we do
not make the worst-case assumption). However, such systems usually require
a substantial safety margin in their capabilities (processor speed, network
bandwidth, memory size, etc.) so that unlikely but possible circumstances
will not cause dangerous system errors.

Networks pose particular problems when it comes to triggering of control
system events. In addition to the delay issues noted above, depending on the
type of network, the delay times might have stochastic variations. Even the
concept of time must be reexamined. In a single-processor control system,
“time” is based on a clock that is part of the processor’s hardware. With
multiple computers, each one has its own clock. These clocks will drift with
respect to each other, so relative timing of actions in the control system cannot
be guaranteed unless specific measures are taken to keep them synchronized.

An even more insidious problem can occur when event-triggering informa-
tion is sent across a network. Depending on the network type and configura-
tion, the order of event notifications at the target node can be different than
the order in which the events occurred. Thus, any actions that are dependent
on event order can trigger incorrectly.

1.4 Network design for control

The advantages of networking in control systems are so strong that any sys-
tems above some minimal level of complexity are likely to utilize networking.
However, networking in control has operational requirements that are quite
different from networking in a general computing environment. Not only is
the selection of network type important, but the design and configuration of
the network are crucial for achieving satisfactory performance.
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2 What Is a Network?

2.1 Network basics

To be a “network” in the computational sense a configuration of computers
must:

e Share access to a common medium
e FEncapsulate information into packets
e Share a common understanding of the meaning of the information.

A computer on a network, a network “node,” can use the shared medium to
access any other computer on the network. Packetizing the information to be
exchanged allows for efficient use of the network resources. In fact, packetizing
is why the modern network has achieved such incredible impact. Very large
shared-access media have existed before—think of the pre-modern telephone
network (say, before 1970), but this system was very expensive to use because
it provided a dedicated point-to-point connection in order to complete a call.
The even earlier party-line telephone networks made the shared access totally
obvious to the user.

Although people usually use the telephone network as a prototypical ex-
ample of a network, because of its point-to-point nature it is missing one of
the key ingredients—packetizing. Surprisingly, a better example is the postal
system (yes, snail mail!). Postal systems have provided low-cost, reliable com-
munication for several hundred years. The key to the effectiveness of the postal
system is the envelope. It encapsulates the information in a way that is inde-
pendent of the nature of the information being transmitted. The envelope also
includes addressing information in a standard format, sender identification,
and payment information. In computer networking this is called “header”
information. The very notion of “packet” as used in computer networking
comes from postal mail. Here are a couple of dictionary definitions (via dic-
tionary.com):

e ..a vessel employed by government to convey dispatches or mails ( Web-
ster’s Revised Unabridged Dictionary, (©1996, 1998 MICRA, Inc.)

e a collection of things wrapped or boxed together (WordNet ®1.6, (©1997
Princeton University).

2.2 Local and wide area networks

A local area network (LAN) wuses a single, common medium to connect a
set of computer nodes. All of the nodes are energetically connected to each
other (the form of energy depends on the medium—electrical, optical, radio
frequency, etc.). As the name implies, LANs cover relatively compact areas.
A primary issue in LANSs is controlling access to the medium by each of the
nodes in order to maintain order, make efficient use of the medium, and to
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establish some notion of “equity,” that is, making sure each computer node
has appropriate access to the network.

A wide area network (WAN) is made up by interconnecting LANs. The
connection is accomplished by converting the information flowing in physical
form on the LAN to information (as data stored in a computer) and then re-
transmitting it to establish connections to computers not on the local network.
The computers that accomplish the translation and retransmission are called
“routers.” The most prominent example of a WAN is the Internet. In the
course of traversing a WAN, the information is typically carried over several
different physical media along the way.

There are profound differences in LANs and WANs vis-4-vis control ap-
plications. Although many networking technologies are equally applicable to
LANs or WANS, the performance issues are very different. Some performance
factors that can differ significantly in LANs and WANSs are:

Information delay time
Network traffic control
Lost packets

Packet ordering
Security.

Once a packet crosses the boundary established by a router, “it’s a big
bad world out there!” A LAN can be physically secured if all of the media
used in the network are on the same premises as the control system. Within
the LAN all of the computer nodes are in physical contact with one another.
Packets that are routed onto the WAN share traffic with all other users of the
segments that the packets traverse. Because of that, performance at the level
needed for control of physical systems can become quite unpredictable. The
time it takes to deliver a packet depends on the route the packet takes and
how heavily loaded those links are. While traffic on a LAN can be regulated,
other factors affect load on WANs. Packets in the wide area environment can
be lost or, because of routing differences, can arrive out of order. Security is
likewise a much more difficult problem when packets move through a WAN.

The general design rule is thus that time critical operations in networked
control systems are usually confined to well-designed LANs. Wide area usage
in control is usually limited to obtaining diagnostic information, very high
level supervisory access, etc.

2.3 Layering

Layering in network technology separates functional elements of a network
into layers and then very carefully defines how each layer interacts with the
layers above and below it. This model has successfully allowed specialists
at each layer to refine that layer’s technology while, because of the strongly
defined layer interfaces, providing successful interoperability across systems
from various manufacturers.
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The classic work on layered design of networks is the Open Systems Inter-
connection (OSI) model from the International Organization for Standardiza-
tion (ISO, know colloquially in English as the International Standardization
Organization, http://www.iso.org/iso/en/ISOOnline.openerpage). Although
this model is not used directly in commercial networking software, it forms
the basis for design and construction of many networking technologies.

The OSI model has seven layers ([1], [3], p. 28):

1. Physical layer.
Defines the physical and electrical characteristics of the network.
2. Data link layer.
Defines the strategy for sharing the physical medium.
3. Network layer.
Provides a means for communicating among open systems to establish,
maintain and terminate network connections.
4. Transport layer.
Ensures data reliability and integrity to the Session Layer (layer 5).
5. Session layer.
Provides for two communicating entities to exchange data with each other.
6. Presentation layer.
This is where application data is either packed or unpacked, ready for use
by the running application.
7. Application Layer.
This layer is for end-user and end-application protocols.

The top and bottom layers are quite intuitive. The physical layer is obvious
in the network wires, connectors, etc. The application layer manifests itself in
the many everyday applications that are network based, e-mail, for one. The
middle layers, however, are largely invisible to most computer network users.
Layer 3, for example, the network layer, is where the routers (mentioned above
in connection with WANSs) operate.

By far the most widely used network technology is the Transmission Con-
trol Protocol operating over the Internet Protocol (TCP/IP). TCP/IP is based
on a four-layer model that was largely designed before the final release of the
OSI model. The TCP/IP model consists of ([4], [2], [3]):

1. Link layer

2. Network layer

3. Transport layer
4. Application layer

Other than aggregating network functionality more than the OSI 7 layer
model, the TCP/IP layers provide the same technology modularization that
the OSI model does. The success of the layered model can be measured by
the ease with which technology from many suppliers can be intermixed in
the same network. As with any modular scheme, however, a major limitation
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is that any optimization that crosses layers cannot be implemented without
breaking the layered model.

These modules, which supply basic network functionality, are called “lay-
ers” in network technology because information goes through them in se-
quence. Information that starts in an application goes down through the lay-
ers in the originating computer until it hits the lowest level, where it enters
the network and is transmitted to the target computer. The information then
goes up through the layers until it gets to the application on the target com-
puter that needs the data. Implementations of layered network systems are
generally called “stacks” for that reason.

The full layered model is only required for WANs. Not all of the middle
layers are required for LANSs because each node on a local network is physically
connected to all other nodes and so sees all traffic on the network. It only reacts
to packets that are intended for it, ignoring the others. A network technology
intended only for local area use can thus be simpler than one intended for
both local and wide area use.

2.4 Shared access

Because network media are shared, there must be a mechanism to ensure that
all participating nodes have “equitable” access. Equitable is in quotes because
it does not necessarily mean equal as might be implied. Network technologies
can be designed “flat,” that is, where equitable does mean equal, or they can
be designed with varying classes of service or priorities. In control systems, it
may be important to establish priorities in order to make sure that the most
critical activities get preference.

The nature of a shared medium is that all nodes of the local network
can listen simultaneously, but only one at a time can be transmitting. The
challenge, then, is to figure out a method that gives all nodes on the network
appropriate access for transmitting packets.

There are two primary methods of controlling access to the network
medium by a computer node: token passing and collision detection. There
are also a number of variants that combine properties from both of these. A
good way to visualize these methods is by analogy to conversations among
people. The shared medium is the audio environment for verbal communi-
cation among them. For the equivalent of token passing, imagine a group of
people sitting around a table. Each one gets to speak in turn; when a person
is done, the person to the right (or left) gets a turn. The person speaking has
the “token” giving him/her permission to speak. Sometimes, an actual object
is used for the token to give people a more concrete visualization and keep a
meeting more orderly. Once a person starts speaking, there is often a rule on
how long that person can speak before passing the token to the next person.

A parliamentary proceeding, or one using Robert’s Rules of Order, is a vari-
ant on a token passing situation—token passing with signaling. The meeting
chair is equivalent to a network master. The token is passed to whomever raises
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a hand (or some other signaling mechanism). Signaling on a network requires
additional communication channels (in the human situation, vision is usually
used for signaling). Because networks are designed for efficient long-distance
communication, it is not normally economic to include signaling channels.

A group of people in normal conversation use collision detection to manage
access to the shared audio channel. If a person wishes to speak he/she first
listens to see if anyone else is speaking. If not, the person wishing to speak
starts speaking. At the same time, he/she listens—the speaker continues if
nothing is heard but his/her own voice. If other voices are mixed with it, then
it means that someone else is starting to speak simultaneously. If there is a
conflict, both speakers stop. After a short period one or the other (or both!)
will try again. This is a collision detection method of granting access. It is
simpler to administer than a token ring, but the performance is statistical in
nature and deteriorates rapidly at high load.

Face-to-face conversation as described above also has elements of signaling
since there are visual cues as to who would like to speak in addition to just the
audio collisions. A purer form of collision detection occurs in a teleconference.
There, the only cues are audio, so no added signaling channels are present.

A strong argument can be made that a token ring architecture, with its
deterministic behavior and better performance at high load (relative to ca-
pacity), would lead to its choice over collision detection as the mainstream
network architecture. That has not happened, however. By far the dominant
mainstream network architecture is to use Ethernet as the physical layer for
TCP/IP. Ethernet uses collision detection for access control (carrier sense
multiple access/collision detection, CSMA/CD).

The argument is even stronger for control systems where network per-
formance can be a critical factor in maintaining acceptable control of target
physical systems. While some dedicated control system network architectures
do use token ring or similar access methods, the enormous international in-
vestment in Ethernet technology makes it very hard to beat in either cost or
performance—standard business-use computers are now being delivered with
gigabit/sec Ethernet connections. Maintenance of predictable performance
within the statistical universe of collision detection, however, requires that
the network load be kept “light.” A rule-of-thumb for “light” is 40% or less
of maximum throughput rate. Thus, a collision detection network used in a
control system where predictable performance is essential must be derated to
somewhat less than half its stated rate.

A number of network architectures solve the access problems with combi-
nations of these techniques. For example, the Controller Area Network (CAN)
uses collision detection combined with bit arbitration ([14]). A variant of CAN,
called CANopen, and Profibus, for example, use a master-slave architecture
(also called primary-secondary) in which one node controls all communication
on the network. Each architecture carries certain benefits and costs; these will
be discussed below for some of the more popular network technologies.
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This argument continues in the control system world. There are successful
implementations of standard TCP/IP over Ethernet, there are a number of
proposals for one form or another of industrial Ethernet, and there are many
control-specific network architectures.

2.5 Protocols

A protocol is a well-defined set of rules for interactions between entities. In
network systems, protocols operate at each network layer. The power of the
system is that in using a protocol at any given network layer only the inter-
action with the partner network node need be considered—from a functional
point of view, the other layers are completely transparent. The performance
will depend entirely on how the other layers are implemented but not the
function.

Using networking for control systems may require using existing protocols
or writing new ones. Using existing protocols is very much like using any other
software package. Software to utilize the protocols is written to utilize the ap-
plication programming interface (API). Writing new protocols is considerably
more complex. Most network protocols written for control systems are at the
highest layer—the application layer. An application layer protocol makes use
of the already defined protocols in the layer below (for TCP/IP, for example,
that would be the transport layer). Designing a protocol involves all of the
usual problems of software design, with the addition of interactions with other
computers, lost information, delays, etc. An example of the design process for
a simple control system application layer protocol (used in an educational
context) is given in [6].

3 Control Network Configurations

3.1 Control loops and networking

Control systems may be represented in a layered manner. At the bottom is
the controlled process. Next comes a first control layer in which each control
loop acts on a single variable of the process. This is what we may call the
“axis” layer in manufacturing. On top of this layer comes a second layer, the
“axes” layer, which coordinates the actions on two or more control loops of the
first layer. This coordination may use feedback from the first layer or may be
independent of any feedback (feedforward). A third layer may then coordinate
the actions of the coordinators of the second layer. Again, this may be done in a
feedback or feedforward manner. This layering may be repeated to any number
of layers even if in practice only a few layers are present. This cascading of
feedback loops is sometimes referred to as multirate control [7]. Even if the
presentation given above seems hierarchical, we do not assume any hierarchy.
In practice, coordination between two or more entities at a given layer may
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either be ensured by exchanging messages between the entities (decentralized
case), or by using an entity of the next higher layer (hierarchical case). For
the sake of the discussion, we shall assume a system with two layers as in Fig.
1. The first layer hosts all the single variable feedback controllers. The second
layer hosts the set point generators. The conclusions that we will draw with
this simplification may be easily generalized to a more complex case (we also
assume periodic controllers).

Set Point

Level 2 Generator
Y
Single Variable
Level 1 Feedback Ctrl

Y

y
Output Input

Fig. 1. Two level control system

If a control network is used in the system depicted on Fig. 1, it may carry
the transfers between the sensors (or the actuators) and the loops at the first
level. Alternately, it may also be inserted between the first and second levels
and carry the information necessary to coordinate the level 1 control loops.
In the first case (Fig. 2), the network will transport the values of the sensors
to the loop controllers that will elaborate output values. These output values
will be transferred on the network to the actuators. The network will also
be used to synchronize the sampling on sensors that is required for temporal
consistency reasons [8]. The main incentive for such a solution is the economy
in cabling as well as the possibility of remote commissioning for the sensors
and the actuators.

In the second solution (Fig. 3), the network is used to convey the syn-
chronization information between the level 1 loop controllers as well as the
necessary data. It will also carry the configuration and status data when nec-
essary. This is the solution used when the loop controllers are decentralized
close to the process or when the first solution is not available. The localization
of the network in the system and the possible architectures of the elements at
each level will create a number of different configurations and lead to varying
constraints on the network.

3.2 Hierarchical systems

In this kind of system, two or more level 1 controllers are coordinated by a
level 2 unit. This unit calculates the set point data for each of the controllers.
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Fig. 2. Two level control system with control network within the control loop
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Fig. 3. Two level control system with control network above the control loop

Level 2

Level 1

Coordination may be ensured in two possible ways, explicit or implicit. In
the explicit coordination, the level 2 unit periodically sends a message to
all the controllers it manages. The message acts as a kind of heartbeat and
instructs the level 1 controllers to start a new control period. The set point
data may be sent with the synchronization message or separately. Implicit
coordination is ensured through a common sense of time. The level 2 unit
regularly sends the new set point data to each level 1 controller. The controller
starts the new control period when its local clock indicates it. The local clocks
are synchronized over the network using some clock synchronization algorithm
[9].

3.3 Distributed control: peer-to-peer

The term “distributed control” is often used to describe hierarchical systems
and refers to the fact that level 1 controllers are implemented as different
hardware units. Our definition is different. In distributed control systems,
level 1 units coordinate their operations without being synchronized by one
or more units at level 2. An example is a distributed path controller for a
machine-tool [11] or a robot. Each level 1 controller is given the description of
the path and calculates the set point for the axis it controls. Coordination is
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guaranteed by a common sense of time that may be obtained as in hierarchical
systems. In some systems, in each coordination group, one of the level 1 units
plays a special role by sending a kind of heartbeat message. The message is
clearly a synchronization order but may also contain some index that is used
by the other units to elaborate their own set point data. The index is often
used as a pointer in a table of values that has been previously stored in each
decentralized unit. This is often referred as “electronic cam” as it is similar
to the master axis in a cam-based machine-tool.

3.4 Server-based systems

Server-based systems have the opposite structure of hierarchical systems. In-
stead of being commanded by the next hierarchical level, units fetch their
orders from one or more servers.

3.5 Control-related network performance constraints

In the architectures described above, the network is either within the control
loop (between the controller and the sensors and actuators) as in Fig. 2 or
above the controller (Fig. 3). In the first case, the network transports the
sensor input values and the actuator output values. In the second, it is used
to provide the parameters and the set point data and to synchronize the loops.
In case of cascaded loops (multirate control), both cases will be mixed and the
constraints will add up. We shall here assume that all control loops operate
periodically.

Two types of transfer incidents may occur, vacant sampling and message
rejection. In the first case, a message does not arrive early enough for the
application to use it. In the second, an application receives two input values
when only one is expected. Both cases are related to variations in the transfer
delay. Control networks should hence exhibit predictable transfer delays.

Network above the control loop

This case, depicted in Fig. 3, has sometimes been referred as feedforward
([12]). The network is used to synchronize the control loops and to transport
the set point data.

Obviously, the set point data should arrive before they are used. The
constraint is thus a bounded latency between the time the data is submitted
to the network and the time it is delivered to the control loop.

Synchronization may be obtained in at least two ways: reception of the
data or a special message and action based on synchronized clocks. In the first
case, the transfer must take place at periodic instants because the control loops
start their operations at reception of the message. This gives strict constraints
on the periodicity of the transfers and the jitter (variation) in the period. As
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a rule of thumb, the periodicity should be kept within a few percent of the
required period. On the other side, if the latency must be constant, it may
be long, as long as it is known, because the set point data may then be sent
in advance. As guaranteeing periodic transfers with a small jitter on multiple
messages is difficult, the set point data are seldom used to synchronize and
synchronization is ensured by a single separate message. Note that sources
of jitter are numerous, transfer errors, uncertainty in medium access control,
variation in transfer duration of previous messages, etc., so message-based
synchronization is seldom used in isolation.

The second option uses local clocks that are synchronized by adequate
messages. Each control loop starts its period according to the value of its
local clock. The local clocks are synchronized using one of the multiple dis-
tributed clock synchronization mechanisms ([9]). The advantage of this solu-
tion is that the strict message transfer jitter constraints disappear. This is
paid by additional transfers of messages for the synchronization and some
local computing to run the consensus algorithm. The set point data transfers
must still be bounded in time. However, the messages used to synchronize the
clocks need not be transferred periodically. There is an additional price to
pay on the network. The accuracy of synchronization is directly linked to the
uncertainty in the transfer delay over the network. The transfer delay is the
time elapsed between the instant at which the first bit of the message leaves
the source and that at which it arrives at the destination. This is different
from the latency that includes the delays in the protocol layers. If the transfer
delay is constant or if we are able to measure it, or calculate it, the accuracy of
synchronization will be good. Otherwise, the accuracy will degrade. However,
this constraint is less strict than the periodicity requirement of the first case.

In summary, control loops impose bounded latency and either periodicity
with limited jitter or predictable transfer delays.

Network within the control loop

In this architecture (Fig. 2), the sensor input values are transported to the
controller through the network. The outputs of the controller are later trans-
ferred by the network to the actuators. If there are multiple controllers, they
may be synchronized through the same network as in Section 3.5. The same
applies to the set point data. Here, we shall only deal with the input and
output transfers.

The system operates in five steps. The sensors are sampled, the resulting
information is transferred, the controller executes its algorithm, the results are
transported on the network, and the outputs are reflected on the actuators.
The usual assumptions are that sampling is periodic and the latency between
sampling and actuating is constant and possibly small with regard to the
sampling period. The controller need not execute strictly periodically, but it
should run after receiving the input values and before the outputs values are
transferred on the network.
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Periodic sampling may be obtained using synchronized clocks or a spe-
cial sampling message. The constraints are thus the same. However, when a
controller uses several input values (position, speed, and acceleration, for in-
stance), it expects that all were acquired at the same time. This means that
all inputs should be sampled at the same time (temporal consistency). The
sampling message must then be sent to all input nodes and received nearly at
the same time (this might be a problem when switches are used).

The input and output data transfers are more or less constrained depend-
ing on the control solution. Let us depict two typical cases. In the first one, a
single controller node executes N control loops for N axes. There is a single
input value and a single output value for each axis. The objective is to limit
the control latency below the duration of the sampling period. The inputs are
sampled at the same time and result data are transferred one after the other
on the network. As soon as a value is received, the controller executes the algo-
rithm for this control loop. When this is done, the output value is ready to be
transported on the network. With this solution, there is strict synchronicity
between the network and the controller. The execution of a control loop may
not start before the corresponding input value has been received. The output
messages cannot be transferred before the controller has finished executing
the corresponding algorithm. This translates into bounded latency for trans-
fers. It may also create problems when the network is time triggered. If the
controller desynchronizes and fails to produce an output value on time, the
network will transport something invalid (possibly the value at the previous
period). If the controller is time triggered, the same may apply at the inputs
(vacant sampling).

Let us now assume that each control loop is executed on a separate node.
Synchronization may be ensured as described previously. For input and out-
put transfers, this case is the same as the first one. However, one may want
to use smaller processors for the controller, and the execution time of the
control algorithm will increase accordingly. Ideally, one would like to use each
processor close to its capacity which corresponds to an execution time close
to one sampling period. Then the constraints become stricter. Basically, all
inputs must be transferred at the beginning of the period and all the outputs
close to its end. The network has hence to withstand peaks of traffic and must
be designed accordingly. There are other solutions to relax this constraint but
they are beyond the scope of this chapter ([13]).

In summary, the constraints are the same as in the case for which the
network is above the control loop. In addition, the instantaneous throughput
may have to be much higher than the average one.

Common constraints

There are a few constraints that apply independent of the architecture:

e Notification of errors: Errors may occur in transfers. Many protocols trig-
ger an immediate retry in this case. If the retry is not successful, additional



Network Fundamentals 211

retries will take place until a maximum number is reached. Whether the
protocol uses retries or not, the application should be notified of the failure.

e Temporal consistency: If required, the network should provide a way to
know if different input values have been acquired at the same time.

e Absolute temporal consistency: This notion refers to the age of the infor-
mation. The application should be able to determine if a given data was
acquired recently or not. Usually, we need to know if the data corresponds
to the last sampling instant or not.

e Event ordering: In some cases, the order in which events have occurred
is important. This order may be obtained by time-stamping the event
at occurrence time and relying on synchronized clocks to relate events
that have occurred at different nodes. In some cases, it is sufficient to
know at which period the event has occurred. In any case, the network
should provide at least minimal support for this. If not, this should be
reconstructed inside the application.

e Predictive behavior in case of overload: Unless the network is used well
below its capacity, temporary overloads are likely to occur, e.g., in elec-
tromagnetic interference (EMI) perturbations. These are periods of time
during which the network is given traffic exceeding its capacity. At such
times, some networks delay low priority traffic. Some have a totally un-
predictable behavior. For control application, the network should exhibit
a predictable behavior.

e Amenability to analysis: Given the traffic requirements from the applica-
tion, one expects to be able to find out if the network will comply with
the given constraints before actually running the application. This means
that the solution should be amenable to worst-case analysis.

4 Network Media

4.1 Media types

A number of transmission media have been used in networking: cables, wave-
guides, open space. From the transmission viewpoint, wired and wireless trans-
missions are the two main categories because they exhibit fundamental differ-
ences.

Wired transmission is usually based upon twisted pairs of copper conduc-
tors, coaxial cables, or optical fibers. Despite their high resistance to external
electromagnetic fields, coaxial cables are today seldom used because of their
cost. Because shielding is one of the conductors, ground loops may also appear
when coaxial cables are used.

The most popular transmission media is the twisted pair. It is made of
two metallic conductors that are twisted to mitigate the electromagnetic in-
terferences. The pair may be shielded to provide an additional protection. A
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cable may include one or more pairs that may be shielded as a whole or pair
by pair. The most popular example of this cable is CAT 5 used in Ethernet.

When a higher degree of protection or galvanic isolation is necessary, op-
tical fibers are a good solution. This comes with a price. Using optical fibers,
multidrops must be excluded (in fact, they are possible using optical couplers
but not economically viable). In other words, several network nodes may be
hooked on the same twisted pair for instance when using the RS485 standard.
With optical fibers, there must be a separate fiber from one station to the
next.

Wireless transmission is an alternative when nodes are mobile. This may
be the case of automatic guided vehicles in a workshop. Rotary joints on robots
and machine-tools is another example. In this last example, the signals and the
power are often transmitted using slip rings. There is a ring per conductor on
the fixed part and a brush on the rotating part. This may be easily replaced by
wireless transmission based on inductive coupling. One winding is on the still
part (stator) and the other one on the rotating part (rotor). The rotation axis
is the common axis of the windings. Longer ranges (longer than a few tens of
centimeters) use either light, mostly infrared, or radio transmissions. Infrared
is limited to line of sight (in reality this is a little better due to reflections on
the walls), whereas radio waves may traverse walls and ceilings.

The main differences between wireless and wired transmissions are in their
transmission range, bandwidth cost, security, and reliability. Kilometers may
be easily achieved using cables. Wireless transmission is usually limited to
meters for regulatory and space reuse reasons. For the same cost, wired trans-
missions offer effective bandwidths much higher than wireless bandwidths.
While bit error rates around 10~7 to 1079 are common on cables, rates up to
1073 or 102 are not rare in wireless transmission. It may even be impossible
to communicate in some cases. The main reason is that a cable may be con-
sidered as a private communication channel between two or more nodes. On
the other side, open space is available to all. A perturbing device may totally
hinder communication. Another common source of problems is fading. This
happens when the waves that follow different paths interfere destructively at
the receiver. This effect is wavelength dependent; that is why many wireless
solutions either use a wide band (i.e., 802.11) or frequent carrier frequency
changes (i.e., Bluetooth). Because a wireless signal cannot be constrained, se-
curity issues are more difficult as well. Eavesdropping or insertion of unwanted
signals is much easier than in wired networks because a wireless signal may
well propagate beyond its intended confines.

Despite all of the disadvantages enumerated above, wireless networking
is wildly popular in the general computing environment because of the flex-
ibility and cost and convenience savings generated from the hugely reduced
need for fixed cables (there is still a need for some cables to connect the ac-
cess points). Control system designers have been much more conservative in
adopting wireless technologies except in special circumstances such as rotat-
ing parts of a machine. In particular the network speed variations and error
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rates are a more serious problem in control systems than they are in general
computing networks. However, as wireless technology matures, the lure of cost
savings in cabling is affecting control systems as well. An interesting area of
research that may have an important effect on control systems is that of very
low powered, self-configuring networks [20]. Because of their low bandwidth,
their impact would be in control systems with relatively long characteristic
times such as building energy control.

4.2 Media requirements

Section 3 has pointed out the application requirements of control systems.
The transmission medium plays an important role in complying with these
requirements. At the physical layer, this translates into transmission error
requirements. Each transmission error, unless there is an immediate recovery,
will introduce some delay in transmitting the required information. The lower
the error probability of the medium, the better the medium from that point of
view. Here the cable itself, or the open space of a wireless system, is not solely
responsible for errors. The transceiver properties (voltage levels, noise margin,
impedance, etc.) also play an important role. A common requirement is that
devices should withstand discharges of 1500 volts without being destroyed. It
would be desirable that, under the same circumstances, communication could
still take place. In summary, the combination of the transmission medium and
the transceiver should be properly selected in order to keep the bit error rate
sufficiently low.
There are obviously additional requirements such as the following.

e Topology: The cabled solution should be consistent with system design
goals. For instance, Ethernet forces a tree topology in which each node is
linked via a cable to a central point (switch or hub). In many cases, users
would prefer a line topology in which the same cable runs from one node
to the next and from the next to the following, etc.

e Connectors: They are in some cases the most expensive part of the solution.
Connectors should be inexpensive but also robust to pulling and vibration.
This only applies to wired solutions.

e Intrinsic safety: Some control networks are installed in environments that
are explosive or inflammable. Special care must be taken in these circum-
stances.

5 Network Protocols

5.1 Interoperability

Two different nodes built by two different companies should be able to coexist
on the same network and also to exchange information in a meaningful way
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while complying with the requirements. This implies that they should use the
same protocols at the different layers. Coexistence (without intercommunica-
tion) is possible, but only when the protocols at the lower layers are identical.
Interoperability is sometimes guaranteed by tests, often specified by standards
organizations, and realized at independent bodies. The guarantee may also be
left to the manufacturers, who will test their devices against others. In any
case, interoperability is an issue that needs serious consideration when select-
ing a solution. In the case of control networks, the issue becomes even more
complex because the temporal constraints have to be assessed. In many cases,
it is desirable or even necessary to include components from different man-
ufacturers in the same control system network. Under these conditions, the
importance of interoperability should never be underestimated.

5.2 Layering

It is the general acceptance of layered designs for network technologies that
has been responsible for the high level of interoperability that is currently
achievable. The idea of a layered representation of the protocols involved in a
communication solution is not new and, as explained earlier in this chapter,
a few different models have been presented. Here we will stick to the OSI
seven-layer model for its better documentation. Layering is an important tool
in understanding the functionality of a communication system. It may also be
useful to build components that can be reused to create a solution. In each
layer, various protocols may be used depending on the requirements of the
application. For instance, at the application layer, one may use the Simple
Mail Transfer Protocol (SMTP) to transfer mails or the Hypertext Transfer
Protocol (HTTP ) to access Internet pages. At the physical layer, a solution
may be to use RS485 on shielded twisted pair as in Profibus or 2.4GHz direct
sequence spread spectrum as in IEEE 802.15.4. Although, in principle, the
choice of a solution at a given layer is independent of the option selected at
another layer, this is not always the case. For instance, the IEEE 802 series
of standards always describes the physical layer together with part of the
data link layer (medium access control, MAC, adjudication of conflicts in ac-
cess to the physical network medium). For control networks that have strict
temporal requirements (see Section 3), there is even more interdependence.
For instance, it is well known that the transmission control protocol (TCP)
exhibits undesirable behavior using wireless media [21]. Finally, even if the
solution is presented in a layered manner, the actual implementation may not
follow the layering. In fact, in many cases, for efficiency reasons, layering is
partially violated in the implementation. This violation of a design modular-
ity principle is not uncommon in other areas of system design where, as in
control systems, performance is extremely important. However, it should not
be done lightly because portability, interoperability and maintainability are
often sacrificed in order to achieve improved performance.
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5.3 Connection between parts of a network

It is often necessary to interconnect parts of a complete network. The device
that interconnects two or more subparts will be more or less sophisticated
depending on the differences between the protocols used in the subparts.

e Repeaters are used when the protocols on all layers are identical on both
sides. They are used to expand the distance covered by a link, either wire-
less or wired. They regenerate the signals received on one side and transmit
them on the other side and vice versa. On some occasions, repeaters may
also be used to interconnect a wireless cell to a wired link ([18]). Ethernet
hubs are an example of repeaters.

e Bridges interconnect subnetworks using the same layer protocols above the
data link layer. Both sides must also use compatible addressing informa-
tion. For instance, IEEE 802.11 base stations interconnect an Ethernet-
based link and a wireless cell. Similarly, an Ethernet switch is used to
interconnect two or more Ethernet links.

e Routers operate at the network layer level. Their task is to find a route
to convey a message from a source to a destination. Routers exchange
information between themselves in order to find such a route. They can
thus find an optimum path between two nodes, whereas bridges only use a
subset of the available topology. The main difference between bridges and
routers is that the latter are not transparent. Routers modify the packets
they forward—in particular their address fields.

o Gateways are used when the protocols at the application layer are different
on both sides. They translate the messages from one protocol to the other.
For instance, connecting a Profibus or a CANopen network to the Internet,
HTTP over TCP/IP, requires a gateway because the protocols are different
at all layers.

5.4 Data link layer

The data link layer includes two subparts, the medium access control (MAC)
and the logical link control sublayers. The MAC protocols define:

How the medium is shared, as explained in Section 2.4;
How the messages are organized in frames so that the beginning and the
end of the messages can be recognized at reception;

e How the integrity of the messages is checked.

To check message integrity, additional information is appended to the in-
formation provided by the higher layers. The principle is that, at reception,
alterations to the message can be detected with a high probability. Cyclic
redundancy checks (CRCs) are examples of additional information. For in-
stance, the CCITT-16 CRC is able to detect 100% of odd numbers of errors,
double-bit errors, as well as any contiguous burst of errors shorter than 17
bits. Above 16 erroneous bits, more than 99.998% of the errors are detected.
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Some error detection codes can also correct a number of errors. However,
most of the time, the errors are corrected by asking for the retransmission of
the information. This is usually done at the logical link control sublayer. This
layer provides reliable message exchange between stations in a single link. It
may also implement multicast and broadcast transmission. In the first case,
the message is transmitted to a group of identified stations. In the second, it
is sent to all stations.

Cyclic or even periodic transfers, when available, are implemented at the
level of the data link layer. This is the case of Profibus, Multifunction Vehicle
Bus (MVB), or factory instrumentation protocol (FIP). These standards share
in common the use of buffers to control this kind of transfer. In a conventional
transfer, a message is used to request some information from the provider of
the information. The request goes up all the layers until it reaches the appli-
cation. The application prepares a response that is sent back to the requester.
The problem with this approach is that either the network is blocked until
the response is given back, or the response must be transported in a sepa-
rate transaction. To overcome this limitation, some standards disconnect the
application behavior from the information transfer. When an application is
ready to send information, it invokes the corresponding application layer ser-
vice and the information is stored in a buffer at the data link layer (it is not
transferred immediately). When the time comes to transfer the information,
the content of the buffer is conveyed over the network to its destination. At
the destination, it is again stored in a buffer at the data link layer. The ap-
plication at the destination node may retrieve the information at any time
by invoking the appropriate application layer service. The protocols at the
destination node will then read the data link layer buffer and return the in-
formation to the application. There is no transfer involved at that time. The
use of buffers allows better predictability in the transfers.

5.5 Higher layers

The next layer is the network layer. It is only required in large networks. The
most popular protocol at this level is the Internet protocol (IP). Note that,
contrary to some belief, interconnection with the Internet can be done without
the use of IP. A gateway may be used instead.

The transport layer offers guaranteed transfers on a large network. It is
only necessary when such a guarantee is needed and a network protocol is
present. TCP is the most well-known transport protocol. However, it is some-
times not suitable for real-time transfers [15].

The session layer is used when recovery points must be inserted in the
connection. It is never used in control networks.

The presentation layer is in charge of the representation of the informa-
tion. It defines the transfer syntax. Conversion from the local syntax to the
transfer one, and vice versa, is done in the presentation layer. For instance,
some computers use the little-endian representation for the numbers while
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some use the big-endian representation (“endian” refers to the order in which
the individual bytes that make up an integer are transmitted). The presen-
tation layer is in charge of the necessary conversion when these computers
communicate.

In many cases, the presentation layer is included in the application layer.
This is the only layer visible from the application. It defines the abstract
view of the other nodes as seen from the local application. It also defines
how the local application may operate on this abstract view. For instance,
the file transfer protocol (FTP) defines the concept of files and directories.
The available services allow for transferring files and for browsing directories.
In the case of control networks, many of the application layers are inspired
from the Manufacturing Message Specification (MMS) which defines a virtual
manufacturing device that contains objects. Among the most useful objects
are variables with services to read and write them, and programs with services
to download and execute them.

The application layer plays an important role in the performances of the
network. Many solutions are based on the client-server interaction. In this
model, a node, the client, makes a request on another node, the server. For
instance, the client may request the value of a given variable from the server.
This often translates into a message carrying the request going from the client
node to the server node. The response from the server is another message sent
back to the client. As the server application is involved in the answer, it is
very difficult to provide temporal guarantees. The producer-consumer model
[19] is an alternative model. In this model, the application on the producer
node delivers the value of the variable to the network. The value is stored in
the data link layer and later transferred to all the subscriber nodes. When
the application on a subscriber node wants to access the value, it is retrieved
from the data link layer on this node without any transfer. It is thus much
easier to offer real-time guarantees.

6 Network Reliability and Security

6.1 Reliability and security considerations

Reliability refers to the probability that a message on a network will arrive
within the time constraints specified for the network. Security refers to the
possibility that someone will purposely interfere with the network operation,
to hinder delivery of information, to change the nature of the information, or
to eavesdrop on the interchange.

In a broad sense, reliability subsumes security. However, in a practical
sense, reliability usually refers to message delivery in the absence of purposeful
disruption.
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6.2 Physical integrity

The first line of defense for both reliability and security is the physical envi-
ronment. The physical environment effects on message delivery can be catego-
rized into two time scales: moment-to-moment traffic delays and the relatively
rare catastrophic failures. Moment-to-moment issues usually revolve around
electrical noise in the environment. Noise causes data corruption, leading to
excessive retries, lost packets, etc., all of which can push message delivery
outside the specified performance limits. In a control system, this can result
in system failure.

Protection against noise requires proper understanding during the design
phase of what the characteristics of environmental noise will be, and then
the design of adequate shielding, effective grounding, and filtering so that
network information loss is kept within specifications. Too often there is no
realistic understanding of the noise levels that a network will actually see in an
industrial environment. Optical data transmission is often specified in noisy
environments because of its very high immunity from electrical noise.

Catastrophic failures in the information transfer part of a control system
come from broken, disconnected, or shorted wires (other than shorts, optical
systems are susceptible to the same failures). In discussing these issues for net-
worked control systems, note that a major reason networks are used in control
systems is to reduce the amount of discrete wiring. Thus, a networked control
system, by virtue of having so much less wiring, is already far less likely to
suffer such damage. With that said, standard design considerations such as
strain relief for wires, connectors properly specified for the expected vibra-
tional and environmental conditions, etc., are the primary routes to highly
reliable systems.

Physical integrity can also be enhanced through network redundancy. Any
number of independent communication paths can be provided so that a catas-
trophic failure in one will not disturb system operation. Because network in-
formation is packetized (see Section 6.3), sorting out duplicate information
and detecting when one path has been damaged are quite straightforward.
A major design issue in redundant systems, however, is ensuring that there
is not a common point of failure, as for example, when a pair of redundant
network cables is located close to each other so that both can be destroyed
by the same mishap.

Wireless systems drastically reduce the number of wires and connections,
but are much more susceptible to electrically or magnetically induced noise.

Protection of the physical perimeter is also the first line of defense for
network security. Many control system networks can be completely local so
that physical security can focus on people who are authorized to be in that
space. Wireless networks, however, cannot be confined (except in the most
extreme circumstances), so additional measures must be taken even if the
network is technically local.



Network Fundamentals 219
6.3 Abstraction

Because information is abstracted away from the physical layer in networks
both reliability and security can be made arbitrarily strong—at a price.

Network reliability above the physical layer depends mainly on error de-
tection and correction theory ([22]). Section 5.4 refers to some results of the
application of error detection and correction within the data link layer of the
protocol stack. In brief, extra information is added to each packet in such
a way that errors can be detected, corrected, or both. The common parity
check is the simplest of these schemes. With a parity check, one extra bit is
added to whichever unit of information is to be checked (byte, word, record,
etc.). The extra bit is added to make the total number of logic-one bits in the
information unit specifically odd or even. When that information is received,
the total number of logic-one bits is counted. If it is not odd (or even), then
an error has occurred. This error detection scheme will find all one-bit errors
and half of all multibit errors. It cannot correct any of the errors it detects.
However, because the receiving node now knows that the packet is incorrect,
it can request retransmission to get the correct information. Thus, the com-
bination of a parity check with a retransmission facility will both detect and
correct all one-bit errors.

The price to be paid for the added reliability is in network bandwidth and
processing power. Assuming that the network is designed with proper band-
width before any error detection or correction is added, an error detection and
correction scheme will add to the size of the packet without adding any new
information. Processing the packet will also require more computing power
for the error detection and correction algorithms. Thus, the bandwidth will
have to be increased to get the same information flow rate, resulting in a more
expensive network as well as a more expensive processor.

Security uses the same structure—information abstraction and layering.
Encryption is the tool of choice to ensure the security of information flowing
on the network ([23]). Again, the stronger the encryption, the more the cost
in network bandwidth and processing power.

Finally, both security and reliability also depend heavily on, as the saying
goes in the world of automobiles, “the nut behind the wheel.” Security, in
particular, is peculiarly susceptible to individuals who are cleared to work on
the system but, for some reason, wish to compromise it. However, even reli-
ability can be seriously compromised by improperly performed maintenance,
badly designed operator interfaces, etc.

6.4 Reliability and security: overview

The good news in designing reliable, secure networked control systems is that
the very structure of networks lends itself to measured application of security
and reliability solutions with predictable cost. The bad news is that the vul-
nerabilities are so broad, from a rodent chewing through a network cable to
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an individual falsifying network information, that, unless a thoroughly inte-
grated management and technical approach is taken, it is easy to leave serious
holes.

7 A Survey of Network Solutions

7.1 Control networks

The first generation of control networks was designed in the late 1980s. Exam-
ples are FIP (CENELEC EN50170:3), SERCOS (CENELEC EN 61491), In-
terbus (CENELEC EN 50254), Profibus (CENELEC EN50170:2), LON (EIA-
709.1) and CAN (ISO 11898). CAN has been successful in the automotive
market except for critical functions. SDS (IEC 62026-5) and DeviceNet (IEC
62026-3) are variants of CAN designed for industrial automation. SERCOS has
been designed for axis control and has its market in numerical controls. Inter-
bus and Profibus-DP are commonly used for remote inputs and outputs in the
programmable logic controller (PLC) market. LON is mainly used in building
automation. WorldFIP (part of European Fieldbus standard EN50170) is now
mainly used in safety related applications.

Most of these solutions have now reached their limits in terms of per-
formance. They must be upgraded. The limited market size and the cost of
new silicon development are major impediments for these new generations.
On the other side, Ethernet, which was rejected in the 1980s for its lack of
determinism, has been regularly improved toward higher performances and
lower costs. For these reasons, the beginning of the century has seen the
revival of Ethernet-based solutions. Solutions based on standard Ethernet
use bandwidth limiting and subnet isolation to achieve satisfactory control
performance. A number of different (and largely incompatible) solutions are
currently proposed for control system use by different groups and industrial
companies.

The advent of switched Ethernet with quality of service (802.1D and
802.1Q), better clock synchronization algorithms (IEEE 1588), and the use
of traffic shaping pave the way to a standard solution based on Ethernet.
The power-over-Ethernet standard (802.3af, [24]) further enhances industrial
Ethernet by including power on the same cable as the network signal, further
reducing the cable count.

An emerging network technology at the other end of the bandwidth spec-
trum is based on extremely low-power wireless connections. These networks
are intended for applications requiring very low bandwidth but large num-
bers of very inexpensive nodes. An idea of the sizes contemplated is shown in
the names used for this technology: “motes,” “dust,” “specks,” and TinyOS
(an operating system that supports the self-configuration needed for such net-
works to be practical). While initially conceived for sensing applications, there
are some research applications in control problems where network speed is not
a big issue, such as building energy control ([16], [17]).
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7.2 Other issues

Besides the aspects described up to now, networking solutions may offer var-
ious degrees of sophistication to ease installation, commissioning, and main-
tenance.

e Self-configuration is sometimes provided. Protocols such as UPnP (Univer-
sal Plug and Play), SDP (Service Discovery Protocol) or Jini are examples
of efforts to provide various degrees of automatic configuration.

Protocol analyzers are used to display the actual behavior of the networks.
Design and simulation tools are used to give the expected performances of
the solution.

8 Conclusions

The value of networking in control systems is indisputable at this point. How-
ever, if the design and integration of the networking are not done well, the
performance of the control system can become completely unacceptable.

Design of a networked control system starts with functional and physical
specifications. The functional specifications are of particular importance be-
cause they must be done in a control system context rather than a conventional
networking context. Conventional network architectures specify average rate
of data transfer. Even in video or audio streaming, the closest that common
networks come to real-time applications, buffering is heavily used to provide a
skip-free performance to the user. Control systems, by contrast, must specify
delivery times. Getting this information may require considerable research of
the performance literature or testing of prototype installations.

As we have noted, the choice of network technologies for control systems
is quite large. Even when technologies that cannot meet the functional spec-
ification are eliminated, the choice is usually still large. Here the physical
environment becomes a major factor. Control system environments are typi-
cally far harsher than standard business network environments.

Thus, reliability of the network becomes the next important part of the
specification. Here the difference between analog delivery of control system
information and networks becomes quite stark. Analog systems have a sta-
tistically based signal-to-noise ratio, but the information is always delivered
(as long as there are no catastrophic failures). Because of the packet-based
nature of networks, there is always some probability that a packet will not be
delivered (however small). A fairly sophisticated stochastic-statistical analysis
is required to relate these properties to control system performance.

Once reliability factors are assessed, adequate reliability can always be en-
sured if the error correction system is sufficiently robust. This reduces network
useful bandwidth, however, so the design process then becomes iterative with
the basic timing specification.
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Because control system networks are often isolated, security issues can
be less severe than in the much more open business network environment.
Security issues do exist, however, and must be dealt with.

Finally, of course, are issues of cost. These are too complex to deal with
in any detail here, but include physical cost (i.e., bill of materials costs),
installation cost (keeping in mind that networked solutions usually provide
substantial wiring cost savings over analog information transmission), cost of
added processing power to deal with network protocols, and cost for problem-
specific application layer software.

With proper attention to the network design and specification, and proper
partitioning of the control system functionality to meet the full range of the
system’s timing requirements, networking expands on control system capabil-
ity immeasurably.
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